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Cyberspace has become an indispensable area of human activity, a sphere of 
regular security breaches and data threats, and a tool for inter-state conflict. 
When considering cyberspace from the nation state’s point of view, we must 
keep two intensifying trends in mind. First, today’s cyber questions are very 
political. Thus, political commitment and guidance to the development of 
cyberspace requires strengthening. Second, cyberspace has created a new 
domain for warfare and influencing, the so-called cyber dimension of modern 
hybrid warfare. Hybrid threats have become one of the most prominent 
security challenges and an important part of security cooperation in Europe.

Europe is digital - and the 
development of digitalization and 
emerging technologies is only 
accelerating. 



In recent years, issues related to cyberspace and its uses have risen to the 
highest levels of international politics: cyberpolitics. Cyberspace used to be 
considered largely a matter of low politics, background conditions and processes. 
Today, cybersecurity is a focal point of conflicting domestic and international 
interests – and increasingly of the projection of state power.

It is increasingly important to understand cyberspace as a political domain. This 
politicality is often neglected or forgotten. When considering cyberspace from the 
nation state’s point of view, the topical cyber questions are very political. As other 
domains, cyber domain should primarily be treated as a political domain. When 
politics is involved, the questions of power are always present. For example, in 
the context of war the cyber instrument is - like land, sea and air power - a means 
to achieve a political aim or a possibility to increase power. The strategic use of 
cyberspace to pursue political goals and to seek geostrategic or authoritarian 
advantages is increasing. There is also a current need for cyber norms and cyber 
diplomacy to be created through politics.

With the creation of cyberspace and our deepening dependence on it, a new 
arena for the conduct of politics is taking shape. This process is described as 
“cyberization”, which refers to the ongoing penetration of all political fields by the 
different mediums of cyber domain. Therefore, the concept of cyberpolitics is 
useful. It emphasizes the importance of politics in cyber affairs. Cyberpolitics
refers to the conjunction of two processes or realities: (1) those pertaining to 
human interactions (politics) surrounding the determination of who gets what, 
when and how, and (2) those enabled by the uses of cyberspace as a new arena 
of contention with its own modalities and realities. 

What is Cyberpolitics?



As Choucri notes, all politics, in the cyber and physical arenas, involve conflict, 
negotiation and bargaining over the mechanisms, institutional or otherwise, to 
resolve in authoritative ways the contentions over the nature of particular sets of 
core values.

The cyber challenge in modern 
societies

The functioning of modern, strongly interconnected, global economy is based on 
unhindered access to information, energy, and financial flows. Unintentional or, in 
the worst case, intentional disruptions of these flows affect negatively the states 
subjected to them and the global order as whole. Moreover, because these flows 
are intertwined, disrupting one of them will have a damaging effect on the others -
potentially leading to a cascading failure that can endanger the whole system 
dependent on the flows.

Protecting critical infrastructure and services from cyber threats is a complicated 
matter.

Several questions demand clarification before cyber threats can be tackled in an 
organized and efficient manner. Among these questions are: Which parts of the 
critical infrastructure should be prioritized as super critical infrastructure? What 
are the responsibilities of various actors, namely private companies and 
government, in the affected space? What are the operating areas and mandates 
of national and supranational entities, such as civilian organizations, police, 
military, and international regulating bodies?



In the cyber context, vulnerability is commonly defined as weakness related to 
information technology. The European Union Agency for Network and 
Information Security (ENISA) specifies vulnerability as ” The existence of a 
weakness, design, or implementation error that can lead to an unexpected, 
undesirable event compromising the security of the computer system, network, 
application, or protocol involved”.

Security of a modern society is underlining the need to define vulnerabilities 
and risks on all levels of the whole ecosystem covering people, process, 
technology and data, and in addition governance, where the prerequisite for 
success or failure originally is laid down. Identifying the need for a common 
understanding of the existing threats, regulations, standards, risks and 
complexities is essential for securing the critical infrastructure and services in 
the future. It is up to the national authorities to decide who is overlooking the 
security of critical infrastructures and services.

Regarding the potential targets, the most cited example is the vulnerabilities 
inherent in our critical infrastructure, which could be taken advantage of to 
create major disruptions rippling through society. Comprehensive situational 
awareness and understanding, as well as credible and well-trained action 
plans, enable the prevention of and defence against cyber-attacks.

Vulnerabilities of modern 
societies are the main targets of 
cyber-attacks



The building of a more resilient society should not be viewed only as an extra 
burden for already economically struggling Western societies; it is also a 
wonderful opportunity.

Structures that allow a society to respond in an agile manner to hybrid threats 
also support the understanding of and coping with the complex underlying 
interrelations that make our modern societies fragile. These defensive 
structures help make our societies more functional when decision-making 
processes become more transparent and inclusive.

Cyber-enabled hybrid warfare

The famous Prussian military theorist Carl von Clausewitz stated in the 19th 
century that war was always continuation of politics with military means or 
simply the expression of politics by other means. The Americans have 
interpreted this guideline to entail that “politics and strategy are radically and 
fundamentally things apart - strategy begins where politics end”. Based on the 
theories one could say that hybrid warfare is today’s continuation of politics 
with hybrid capabilities. The fundamental question remains: What is hybrid war 
or hybrid operation? There is no internationally agreed definition for hybrid 
war. Our definition bases on recent incidents and articles. As war is always 
widespread and encompasses all forms of warfare, hybrid warfare can be 
seen as operations in all possible domains and with all possible means.



The often cited Russian “Gerasimov doctrine” describes modern warfare as 
joint operations utilizing a mix of military and non-military means to achieve 
political goals, and taking full advantage of the intentionally blurred line 
between war and peace. As it has been pointed out earlier, in the history of 
warfare we have seen similar activities under various terms, including for 
example non-linear operations, low-intensity conflict, full spectrum conflict, 
political warfare, unconventional warfare, irregular warfare, asymmetric 
warfare, and unrestricted warfare. Nevertheless, it is important to keep in mind 
that the art of war is developing all the time and we often encounter new 
mutations or rehashes of previously well-known doctrinal approaches. 

Cyber space is a key domain of hybrid warfare and hybrid threats, and one 
could even say that without modern cyber capabilities a full-scale hybrid 
influencing would not be possible.

Cyber power is indeed a global game changer. It brings along new 
asymmetries to power politics. All aspects of our lives and functions of our 
societies will be transformed by the all-pervasive and hyper-connected 
digitalization. A successful hybrid operation needs a strong political leadership 
and mandate to the hybrid operations combined with both the will and ability to 
dedicate a wide array of resources for the operations on short notice. 
Secondly, an effective and wide-ranging intelligence apparatus is needed to 
scan the target countries and create a list of identified vulnerabilities. The list 
of identified vulnerabilities, or the list of targets, is based on the acquired 
knowledge of the key vulnerabilities and weaknesses that exist in the society 
of the target country. Third critical precondition that is often associated with 
hybrid operations is the information campaign preceding the hybrid operations. 
These kinds of information campaigns are aimed at raising support for the 
operations both internally and in the target country, which was seen in the 
case of the “polite green men” in Crimea.



It has been argued that hybrid warfare is in its essence winning, or achieving 
the set goals, with little or no fighting. To build upon this idea, we say that in 
hybrid war it is nearly impossible to say when the actual fighting or organized 
violence - war in its classic form - begins. One of the core ideas of hybrid 
warfare is that it intentionally blurs the distinctions between the neatly 
separated Western categories of war and peace, and civilian and military 
operations. This blurring is achieved by utilizing a wide variety of means, 
violent and nonviolent, military and civilian, in a carefully planned way without 
unnecessarily breaching the threshold of war, even if the level of escalation 
varies.

Many nations are currently asking how to build a hybrid defense in the future. 
Because of the very whole-of-society nature of hybrid threats, preparing for 
and addressing them requires strong measures. The preparedness 
arrangements in Finland offer a living example of the comprehensive security 
approach. Society’s vital functions are secured through collaboration between 
authorities, the business community, civil society organizations and individual 
citizens. This model has been a key element in the work for improving 
preparedness at the governmental and societal level. The Finnish security 
concept involves all stakeholders within society as hybrid attacks do not 
respect any artificial boundaries between sectors, nor do they separate 
ordinary citizens from governmental or business entities. This concept seems 
to be the future way of building resilience in the whole society, which will be 
the backbone of the hybrid defense in the near future.



“Cyber-attacks can be 
more dangerous to the 
stability of democracies 
and economies than guns 
and tanks”

Jean-Claude Juncker, President of the European Commission



In recent years, the EU and its Member States have increasingly exposed to 
hybrid and cyber threats that comprise hostile actions designed to destabilize 
a region or a state. Countering hybrid and cyber threats has become a priority 
in European security. This means that cybersecurity and hybrid threats have 
risen onto the level of European high politics. The increasing role of 
cyberpolitics, in the context of hybrid warfare, is stated in several recently 
published European strategies and official papers. Among others, the EU’s 
new cybersecurity strategy emphasizes cyber preparedness, which is central 
to both the Digital Single Market and the EU´s Security and Defence Union. 
The EU´s Joint Framework on countering hybrid threats describes how 
cyberattacks could disrupt digital services across the EU and how perpetrators 
of hybrid threats could use such attacks. Resilience is one of the pillars of the 
EU´s Global strategy, which highlights the role of hybrid and cyber threats in 
European security.

There has been a strong call for the EU to adapt and increase its capacities as 
a security provider and enhance its capacity to counter threats of hybrid 
nature. This calls for greater human, technical, legal and institutional 
capacities. The cooperation with NATO has also been deepening and the joint 
declaration has enhanced abilities to counter hybrid threats, including by 
bolstering resilience, working together in analysis and intelligence sharing, and 
expanding the coordination on cybersecurity. The establishments of the EU 
Hybrid Fusion Cell and the European Centre of Excellence for Countering 
Hybrid Threats are also concrete steps forward in high politics.

European cyberpolitics to respond 
to hybrid threats
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