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E d i t o r i a l 

Russia’s invasion of Ukraine has permanently 
changed the European security system. The 
question arises as to whether the war could have 

been predicted or even prevented. When analysing 
Russia’s goals for the war, it should be stated that preven-
tion would not have been possible. Although Ukraine and 
Europe had prepared for war in many ways, few believed 
it would actually start. The horrors of the war of aggres-
sion and destruction fill the daily news, and in particular 
the civilian victims of the war and the gruesome war 
crimes that hurt all of us.

However, there is a lot going on in the war that we do 
not see or understand. Battles take place on land, at sea, in 
the air and in the cyber environment. This war is the first 
large-scale war that is also being fought actively on the 
“cyber front”. All these elements of warfare are interde-
pendent. Therefore, they should not be examined as 
separate elements. Instead, one should study the war as  
a whole, so as not to draw the wrong conclusions from 

CAN THE DEVELOPMENT 
OF THE CYBER WORLD 

BE PREDICTED?

which future developments and the outcome of the war 
are predicted.

Are you wondering when cyberattacks turn into cyber 
warfare and cyber security into cyber weapons? Drawing 
the line is difficult and there are definitely plenty of 
different definitions and schools of thought. The simple 
definition is that when there is a kinetic war involving  
the use of cyber weapons, it can be classified as cyber war. 
The targets are both military and civilian, as in a tradi-
tional war of annihilation. The attacker seeks to destroy 
the opponent’s vital targets by any means possible. The 
defender, on the other hand, seeks to protect their own 
operations and the vital functions of civil society through 
effective cyber intelligence, protection and also through 
active actions, i.e. cyber attacks. Indeed, Ukraine seems to 
have succeeded in its cyber defense surprisingly well. The 
support of the United States and European countries has 
played a major role in providing intelligence and support-
ing cyber defense.

// Aapo Cederberg

The importance of anticipation is growing 
in the strategy work of both state actors 
and private companies. 
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 � Managing Director and 
Founder of Cyberwatch 
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AAPO CEDERBERG

The general perception seems to be that Russia has not 
been particularly successful in its cyberwarfare. There are 
probably many reasons for this, but it can also be an 
illusion. Only after the war ends can reliable conclusions 
be drawn to predict the role of cyberwarfare in future 
wars. The most powerful cyberweapons are disposable  
in nature, meaning they can only be used once and are 
therefore carefully considered and targeted. 

Cyber operations are also closely intertwined with 
electronic warfare. Ukraine receives considerable support 
for electronic warfare, especially for electronic intelli-
gence. This seems to limit Russia’s ability to carry out 
cyberattacks as part of physical warfare. Therefore, it 
seems likely that cyber operations will be kept in reserve 
in case the war expanded regionally in Europe. On the 

// Tomi Dahlberg

SENIOR EXECUTIVES 
ARE ACCOUNTABLE 
FOR ENTERPRISE 
CYBERSECURITY

other hand, Russia has a great need to use cyberattacks  
as part of its hybrid operations to influence decision- 
makers in EU and NATO countries.

Prediction is strongly based on historical data and its 
careful analysis. The lessons of this war will help us 
predict the cyber world better and identify the signs of 
cyber warfare in advance. The importance of  
anticipation is growing in the strategy work of both  
state actors and private companies. We have certainly 
already learned from this war that intelligence should be 
taken seriously, whether it is cyber attacks or traditional 
warfare. 

The responsibility of decision-makers is emphasised, 
and understanding needs to be built because anything is 
possible and part of our “new normal”.  

Cybersecurity is currently receiving a lot of 
attention on global, national, organizational 
and individual levels for several reasons. 

Against this backdrop, the topic of my text is: How 
does cybersecurity influence the activities of an 
enterprise, i.e., private companies and public 
organizations? How should an enterprise manage 
and govern cybersecurity? And who is accountable 
for the managing of cybersecurity activities?

During the past 60 years, the deployment of 
information technology (IT), operational technolo-
gy (OT) and digital data has penetrated all enter-
prise activities. I will use the terms IT, OT and data 
respectively for short henceforth. IT dependence 
will only grow in the future. It is hence necessary 
to understand the business and risk management 
significance of these seemingly trivial, often heard 

clichés to comprehend how cybersecurity  
influences enterprises.

The deployment of IT has three interrelated 
dimensions. IT development delivers newly- 
designed, tested and rollout services that enable 
and support an enterprise’s business. IT develop-
ment is, however, meaningless without integration 
and a close alignment with the business and its 
development. Firstly, changes in the business 
environment of the enterprise, customer and 
stakeholder behaviours, as well as internal needs to 
improve enterprise activities create the need to 
develop the business and IT. Typical development 
objectives include customer, internal process, 
financial, and innovation benefits. In addition, the 
performance of development is evaluated based on 
the ability to keep within the budget and follow  
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the timetable, and to produce the promised deliverables. 
Secondly, IT operations oversee  the production of IT 
services, their user support, and continuous improve-
ment. Service levels, uptime, user satisfaction and costs 
per unit are typical IT operations performance metrics. 
Similar to IT development, the business benefits of IT 
operations are evaluated based on benefits to customers 
and internal processes etc. Lastly, IT risks are the third 
dimension. Something could always go wrong in IT 
development and/or in IT operations. The realisation that 
IT risks exist means that IT delivers expected business 
benefits and performance partially, at higher costs or, in 
the worst case, none of these benefits and services at all. 
IT risks are typically classified into business continuity, 
data and information security, and privacy protection 
risks. The more IT penetrates the activities of enterprises, 
the more IT vulnerabilities and risks the enterprises face.

Understanding the big picture described above applied 
to a specific enterprise is the starting point of cybersecuri-
ty management and governance. Such a big picture needs 
to include an assessment of the business and the IT 
environments of the enterprise both from external and 
internal perspectives. In this context, cybersecurity, also 
called IT security, is the practise of protecting critical 
business infrastructure, networks, systems, applications as 
well as sensitive data, information and knowledge from 
digital attacks, whether those attacks originate from 
within the enterprise or externally. Cyberattacks usually 
aim to access, change, destroy or prevent the use of 
sensitive data, information or knowledge. A cyberattack 

may also aim to extort money or interrupt business 
operations. Although cybersecurity is a term closely 
associated with information security and privacy protec-
tion, a cyberattack could also trigger the realisation that 
business continuity risks exist. This chapter answers the 
question of how cybersecurity influences enterprises,  
and also, why cybersecurity needs to be managed and 
governed. 

Cybersecurity is often perceived to be a highly 
technical issue. The rapid emergence of new cyberattack 
threats such as malware, ransomware, phishing or 
denial-of-service in addition to the already infamous 
service attacks and virus threats as well as the counter 
measures to these threats, may foster the perception that 
cybersecurity really does require a high-level of technical 
understanding. An in-depth and alwaysup to date techni-
cal understanding is indeed necessary for cybersecurity 
professionals. The requirements for remote work, remote 
access environments, cloud services and mobility are the 
latest additions to their list of expert demands. Still, 
defining the actual costs  of detecting and dealing with 
cybersecurity threats, assessing the expense of downtime, 
revenue losses and reputational damages of realised 
threats are typical business risk management issues. They 
require the attention of the enterprise’s board, CEO and 
executive committee. In business management language, 
the big picture described above is one of the key elements 
of strategizing and business strategy. In my opinion, 
business strategy is the means which senior executives use 
to manage and govern cybersecurity. 

Together with the Finnish Information Processing 
Association (TIVIA), I have conducted IT and digitalisa-
tion barometer surveys for more than 10 years. One of 
the main objectives of the statistical survey data analysis 
has been to detect the single factor that has the strongest 
relation to IT business value delivery. The success of IT 
management as an integral part of an enterprise’s 
management system is the single factor I have gathered 
from these surveys. The perceived success of cybersecu-
rity is one of the explained business value delivery 
measures which is strongly related to this factor, as the 
above diagram shows. In the diagram, 272 respondents 
are divided into 4 quartiles based on how they have 
responded to the claim: My organization has succeeded well 

in the management of IT and digitalisation as an integral part 

of my organiszation's management system”. My conclusion 
is that an enterprise should manage and govern cyberse-
curity with business strategies and the corporate/
enterprise governance of IT. Senior executives are also 
accountable for cybersecurity. This accountability cannot 
be delegated to cybersecurity professionals, consultants 
or other external service providers even though their 
input is important in the operational execution of 
cybersecurity.

 � Ph.D. (Econ)
 � University of Turku, Professor of Practice, Information Systems Science
 � DIF – Directors Institute Finland, Senior Cyber Security advisor 
 � DBE Core Oy, Chairman of the board DBE Core and DBE LAB (Linux 
Foundation Member).

TOMI DAHLBERG

What does this mean in practice? Business strategies 
offer insight into what data, information and knowledge 
are the most business-sensitive now and in the future 
using related infrastructure, networks, systems etc. In this 
way, business strategies provide direction both to execu-
tives and to cybersecurity professionals. They are better 
able to focus on the most relevant infrastructure, net-
work, application, information, data storage, cloud and 
mobility security practices as well as user education, 
disaster recovery and business continuity planning issues. 
Furthermore, business strategy guidance supports the 
development of identity and access management (IAM), 
security information and event management (SIEM), data 
security platforms and other cybersecurity technologies in 
alignment with businesses. The governance of IT then 
provides the necessary means to define business-strate-
gy-based, measurable objectives for cybersecurity activi-
ties. Governance is also used to allocate cybersecurity 
management responsibilities within the enterprise and to 
follow the progress of cybersecurity objectives with 
reporting. By following the approach depicted here, the 
management and governance of cybersecurity become a 
normal business issue in the agendas of boards, advisory 
boards, steering committees and internal auditors.               

Senior executives are  
also accountable for 
cybersecurity. This 
accountability cannot be 
delegated to cybersecurity 
professionals, consultants 
or other external service 
providers even though their 
input is important in the 
operational execution of 
cybersecurity.
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management system" on the scale low=1–7=high (n=272)
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// Juha Mattsson

FUTURES PLATFORM AND 
CYBERWATCH FINLAND ENTER 

INTO COLLABORATION

to proactive control and 360 degree preparedness of 
things to potentially arise. And not in the IT department 
only, but built into CxO and BOD livel strategies and 
decision-making."

In its initial version, the add-on content package 
contains ca. 20 additional, exclusive future phenomenon 
descriptions, created by Cyberwatch Finland and also 
curated by Futures Platform’s futurists according to their 
rigorous process.

The package also features three exclusive foresight 
radars that combine content from the add-on package but 
also FP’s standard subscription-access content. The 
themes of these radars are:

1. Cyber Warfare
2. Smart Cybercrime
3. Key Economic Impacts

Aapo Cederberg, CEO at Cyberwatch Finland, says:  
"At the heart of our digital operating environment are 
everyday services and technologies that have become the 
basic elements of our lives. Organisations are increasingly 
interconnected and dependent on shared digital infra-
structures. Therefore, both our perceptions of the future 
as well as cyber-awareness should be on a reliable founda-
tion. This enables the best possible premises for strategic 
decision- making.” 

Upon initial launch in March 2022, the package 
contains ca. 20 unique future phenomena analysed 
and authored by Cyberwatch Finland, and three 

foresight radars produced in collaboration with Futures 
Platform’s futurists. More content will be added over 
time. The content package is available as an add-on to all 
active Futures Platform subscriptions.

Two expert companies, Futures Platform, the industry 
standard source for future trends and foresight, and 
Cyberwatch Finland, a leading cyber security advisory, 
have joined their forces in producing foresight analysis on 
cyber threats and security, and the Digital space in 
general. 

While Futures Platform’s 800+ pre-existing, continu-
ously updating  future trend and phenomenon analyses 
already have a somewhat extensive coverage of the cyber 
space, this is now further detailed and expanded by 
Cyberwatch Finland’s expertise. 

Says Dr. Juha Mattsson, CEO at Futures Platform: 
"With the advent of the war in Ukraine, and given all 
prior vulnerabilities, threats and attacks in the cyber 
space, this content package comes in with the last minute 
timing to aid organisations and even nations to cope with 
the increasing threat of cyber influence and information 
warfare”.

He continues: “We believe this package helps organisa-
tions to move from frightened reactions to cyber threats, 

L E A D I N G  C Y B E R  E X P E R T S  A T  C Y B E R W A T C H  F I N L A N D  H A V E  P R O D U C E D 
A N  A D D - O N  C O N T E N T  P A C K A G E  O N  C Y B E R  S E C U R I T Y ,  A V A I L A B L E 

E X C L U S I V E L Y  V I A  F U T U R E S  P L A T F O R M

Systematic foresight on 
cyber security from 
frightened reactions to 
proactive preparedness

PULL IN THE COMMANDER’S hat and form a solid 
understanding of where the cyber world is headed in the 
forthcoming decades. Ensure you maintain a balanced 
understanding of all potential threats and disruptions, and 
also make sure your organisation is well prepared in 
advance. 

Read more https://www.futuresplatform.com/
cyber-threaths-security

Global impacts of the war 
in Ukraine key disruptions 
and long-lasting change 

TO HELP ORGANISATIONS NAVIGATE this difficult and 
uncertain time, our team of 10+ professional futurists 
have created an open-access foresight radar that charts 
how various trends and phenomena will be impacted by 
the war in Ukraine. 

You can find the radar, and instructions on how to use 
it by clicking the link https://www.futuresplatform.com/
ukraine

For more information, please contact:
 � Juha Mattsson,  
CEO, Futures Platform,  
juha.mattsson (at) futuresplatform.com

 � Aapo Cederberg, CEO,  
Cyberwatch Finland,  
aapo.cederberg (at) cyberwatchfinland.fi

The add-on content 
package on cyber 
security contains 
three exclusive  
foresight radars.

CONTACT

WHY IS FORESIGHT 
IMPORTANT

Foresigt radar: 
Global impacts of 
the war in Ukraine

WHAT ARE THE GAME 
CHANGERS OF THE 
FUTURE
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// Leena Nyman, Mikko Vieltojärvi

providers’ market. In contrast, the bottom-up 
influence on an individual’s cyber safety feeling is 
based on the society and its general approach to 
cyber domain. This can, for instance, include the 
perception (or lack thereof) that cyber security is a 
citizen’s own responsibility, limited training and 
educational opportunities, lack of opportunities for 
insurance cover or understanding cyber threats as 
one of the security risks in a person’s life. 

EDUCATION AS THE FUNDAMENTAL 
CORNERSTONE OF CYBER SAFETY

Successful cyber safety can only be achieved when 
the whole society is engaged, and comprehensive 
security thinking is employed. The bottom line for 
efficient cyber safety is professional and responsible 
security authorities, resistant critical infrastructure 
solutions and service providers and educated 
decision makers. Nevertheless, this all will not 
achieve a well-developed cyber safety if, first of all, 
a key factor is not addressed immediately and 
comprehensively – education of individuals, the 
centrepiece of cyber safety concept, on the topic of 
cyber security throughout all levels of society.

There is currently a need for cyber security 
skills across a wide swath of the educational and 
professional areas and each has different needs and 
require tailored approaches. Each category should 

have a pathway resulting in a Cyber Educational 
Development Plan. This plan is much like a 
Professional Development Plan; however, it 
describes a training and education pathway from 
the earliest years until professional roles. It 
provides information and develops skills how to 
be cyber safe not only at school and workplace but 
also at home and when on-the-go with a mobile 
device. We have identified and proposed the 
following four primary audience types. 

FOUR PRIMARY CYBER EDUCATION 
AUDIENCE GROUPS

Firstly, our attention has to be focused on the 
youth at primary (age of 6-10) and secondary (age 
of 11-18) education. If we want to achieve the 
point at which the whole society is educated on 
cyber issues, it does not suffice to start with cyber 
education only at university level. Already the 
education of students at primary level should be 
centred around basic cyber hygiene principles and 
progress to a level of knowledge preparing them 
for the higher classes. By the time students reach 
the senior classes of secondary education, they 
should be steeped in basic cyber security concepts 
and understand how those concepts interrelate 
with their courses (e.g., software development, 
biology, physics, etc.). Overall, the development 

CYBER SAFETY: 
ITS RELEVANCE 
AND WHAT TO 
DO ABOUT IT

CYBER SAFETY VS. CYBER SECURITY

Cyber security is generally understood as the 
practice and application of technologies, processes 
and controls to protect systems and data from 
cyber attacks. In other words, it is group’s efforts 
and measures to protect its members from harm in 
cyber space. On the other hand, cyber safety can be 
described as part of social security of our society. 
Safety relates to a personal feeling of being free 
from danger and harm. Applied in cyber space, 
cyber safety is the feeling of citizens to operate 
safely in any sphere of activities using internet-ba-
sed services. While cyber security is defined as 
measures and efforts in cyber space that are outside 
of an individual, cyber safety relates to individual’s 
inner feelings in respect to the online activities. 

The individual’s feeling of cyber safety is 
influenced in two directions – from top-down and 
bottom-up. The top-down influence can be defined 
through external factors originating in authorities 
present in the individual’s life. For example, the 
feeling of cyber safety is in this case influenced by 
the cyber security regulations of an employer, 
national cyber-related policies and legislations, 
media’s reporting on cyber incidents, insurance 
policies for organizations or the maturity of service 

It is undisputable that cyber security is to 
remain among the top global challenges for 
the decades to come. Different IT networks 

have become a core component of the critical 
infrastructure globally while their interconnected-
ness has grown exponentially. Despite the im-
provements in the quality of life stemming from 
this technological advancement, this also brings 
along serious cyber threats and risks. Cyber crime 
is the fastest growing branch of criminal activities 
worldwide. Different state-supported actors 
permanently enlarge their activities in cyber space. 
Remote work, forced upon us by the global 
pandemics, is to stay with us even in the future 
increasing the number of potential targets and 
challenges for cyber security systems of public 
institutions and enterprises. And the list goes on. 
Although the general awareness about these cyber 
threats has improved recently, especially among 
decision makers, it is still relatively poor. Many 
decision makers keep leaving the responsibility for 
cyber issues mainly to their IT departments while 
they omit rising cyber awareness among their 
employees and miss a chance to implement a 
complex top-down solution. This is the moment 
when cyber safety enters the picture. 

// Rainer Saks, Kari-Pekka Rannikko and Lucie Kadlecová (CybExer Technologies) 1

1 We would like to thank Mr. Kevin Estis for his original thoughts on the complex approach to cyber education in the society.
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plan should prepare them for university or any other 
type of post-secondary education. 

Secondly, university students should focus their 
attention at how cyber security, data analysis, and 
advanced topics such as machine learning or artificial 
intelligence might affect their current studies and what 
impact it might have upon their studies and profession as 
well as personal life later on in the future.

While incorporating the cyber element into the 
school and university curricula, two more fundamental 
topics must also be kept in mind. It is absolutely essential 
that students are familiarized with ethical principles of 
their behaviour in cyber space from the very beginning. 
To adopt the ethical way of acting in IT networks is core 
so that the students do not use their preciously acquired 
knowledge for malicious purposes later on. The other 
topic is to go beyond a theory of cyber security in the 
curricula and actually adopt an experiential learning, 
loosely defined as learning through reflection on doing. 
In other words, students should not learn only theory, 
but schools must provide them with opportunities to 
train real skills. A hands-on experience is fundamental in 
cyber security. Our practical experience with trainings 
and exercises in our cyber range proves this point. 

The third audience group for cyber security educa-
tion is front-line professionals who are generally 
classified as information technology workers in that they 
are system/network administrators, database administra-
tors, storage administrators, etc. Although their roles 
have a cyber security component, they are focused on 
administration, provisioning and other back-office 
support functions. However, because they are generally 
the experts on the systems and the first to notice anoma-
lous activities, it is paramount that they not only under-
stand the basics of cyber security but also specifics related 
to their devises and when to escalate to a Security 
Operations Centre, Incident Response Team, or other 
cyber security teams. 

Finally, the last audience group are cyber security 
professionals themselves. This group is the most in need 
globally. Training and education should begin with 
establishing a baseline of common knowledge. This 
baseline ensures that all participants have a common 
understanding of core concepts. From the baseline, 
participants then move into specialized knowledge 
required for their respective roles and still provide a 
pathway for advancement. 

TWO MORE AUDIENCE GROUPS WITH A NEED FOR 
A SPECIFIC APPROACH

Besides the identified audience, there are two more 
groups to which a particular attention should be paid, and 
a specific approach adopted. The first group is the older 
generation which grew up at the times when internet was 
still a research project of DARPA. This is a particularly 
vulnerable audience which quickly needs to acquire the 
basic knowledge of cyber hygiene and elementary IT 
protection. Special educative programmes in that regards 
can be developed in cooperation with universities or 
NGOs while important role could be played by young 
people who might help to educate their grandparents and 
parents in cyber matters. 

The other vulnerable group are girls and women in 
general. Overall, cyber security and IT is still misperceived 
as a primarily man-dominated industry throughout the 
society. This perception must start to get eroded already 
in the heads of the youngest generation. There is no 
objective reason to think that men are necessarily better 
than women in IT or cyber security. There is an urgent 
need for more IT and cyber security specialists and 
bringing more girls and women into the industry can 
significantly help to fill in this gap. 

MULTISTAKEHOLDER APPROACH TO EDUCATION AS 
THE WAY FORWARD FOR CYBER SAFETY

To make this complex educational structure successfully 
work, there is an urgent need for private and public 
sectors to cooperate closely. Private sector owns the 
resources necessary for cyber education, be it funding, 
knowhow, infrastructure or experts while public sector 
has the power to make the policies effective. We also must 
not forget about the role of academia. Lack of scientists, 
teachers and employees is massive but universities, in 
collaboration with private and public sectors, have the 
potential to help create functioning educative program-
mes and training courses for schools and general public. 
The starting point for this multistakeholder cooperation 
could be briefer events like boot camps, corporate and 
government scholarships and internships which would 
serve as a basis for further, more complex initiatives and 
programmes. 

In conclusion, this article introduced many different 
ways how to support and enhance education on cyber 
matters throughout the whole spectrum of society. All of 
them have, however, one thing in common – only 

through the education of individuals on all the societal 
levels, we can strengthen the cyber safety of our citizens 
and ultimately empower the whole society in its feeling of 
being truly safe online. Cyber security, its principles and 
processes must be widely understood as a collective 
responsibility, but that will not be achieved unless every 
citizen is educated in at least basic cyber security princi-
ples, understands the importance thereof and sees the 
relevance of feeling cyber safe. 
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// Stephen Moore

CLOUD SECURITY TAKING THE PLUNGE
� Your data is a vital asset. You should never compromise 

on being sure that it is being looked after appropriately, 
whether internally to your business or externally with 
suppliers, partners, collaborators, or customers. 

� Modern flexible infrastructure environments never need 
to be as complicated as some service providers or consul-
tants might like to make you think they need to be. 
Simple is always best.

� People are your most valuable investment asset and also 
the biggest risk factor, so make sure you support and 
educate them to the highest levels possible, and never stop 
learning.

Ensuring your strategy has a set of technical and operational 
principles that address these key points, will help you on your 
journey as you build security architectures that meets your 
needs. With a really good set of cloud security principles to 
anchor your business capabilities to, you will be able to shift 
your focus onto discussing operational aspects with cloud 
service and security providers. Some of these relationships 
will need to change when you compare them to service 
agreements that existed in fixed network IT systems and 
traditional data centre applications.

Depending on the size of your business, you will need to 
either clarify or build a suitable shared responsibility model 
that meets any special commercial terms and conditions, or 
legal constraints relating to your industry. The importance of 
having clearly defined roles and responsibilities between you 
as a consumer of a service and the providers of that service 
cannot be overstated. This will help ensure everyone under-
stands where the security boundaries are and who needs to 
design, deploy, and maintain them.

Moving forward into the future, finely tuned granular 
cloud security architectures and service models will be 
implemented more widely, such as Zero or Adaptive Trust 
models. These will provide you the consumer with more 
controls to dictate exactly how your data is managed, who 
can access it and when, and provide microscopic levels of 
forensic detail to support your security teams. Building these 
environments well, will provide levels of security that many 
businesses could only dream of today, but will no doubt be 
essential in the future. To go on that journey, you need to get 
your foundations in place. If you do, then whichever lane you 
are swimming in, you will find that you are able to enjoy the 
experience without worrying about coming up for air. 

Companies that were born in the last 20 years have been 
able to adopt these cloud technologies with ease, growing 
their capabilities at a pace that many incumbent  
or legacy businesses could only dream of. You could say that 
these younger companies are swimming lengths in the fast 
lane. 

There are some very large corporate companies or very 
niche businesses that are in the slow lane. They are just trying 
to make sense of this vast array of choice available to them, 
and what it means in highly complex, regulated, or sensitive 
industries. They have a lot to do to adapt their business 
models to support new enterprise licensing agreements that 
are based on consumption. 

Most companies however will be in the middle lane, 
having already adopted some cloud capabilities with the 
promise of revolutionising their businesses, but are still 
struggling for the expected dividends to pay-off. Choices are 
seemingly endless with a vast array of suppliers offering 
services with a suite of options tailored to your specific needs. 

There is however one common concern for all these 
companies. This is the challenge of data and information 
security, especially as businesses and individuals are becom-
ing more sensitive to how their data is being used and 
managed. If your business conducts itself in multi-geographic 
locations especially across international boundaries, then this 
security challenge becomes exponentially harder. For many, 
it may feel like they are holding their breath underwater just 
hoping that when they come up for air, nothing bad has 
happened.

If you do a good job when utilising cloud based services 
then you will definitely improve your ability to manage risks 
effectively and efficiently when compared to legacy IT 
infrastructure. You will also be able to support future ways of 
working which are experiencing a meteoric rise in hybrid 
work patterns and virtual collaboration. 

Doing a bad job when adopting cloud services will 
without doubt increase your threat surface area and enhance 
the likelihood of exposure to incidents that will have a 
business continuity impact. This will result in significant 
unplanned costs in the months and years ahead. 

If the decision is no longer whether to adopt cloud services, 
then for most businesses, it is how do they adopt cloud services 
in the best way possible to suit their specific needs? 

There are some simple points to keep in mind and help 
guide you in your strategic planning.

Many people may think that Cloud 
Computing is a new trend, but in 
reality the principles of virtual-

ised networks started around 60 years 
ago. Advanced technology and research 
organisations, particularly in the 
defence industry, started to look at how 
to utilise computer hardware in smarter 
ways. Over the last 20 years these 
principles have really started to gain 
momentum globally. Technology 
companies in particular have increas-
ingly designed products and accompa-
nying services on the back of these 
cloud based computing and storage 
capabilities. Today adopting cloud is no 
longer a choice but a necessity. In fact 
most businesses of all shapes and sizes 

will be consuming some cloud based 
service and will no doubt have a 
technology roadmap that will be reliant 
on utilising cloud capabilities. 

While cloud adoption has been 
progressing over the last decade, it 
really accelerated due to the global 
pandemic. The decisions of when a 
company might need to adopt certain 
capabilities were brought forward. 
Perhaps in some instances this was 
before they were ready or fully under-
stood the potential impact, especially 
when it comes to security architecture 
and managing their data in a robust 
way.The resulting corporate business 
environment is now a bit like a busy 
swimming pool. 

Text by Stephen Moore
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1 Introduction

Russia’s unexpected large-scale, very traditional 
attack on Ukraine inevitably leads to further 
reflection. Is Russia trying to take back all or some of 

the countries that belonged to the Russian Empire, or is 

Ukraine just a special case? This type of analysis 
provides certain additional grounds when conside-
ring Finland’s current security-policy position and 
solutions. Thus this report examines the situation 
in all of Russia’s western neighbouring states: 
Finland, the Baltic states, Belarus and Ukraine

If the objective is to strive to understand the 
opponent’s actions, then one must strive to 
understand the opponent’s worldview, its threats and 

possible differences in logic compared to our logic. 
The well-known film “The Last Samurai” is a good 
example of different logics, perceptions of honor 
and worldviews. Another good example is the scar 
left in the soul of Finland in the autumn of 1939. 
The idea of “never against Russia alone again” has 
explained and continues to explain Finland’s actions 
to a great extent.  An intelligent person realizes that 
trying to understand an opponent does not mean 
trying to explain its actions as acceptable.  

Russia’s western bordering states are all 
different, but as a common denominator, all 
the neighbouring countries have a common 
history with Russia. At some point in its history, 

each country belonged to the Russian Empire and/

or the Soviet Union. Historical experiences also 
correlate with the countries’ ethnicity and 
language. Belarus and Ukraine are both Slavic 
brother nations with an ethnic and linguistic 
background close to Russia. Due to Russifica-
tion, the Baltic countries have partly become 
Russianised(?), while Finland has managed to 
maintain the greatest possible distance from 
Russia. In addition to the ethnic-historical 
background, it is good to analyze the official 

threat defined in Russia’s military doctrine and to 
assess how the security-policy solutions of 
Russia’s western neighbouring countries are 
seen in Russia against the above-mentioned 
threat. 

This report is an assessment based on public 
sources and the information and experience 
gained by the author during his career.          

IS THERE ANY 
LOGIC IN 

RUSSIA’S ATTACK 
ON UKRAINE?

// Juha Wihersaari
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In terms of Russia’s bordering states, it is a good idea to 
first look at the Russianness of each country, including the 
number of Russian-speaking and ethnically Russian 
citizens, their geographical location, the number of 
Orthodox Christians in the country and the country’s 
Orthodox Church’s relationship to the Moscow Patriarch-
ate as well as the position of the Russian media in the 
country. It may seem strange to a Finn to read about the 
ethnicity of people in different countries, but Russia has 
always had its passport include the ethnic background of 
its holder. It was used in the Russian Empire to control 
Jewish residences, among other things. Even today, a 
person’s ethnicity is still included in the passports of  
many post-Soviet states, as the statistics below show. 

The number of Russians and Russian-speakers in a 
country directly affects Russia’s ability to recruit and 
maintain a fifth column in the country and create con-
frontation. The Orthodox Church in a country operating 
under the leadership of the Moscow Patriarchate is also a 
significant way of influencing for Russia, as the Moscow 
Patriarchate supports the activities of the Russian govern-
ment. Russia’s invasion of Ukraine has clearly demon-
strated this.

The size of the Russian population correlates directly 
with the knowledge of the Russian language in Finland. 
Virtually no one speaks Russian apart from those who 
speak it as their mother tongue. Russia’s chances of creating 

a functioning fifth column and inciting significant confronta-

tion in Finland with the help of the Russian population are 

slim. Also, the Orthodox Church of Finland is under the 
Patriarchate of Constantinople, which makes it immune 
to Russian attempts at influence through the Orthodox 
Church. Geographically, the small Russian-speaking 

minority living in Finland is mainly located in the Helsinki 
Metropolitan Area. After the collapse of the Soviet Union, 
virtually no Russian programs have been shown in the 
Finnish media, and Russian popular culture is completely 

unknown in Finland. The only Russian radio station ceased 
operations as a result of the tense atmosphere following the 
conquest of Crimea. Finland is completely oriented towards 
the English-speaking world.  

The most significant concentrations of the Russian 
population in the Baltic states can be found in the Narva 

region in north-eastern Estonia and in the Daugavpils region in 

south-eastern Latvia. Lithuania’s Russian minority, which is 
much smaller than in the other Baltic states, is concentrated 
in Visaginas in north-eastern Lithuania, where Russians 
once moved in to build and operate the Ingalina nuclear 
power plant. The location of the Russian minority, as well as its 

relatively large size compared to the non-Slavic language and 

culture of the main population, inevitably increase confrontation 
and offer Russia opportunities to influence the internal 
situation. Up to 60% of the population speak Russian and 
50% English, which gives Russian-speakers and the Russian 
media an opportunity to influence. In the Baltic states, the 
Russian media operating in the countries has been curbed 
to some extent, but it cannot be influenced in the Rus-
sian-speaking areas of the countries. The situation in Latvia 
is complicated by its Moscow-led Orthodox Church. The 
situation in Lithuania is the easiest in terms of population 
and resembles Finland, although Catholicism is a religion 
that has a stronger influence on a person’s identity than 
Lutheranism. Unlike Finland, however, the Orthodox 
Church of Lithuania is under the Moscow Patriarchate, 
which increases the potential of the country’s Russian 
minority to join a fifth column. 

The language of Belarus is Russian, and the Orthodox 
Church, which represents the country’s dominant 
religion, is under the Moscow Patriarchate. These make 
Belarus a very Russian-influenced and pro-Russian state. 
There are no fundamental contradictions between the 
countries, as there are, for example, between the Baltic 
states and Russia. Citizens with a Russian national 
background are mainly located in Vitebsk Oblast in 
northern Belarus. Belarus is completely influenced by 

Russian culture due to its language skills. Only about 10% 
of the population speak English to some degree, and in 
practice the majority of them are students. 

In Ukraine, less than half of the population is Rus-
sian-speaking. However, less than a fifth are ethnically 

Russian and live mainly in eastern Ukraine and Crimea, 
where two-thirds of the population is ethnically Russian. 
Other minorities account for less than 2%, so Ukraine is 
clearly divided into two major language groups. In the 
Soviet Union, after the Second World War, Slavs, i.e. 
Russians, Ukrainians and Belarusians, belonged to the most 

trusted category, which in principle had no problems 
advancing in their careers. Ukraine’s aspiration for a 

monolingual Ukrainian-speaking state and the independence of 

the Orthodox Church of Ukraine from the Moscow Patri-
archate have increased tensions between ethnic groups as 
well as with Russia. However, the linguistic and religious 
confrontations within Ukraine seem to have disappeared 

after Russia’s attack. Due to Ukraine’s language policy, its 
Russian-speaking population relies on the Russian media 
to follow news in their mother tongue.    

In conclusion, when looking at ethnicity, language, 
religion and the media, the biggest mental difference is 
between Russia and Finland. The linguistic and spiritual 
border between the countries is the steepest in the world. 
There were no minorities for more than a hundred years 
in either country, especially in the border regions, the 
language of the neighbour is not spoken, and popular 
cultures are not known. The smallest linguistic and 
spiritual difference is between Russia and Belarus. The 
greatest confrontation can be found and is possible to 
incite in the Baltic states, where people of two cultures 
live with the Russian minority being the one that has to 
adapt to the situation. In Belarus and Ukraine, the Russian 
minority can rely on Russia. 

The degree and position of Russianness in each 
country correlates with Russia’s ability to recruit people 
– especially in terms of hybrid warfare – into a critical 
fifth column.  Recruiting is the most challenging in 
Finland and the easiest in Belarus. The position of the 
Russian population in the Baltic states and the resulting 
confrontation will facilitate Russia’s activities there. From 
Russia’s point of view, a change of power in the spiritually 
closest Slavic neighbouring country, Belarus, would be the 
most dangerous. Ukraine is now a country lost to Russia.

2 The “Russianness” of Russia’s western neighbouring 
countries

Table 1: Some key figures of the population of Russia’s western neighbour countries: 

Parameter Finland
 BALTIC STATES  
 Estonia Latvia Lithuania Belarus Ukraine

Russians < 1.3%  < 26% < 36.5% < 4.8% < 7.5% < 17.3%

Russian speakers < 1.5% < 87% < 46%

Orthodox Church
� Moscow
�Constantinople
�Ukraine

No
< 1.1%
No

 No < 16.1% < 4.1%
 < 1.9% No No
 No No No

< 74%
No
No

< 15%
Yes
Yes
Yes

Other church
�Lutheran
�Catholic

< 70% No  < 14% < 30% No
 No < 18% < 77.3% < 7.1%

< 0.9%
< 5.9%

RUSSIAN POPULATION IN THE NEIGHBOURING COUNTRIES
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History can best explain the relations between peoples and 
states, and perhaps the best examples of this are the wars of 

disintegration in Yugoslavia. After decades of peace, the 
tensions between different nationalities that had simmered 
beneath the surface instantly sparked into war. Similar, 
somewhat surprising backgrounds also emerge from the 
frictions in the history of Russia and its western bordering 
states. Their number and extent clearly correlate with the 
Russianness and Russian-speaking nature of each border-
ing state.

3.1 FINLAND

Finland has the most distant and shortest common history 
with Russia. The history of hostilities, on the other hand, is 
long, but with a completely different perspective. Finland 

has rightly seen Russia as a regular attacker of Finland for the 

last 1,000 years. The most recent was the Winter War and 
the Continuation War, which Finland survived as an 
independent state. As a result of the wars, Finland lost 
Karelia and the country’s second largest and most interna-
tional city, Vyborg. Russian hatred is deep-rooted in 
Finland. 

From Russia’s point of view, before 1808, Russia was 
struggling with Sweden, and Sweden’s Eastland was often a 
battleground. Finland as a separate region was not born 
and become known until 1809. Before that, the position of 
the former Swedish Eastland could be compared to that of 
the Kurdish regions of Turkey. From Russia’s point of view, 

Finland has existed for more than 200 years, almost always 

being the most peaceful border and the most painless bordering 

state of Russia and the Soviet Union. Finland was a de facto 
bordering state from the very beginning, because the 
autonomous Grand Duchy of Finland maintained the 
Swedish social order, legal code and language. Finland did 

not have Russian civil servants, Russians did not have the 
right to move to Finland, and no significant attempt was 
made to Russianise Finland even during the Russification 
period. 

Thanks to the Second World War and especially the 
Winter War, Finland is seen as a very difficult enemy in 

Russia, and Russia mentally places Finland in the same  
category as Chechnya. An opponent from a different 
culture who is very difficult, if not impossible, to defeat  
in war. Chechnya was only pacified by giving it de facto 
autonomy, and Finland survived the wars as an indepen-
dent state. 

Largely due to the above-mentioned reputation and 
the Finlandisation policy, Finland was adept at keeping its 
distance from the Soviet Union and maintaining its 
independence after the Second World War. After the 
events of 2014, relations between Finland and Russia have 
cooled to some extent, mainly due to the EU’s sanctions 
policy. However, a meeting between the presidents of the 
United States and Russia was held in Finland, and Finland 
was not included in the list of unfriendly countries 
determined by Russia until Russia invaded Ukraine in 
February 2022. The basic attitude of Russians towards Finland 

has been positive and respectful, and even the latest changes 
have not caused massive smearing in the Russian media. 

The proximity of St. Petersburg, the northern capital 
of Russia, contributes to the fact that the leadership of 
Russia and the Soviet Union has always been well aware 
of Finland’s reputation and situation. The confidential 
relations between Leningrad-born President Vladimir 
Putin and Finnish President Sauli Niinistö exist due to the 
latter. Nevertheless, it is easy to see the basic positive and 
respectful attitude towards Finns and Finland described 
above to have contributed to the relations. 

3.2 BALTIC STATES

The common history of the Baltic countries with Russia is 
longer than Finland’s and considerably harsher. The Baltic 
countries came under Russian rule 100 years earlier than 
Finland. Russian rule included serfdom and severe periods of 

Russianisation, which meant enforcing Russian as the 
official language. Inflamed points in the common history 
of the recent past include the “voluntary” accession of the 
Baltic states to the Soviet Union before the Second World 
War, as well as the post-Second World War resistance to 
communist regimes and the extensive transport of people 
to Siberia. There are clear reasons for the Baltics’ negative 
attitude towards Russians. 

The reason for Russian hostility is largely the image of 
the Baltics as ungrateful. According to the Soviet view, it 
liberated the Baltic states from the occupation of “Nazi 
Germany” and the Baltic states became prosperous as a 
result. In the last decades of the Soviet Union’s existence, 
the Baltic states were the most economically prosperous 
part of it, and their wealth was widely envied. The states 
were seen to prosper at the expense of the Soviet Union’s 
other regions and to unfairly abandon it when the Soviet 
Union collapsed. The situation in the Baltic states is 
already exacerbated by historically large Russian minori-
ties. The Baltic states were well aware of their challenging 
situation and managed to become members of both NATO 

and the European Union in 2004. 
The basic attitude of Russians towards the Baltic states is 

negative and contemptuous. The development of general 
negativity on both sides is enhanced by the NATO 
membership of the Baltic states, which allows them a very 
sharp rhetoric, which in turn is reflected in Russia’s 
actions. Contempt, on the other hand, is affected by the 
actions of the Baltic states in the Second World War and 
the rather modest defense forces. Critical statements are 
easy to make “behind NATO’s back”. 

3.3 BELARUS

Whereas Finland began to develop into a state in 1809, 
Belarus in its current form did not take shape until 1919 when 
the Byelorussian Soviet Socialist Republic was formed 
into the Soviet Union. Before that, for hundreds of years, 
the territory of Belarus had belonged to Lithuania, Poland 
and Russia in chronological order. Belarus did not become 
an independent state until the collapse of the Soviet 
Union in 1991. However, independence did not change 
the country’s social system, and Belarus could be described 
as an “independent Soviet republic”. 

The majority of Belarusians speak Russian, and 

naturally Belarus has never been the target of Russianisation. 

However, famine and the class persecution and devastation 
associated with the Soviet socialist revolution plagued  
Belarus as well, but Russia has not been visibly blamed for 
it. Criticism has been curbed by Alexander Lukashenko, 
who has ruled the country authoritatively since 1994. As an 
independent state, Belarus has been Russia’s closest friend, but 
has still wanted to remain as independent as possible. From 
time to time, however, Russia has brought Belarus back into 

line, including by cutting off gas supplies during the worst 
periods of frost. 

The riots in Belarus after the 2020 presidential election 

threatened to derail President Lukashenko and lead to the 
democratisation of the country. In order to retain his power, 
Lukashenko had to compromise in both keeping distance 
from Russia and heading west. Russia offered its help to 
defeat the riots and stabilise the situation. The colour 
revolution did not fit Russia’s interests either. The violent 
overthrow of the democratic development in Belarus has led 
to EU economic sanctions against Belarus. 

To Russia’s concern, Belarus has been part of the European 

Union’s Eastern Partnership program since 2009. The objective 
of the partnership is to promote stability, democracy and 
well-being in the eastern regions of the EU. The partnership 
is not an automatic pathway to EU membership, but it seeks 
to bring the countries in the program closer to the European 
Union.  However, as stated above, the riots following the 
presidential election led President Alexander Lukashenko to 
retreat from an economically advantageous partnership.

In response to sanctions, in the summer of 2021, Belarus 

began to put pressure on the EU, and Poland in particular, by 

organising the transport of illegal refugees from the Middle East 

to the Polish border. Poland blocked the entry of the refugees 
and received EU-wide support, forcing Belarus to abandon 
the operation. At present, Belarus is firmly among Russia’s best 

friends.
The difference to Russia’s other western neighbours is 

particularly pronounced in Belarus’ close military cooperation: 
1) the top command of the Belarusian Armed Forces go 
through the Russian General Staff Academy; 2) the Belaru-
sian Armed Forces participate in Russia’s strategic military 
exercises, the most significant of which was the strategic 
Zapad 2021 military exercise, which focused on the territory 
of the Western Military District and Belarus; 3) in the fall of 
2021, a new military doctrine was adopted between the 
Union State of Russia and Belarus. The previous military 
doctrine was from 2001; 4) in the fall of 2021, President 
Lukashenko promised to bring Russian tactical nuclear 
weapons and missile systems into the territory of Belarus, 
and in early 2022 announced that Russian troops would 
remain in the country for the time being.   

3 The common history of Russia and its western 
neighbouring countries
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3.4 UKRAINE

3.4.1 Events

The original Kievan Rus’ was founded around Kiev in the 

mid-ninth century. Today, there are many theories about 
the birth of Ukraine. The fact is, however, that at the 
same time as Moscow became the center of Russianness in 
the 14th century, Ukraine began to take shape in Galicia in 

western Ukraine, which is considered the birthplace of 
Ukrainian identity. Until the birth of the Soviet Union, 
Ukraine was, above all, part of the struggle between 
Russia and Poland. Perhaps the most influential factor in 
the identity of an independent nation from this period is 
the autonomous Cossack state (hetmanate) that belonged to 

Russia in the 16th and 17th centuries. 
Ukraine gained independence in the midst of the 

Russian Revolution in 1918, but was unable to maintain 
its independence after the Red Army invaded the country. 
However, Ukraine survived as a Soviet socialist republic. 
It was one of the founding members of the Soviet Union, 
which was founded in 1922. The next time Ukraine tried 
to declare independence was during the Second World 
War. The Organisation of Ukrainian Nationalists (OUN), 
which operated in eastern Poland, declared Ukraine 
independent in Lviv in June 1941 as soon as Germany 
occupied the city. Although the OUN cooperated with 
Germany, Germany did not accept the status of a state for 
Ukraine and rejected the declaration of independence. 
However, Germany did not end its cooperation with the 
OUN and the armed activities of its successors continued 
in western Ukraine until the 1950s. After the collapse of 
the Soviet Union, Ukraine finally became independent in 
1991. After becoming independent, the country moved to 
similar “exploitative capitalism” as Russia, and did not 
continue in the Belarusian style as an “independent Soviet 
republic”. 

After gaining independence, Ukraine, like the Baltic 
states, set out to seek secession from Russia by seeking 
membership in leading Western organisations. Coopera-
tion with NATO naturally began with Ukraine’s abandon-
ment of weapons of mass destruction (under pressure from 
Nuclear Non-Proliferation Treaty states) inherited from 
the Soviet Union in its territory in return for security 
guarantees and financial compensation. As a continuation 
of the process, Ukraine began to express its desire to 
become a member of NATO from the turn of the millen-
nium. Ukraine has also submitted a request this year. 
Ukraine does not meet a number of criteria for member-
ship, and NATO has so far not granted Ukraine candidate 

status, which would have started the implementation of 

the Membership Action Plan (MAP). In its place, an Action 
Plan (AP) was tailored for Ukraine at the beginning of the 
millennium with the aim of bringing Ukraine up to the 
level required by the MAP. 

NATO’s promise at the Bucharest summit in 2008 to 
accept Georgia and Ukraine as members some day made 
Russia vow to prevent it by any means. Perhaps the biggest 
issue regarding NATO membership for Russia was Crimea. 
In particular, the issue was the Black Sea Fleet base in 
Sevastopol, whose lease was interrupted in 2017. Continu-
ing it would have been a clear obstacle to membership. The 
pro-Western revolution in Ukraine in the spring of 2014 
was clearly the last straw. Russia occupied Crimea soon after 
in a famous hybrid operation and annexed it after a referen-
dum. 

Later in the spring of 2014, war broke out in eastern Ukraine 
when separatists in the Luhansk and Donetsk regions 
launched an armed uprising to gain autonomy. Although 
Russia is not an official party to the war, it has waged a 

cyber and information war against Ukraine since 2014, tested 
its electronic warfare systems, and toured its officers in the 
war in eastern Ukraine to gain war experience. In response, 
Ukraine has been pursuing ever closer relations with the 
United States with the objective of obtaining arms assis-
tance and a possible shortcut to NATO.        

Like Belarus, Ukraine is on the EU’s Eastern Partnership 

program and, following Russia’s invasion, demanded 
immediate membership of the European Union. However, 
Ukraine is also far from meeting the criteria for EU 
membership, and granting membership would have opened 
a Pandora’s box: if Ukraine is accepted, then why not 
Turkey.  

As a result of the Western orientation, Ukraine has 

consistently sought to distance itself from Russia throughout its 

independence. This is reflected, for example, in the facts that 
1) Ukraine never ratified the 1991 Treaty of the Common-
wealth of Independent States (CIS) (and also resigned as  
an observer state in 2018); 2) Ukraine did not join the 
Russian-led Collective Security Treaty Organisation in 
1994; 3) in 1997, Ukraine, together with Georgia, Azerbai-
jan and Moldova, established the GUAM Organisation with 
the aim of reducing Russia’s influence in the region. 

3.4.2 Ukraine’s attitude 

The prevalent negative attitude towards Russia in Ukraine 
goes back a long way in history. The reasons for this 
include: 1) the loss of Kazakh autonomy and the subsequent 
Russification of Ukraine in the 18th century; 2) the 
suppression of Ukraine’s short-lived independence at the 
end of the Russian Civil War; 3) the famine caused by the 

forced collectivisation of the Soviet Union in the 1930s, 
which hit agricultural-dominated Ukraine harder than 
other Soviet socialist republics in the periphery, killing 
millions of peasants; 4) a very poorly managed Cher-
nobyl nuclear power plant accident in the immediate vicinity 

of Kiev is also likely to have had an impact.
Ukraine’s quest for independence can be seen to have taken 

place by relying on the enemies of Russia and the Soviet 

Union, including Poland, Sweden, the Ottoman Empire 
and, last but not least, Germany before independence. 
After gaining independence, Ukraine has relied heavily 
on NATO and the United States.

Before and after the Second World War, relying on 
Germany still haunts today’s politics. Russia announced 
that one of the major objectives of its attack is to remove 
Nazis from Ukraine. There is thus a certain historical 
basis for the Russian criticism of the Nazi ideology 
having an influence in Ukraine. The Organisation of 

Ukrainian Nationalists (OUN), founded by Stepan Bandera 
in the late 1920s, was ideologically close to Italian fascists 
and German Nazis. The connection to Germany and the 
Nazis is also reflected in the Ukrainian SS division Galitsia, 
founded in 1943 for the Waffen-SS. In addition to this, 
the military wing of the OUN, the Ukrainian Insurgent 

Army (UPA) founded in 1942 is accused of ethnic cleans-
ing, i.e. the killing of 100,000 Poles in eastern Galicia 
between 1943 and 1944. While this may be a marginal 
phenomenon, the Azov regiment, which uses Nazi 
symbolism, provides a basis for Russian accusations. In 
Finland the situation could be compared to a voluntary 
company of Territorial Forces based on IKL’s (former 
Finnish right-wing extremist party) ideology and 
utilising its symbolism, which would include members  
of neo-Nazi organisations.   

Ukraine’s attitudes also reflect Russia’s desire to harm 

Ukraine’s economy. Russia wants to prevent Ukraine from 
reaping the economic benefits of transferring Russian 
gas and oil to Europe. When Ukraine became indepen-
dent, it inherited from the Soviet Union the pipelines 
passing through it, which transported most of the oil and 
gas sold to Europe and generated transit fees for Ukraine. 
Russia has wanted to cut out this source of income and 
build pipelines to bypass Ukraine. The most significant 
project bypassing Ukraine is the Nord Stream 2 gas 
pipeline project, which runs from the bottom of the  
Gulf of Finland to Germany. The project is currently 
suspended as a result of the Russian attack, but it remains 
to be seen whether Germany is prepared to sacrifice the 
billions it has spent on the project due to economic 
sanctions.

3.4.3 Russia’s attitude and consequences

Ukraine’s significance for Russia can be compared to 
Kosovo Polje’s battlefield for Serbia or Karelia in the 
Russian side for Finland. Ukraine is the birthplace of 
Russia and Russianness, and Russia and especially President 
Putin see Ukraine as a country of Russian heritage that cannot 
and must not be given up. In addition to ancient history, 
the scenic Crimea, donated to Ukraine in 1954 by the First 
Secretary of the Communist Party, Nikita Khrushchev, is 
an age-old summer vacation paradise for all Russians and, 
of course, of considerable strategic importance.

The education of Ukrainian officers at the Russian 
General Staff Academy ended as early as the 1990s, when 
Ukraine did not join the Collective Security Treaty 
Organisation. Russians began to consider Ukrainians 
too unreliable to receive the highest military training in 
Russia.  So far, however, this has not prevented ethnically 
Ukrainian officers from advancing in a military career in 
Russia, but this is likely to change as a result of the war in 
Ukraine. 

Although Russia’s relationship with Ukraine has been openly 

hostile for years, it has not been seen in exactly the same way 

among the people. For example, Russia’s Ukrainian popula-
tion of about three million and the migrant workers who 
have worked in Russia have relocated across the border 
normally, Ukrainian businessmen have continued their 
holidays in Crimea as before, and it has been possible to 
visit the separatist areas in eastern Ukraine from Kiev 
normally. This situation, too, may already have changed 
radically with the events of the war. 

3.5 CONCLUSIONS BASED ON HISTORY

In addition to the merits earned in the war against the 
Soviet Union, Finland remains Russia’s most carefree 
border neighbour ever, staying out of major power 
struggles and contributing to the stabilisation of Northern 
Europe. Finland’s position has been partly influenced by 
the high spiritual wall between the countries, which has 
created a suitable distance. After paying the war repara-
tions, Finland has slowly but surely prospered on its own, 
currently being one of the most prosperous countries in the 
EU without a democratic deficit. Of Russia’s western 

neighbours, Finland’s position in the eyes of Russia is clearly the 

most positive. However, Finland has lost some of this capital 
as a member of the EU after sanctions were imposed on 
Russia after its occupation of Crimea. Despite the previous 
relations, in February 2022, Finland, together with other 
EU countries that imposed sanctions, ended up on the list 
of unfriendly countries as identified by Russia. Finland is 
still likely placed on the better end of this list. 
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Baltic states are members of NATO that do not need 
to consider their relationship with Russia to the same 
extent as Russia’s other western neighbours. The difficult 
history of the Baltic states is well reflected in their tense 
and very critical relations with Russia, and they have no 
goodwill at their disposal. Russia’s threshold of punishing the 

Baltic states through hybrid and perhaps even armed warfare  

is probably not high. Despite NATO membership, Russia’s 
armed reaction is feared in the Baltic states, which have 
partially failed to defend themselves.  

Belarus’ common history with Russia is quite harmless 
and so is the relationship, despite Belarus’ balking and 
efforts to inch closer to the EU. However, Belarusian 
identity is very close to Russianness. Historically, there is 
no bad blood between the two countries, but in the 
aftermath of the 2020 presidential election and the loss of 

EU money, it has undoubtedly risen to the surface, and 
Russia’s invasion of Ukraine has not leveled the situation. 
In the age of social media, change can be rapid.      

Ukraine, on the other hand, is a completely different 
case. Ukraine’s desire to turn its back on Russia and 
aspiration to become members of European communities, 
the EU and NATO has made Russia even more outraged and 

disappointed the more Russia’s relations with the West 
have deteriorated. The stubborn Ukraine has been seen as 

an obstacle to the restoration of normal (economic) relations 

between Russia and the Western world. Russia saw Ukraine’s 
current Western orientation as a military, economic, and 
social threat – a threat to its very existence. At the 
moment, Russia’s economic relations with the West are 
completely broken and hatred towards Ukraine is at its 
peak. 

� (2) Activities of terrorist organisations and individuals 
aimed at undermining the sovereignty of the Russian 
Federation or violating the unity and territorial 
integrity of the Russian Federation; 

� (3) Influencing the population, especially the country’s 
youth, with information aimed at undermining the 
historical, spiritual and patriotic traditions related to 
the protection of the Fatherland; 

� (4) Provocation of national and social tensions and 
extremism, incitement to ethnic and religious hatred 
and hostility.

Russia’s latest military doctrine defines the five biggest 

threats that could directly lead to armed conflict. Of these five, 
four can be estimated to be related to Ukraine either at the 
present or in the future. 

� (1) Rapid deterioration of the military-political 
situation (interstate relations) and the creation of 
conditions for use of force. Such an escalation would 
require a rapid deterioration of the military-political 
situation in Russia, leaving the use of armed forces as 
the only option. 

� (2) Obstruction of the state and armed forces com-
mand system of the Russian Federation, disruption of 
the strategic nuclear forces, ballistic missile early 
warning system, space surveillance system, nuclear 
stockpiles, nuclear power plants, nuclear, chemical and 
medical industries, and other potentially hazardous 
sites. Interference of Russian intelligence satellites 
through means of electronic warfare or a cyber attack 
on a Russian nuclear power plant are examples of such 
actions;

� (4) Demonstration of military strength by conducting 
exercises in states within the Russian Federation and 
its allies. This refers to large-scale military exercises or 
weapon systems that can be used to attack or be 
interpreted as a threat;

� (5) Partial or complete mobilisation of the armed 
forces of states (groups of states), transfer of the state 
and military leadership of these states to a wartime 
model. This section talks about the joint raising of 
readiness of several countries, which can take place, 
for example, in the United States on the basis of an 
alliance formed for the situation;

In conclusion, Russia’s main military dangers can be 
summarised in two parts: 1) enlargement of NATO to 

Russia’s borders and increase of its military power in the 
countries now neighbouring Russia; 2) colour revolution 

and its preparation in Russia. Colour revolution basically 
refers to a rapid, non-violent change of power in which 

demonstrations are manipulated from outside the country using 
political, economic, humanitarian and other non-military 
means. Colour revolution typically has three stages. First, 
an opposition movement is formed, then an increase in 
civil disobedience, including riots, illegal strikes, sabotage, 
etc. is orchestrated, and finally, an attempt is made to 
bring about a (almost) non-violent revolution. The 
success of the colour revolution is largely dependent on 
the influence of anti-Russian information war on the 
minds of the population, especially the youth. Even the 
most prestigious Russian military magazines have a lot of 
articles on this subject. 

In connection with Colour revolutions, articles in the 
military press have begun to cover the West’s cognitive or 

mental warfare targeting Russia. Russia sees itself as the 
target of Western hybrid warfare, and cognitive warfare is 
part of it.  Although the subjects of the above-mentioned 
Russian writings may seem paranoid to the Western 
reader, their authors are completely serious officers who 
have attended the Russian General Staff Academy. 

4 Dangers and threats defined in the Russian military  
 doctrine

� (12) The use of information and communication 
technologies for military policy purposes in activities 
contrary to international law, which are directed 
against the sovereignty, political independence and 
territorial integrity of states that pose a threat to 
international peace, security, global and regional 
stability; 

� (13) The establishment of administrations whose 
policies threaten the interests of the Russian 
Federation in states within the Russian Federation, 
including those established as a result of the over-
throw of a legitimate state. According to this 
section, any of Russia’s neighbouring countries may, 
in a given situation, threaten Russia’s interests.

A total of four internal military dangers are listed in 
Russia’s 2014 military doctrine, and each of them can be 
assessed to be connected to Ukraine and some to 
Russia’s other western neighbours: 

� (1) Activities aimed at violently altering the  
constitutional order of the Russian Federation, 
destabilising the country’s domestic political and 
social situation, disrupting the functions of state 
institutions, important state or military sites and  
the information infrastructure of the Russian 
Federation; 

The military doctrine defines the most significant military 

dangers and threats to Russia. A military danger is a state of 
interstate or intrastate relations that can lead to the 
emergence of a military threat. A military threat, on the 
other hand, can lead to interstate or intrastate military 

conflict.
Russia’s most recent military doctrine from 2014 

defines a total of 14 external military dangers, five of which 
can be assessed from Russia’s perspective to be related to 
Ukraine (the order of the item is indicated in parentheses) 
and its other western neighbours: 

� The increase in the strength of the North Atlantic 
Treaty Organisation (NATO) and the global functions 
assigned to it that violate international law, the 
convergence of NATO’s military infrastructure 
towards the borders of the Russian Federation, 
including enlargement of NATO; 

� (3) The grouping of contingents of foreign armed 
forces (increase of force) in the territory of the states 
in the immediate vicinity of the borders of the Russian 
Federation and its allies, including waters, to put 
political or military pressure on the Russian  
Federation; 

� (5) Territorial claims on the territory of the Russian 
Federation and its allies, interference in their internal 
affairs.

The final decision to go to 
war is typically made about 
six months before the 
estimated time of the 
attack, at which point the 
military leadership is 
given an offensive mission 
and a deadline to present 
an operation plan.
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The security-policy situation in Russia’s bordering states 
is clear when viewed against the dangers and threats 
defined in Russia’s military doctrine. Russia’s invasion of 
Ukraine and the economic sanctions imposed by the West 
as a result of the invasion have undoubtedly significantly 
exacerbated the situation in terms of the interpretation of 
the doctrine.

5.1 FINLAND

Finland is located next to two regions of strategic importance to 

Russia: 1) the base of the Northern Fleet is located on the 
Kola Peninsula, around Murmansk. Nuclear submarines 
in the Northern Fleet are the most important part of the 

maritime component of Russia’s nuclear triad; 2) the northern 

capital of Russia, St. Petersburg, is located at the end of the 
Gulf of Finland, in the immediate vicinity of Finland. In 
addition to its strategic importance, St. Petersburg has 
significant symbolic value. 

Finland has taken good care of its defense. The equipment 
of the Finnish Defense Forces is western and modern, the 
personnel are well-trained, a large reserve is guaranteed 
by conscription, Finland has gained war-like experience in 
Afghanistan and other crisis management operations, and 
above all, the will to defend the country is high. Finland is 
ready to join NATO in terms of the defense forces and has 
excellent relations with the United States. The participa-
tion of the smaller ground and air force divisions of the 
United States National Guard in Finnish military exercises 
speaks for the latter. The participation of the National 

Guard F-15 fighter squadron in the air force exercise in  
the Rissala base, which took place in May 2016, was a 
significant event. However, without NATO membership 
or a potential NATO membership application, Finland 

does not exceed the thresholds for dangers or threats defined by 

Russia in any section of the doctrine. 
If the Finnish government decides to apply for NATO 

membership, then Russia would no doubt see the Finnish 
government’s policy as a threat to Russia’s interests. This 
would exceed the response threshold for the lowest 
external military threat (EMD 13). If and when Finland’s 

application leads to NATO membership, the most significant 
external military dangers (EMD 1) defined in the Russian 
military doctrine would be realised and NATO would be 
“a stone’s throw away” from two of Russia’s most strategi-
cally important areas. NATO forces would hardly be 
grouped on Finnish territory, so the thresholds for other 
external dangers would hardly be exceeded. 

The high spiritual and linguistic border of Finland and 

Russia already prevents Finland from creating internal 

military dangers to Russia. Only with regard to the third 
internal military danger (IMD 3) can the Russians 
consider the investigation into the executions in Russian 
Karelia in the 1930s and 1940s to be of some danger,  
as the investigation seeks to present an objective,  
research-based view of the events. In other words, “the 
objective is to influence the population with information 
aimed at undermining the historical traditions of protect-
ing the Fatherland”. 

Without NATO membership, Finland is not associat-
ed with any of the threats described in Russia’s military 
doctrine, while as a NATO member, from Russia’s point of 

view, Finland may be connected to all four threats associated 

with conventional warfare: (T 1) Finland and Sweden’s 
NATO membership would turn the Baltic Sea into a “NATO 

inland sea” and could well exacerbate the situation to the 
point of war. According to an article in the latest issue of 
the Russian General Staff Academy’s journal, published 
last autumn, Finland and Sweden joining NATO could 
even cause a new crisis in Cuba; (T 2) even if there was no 
permanent NATO force in Finland, Russia is likely to 
consider it possible that in the event of a crisis, interference 

aircraft from other NATO countries could operate in the 
territory of Finland and disrupt the operation of Russia’s 
nuclear forces or related systems; (T 4) as a member of 
NATO, Finland would participate in alliance-wide military 

exercises that could be interpreted as a show of strength; 
(T 5) as a member of NATO, raising Finland’s readiness at 

the same time as all or some NATO member states would, in 
Russia’s view, be a threat. Without NATO membership, 
Finland appears in Russia’s threat assessments as a very 
harmless country. NATO membership, on the other hand, 
completely reverses the view in the current world 
situation. 

5.2 BALTIC STATES

As the Baltic states are already members of NATO, the 
most significant change for Russia, that is, a new external 
military threat, would be an increase in NATO force in their 

territory (including sea areas) to put political or military 
pressure on Russia (EMD 3). The Baltic states could form 
a base or a route for an attack and enable the formation of 

5 Security situation in Russia and its western neighbours

Table: Russia’s 2014 military doctrine vs. Russia’s western neighbours

Military doctrine Ukraine Belarus Baltic states Finland
EMD 1 (X) (X) NATO expansion
EMD 3 X X
EMD 5 X

EMD 12 X
EMD 13 X X (X)
IMD 1 X (X) Colour revolution
IMD 2 X
IMD 3 X (X)
IMD 4 X
Danger 1 (X) (X)
Danger 2 X
Danger 4 X (X)
Danger 5 X (X)

Explanations: EMD = External military ganger, IMD = Internal military danger, (X) = Conditional

an A2/AD area in the Gulf of Finland or the Baltic Sea. In 
that case, NATO could threaten 1) Russia’s strategically 
and symbolically important northern capital; 2) strategically 

important Kaliningrad region and it’s logistics.   
In principle, the Baltic states with different cultural 

backgrounds do not play a role in the development of 
Russia’s internal military dangers. The only small possible 
exception is – similar to Finland – the Baltic states’ own 
historical research, if and when it deviates from Russia’s 
interpretation and is disseminated to Russia (IMD 3).

Baltic states that are members of NATO are always 

associated with at least the following threats described in 

Russia’s military doctrine: (T 1) An increase in NATO’s 
military strength in the Baltic region, combined with, for 
example, the war in Ukraine and/or Finland joining 
NATO, could lead to a rapid escalation of the military 
situation, for example in terms of the Kaliningrad region’s 
logistics. This situation would probably involve an attack 
from Belarus to Kaliningrad, i.e. securing the Suwalki 
Corridor; (T 2) in the event of a crisis, the Baltic states 
would be supported by the armed forces of other NATO 
countries, including reconnaissance and intruding aircraft 
that could disrupt the operation of Russia’s nuclear forces 
or related systems; (T 4) the Baltic defense forces would 
participate in NATO-wide military exercises, which could 
be interpreted as a show of strength; (T 5) the Baltic states 
would participate in raising of readiness at the same time 
as all or some NATO members.

In terms of security policy, the position of the Baltic states 

is made difficult by their inadequate armed forces. For 
example, they lack an air force, which is why various 
NATO countries take responsibility in turns for their 
aerial defense. The challenging situation justifiably leaves 

FINLAND AND SWEDEN NATO MEMBERSHIP VS. RUSSIAN SECURITY

Baltic Sea becomes
”NATO inland sea”

� The Northern Capital
� Military Industry

Nuclear Triad’s
Counter Strike capability
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room for speculation that Russia, in a certain situation 
– despite the Baltic states’ NATO membership – could 
occupy them in part or in full. The possibility of occupation 

increases if Finland and/or Sweden join NATO and the 
logistics of the Kaliningrad region by sea in a crisis 
situation would become significantly more difficult.   

5.3 BELARUS

Belarus, which has a military alliance with Russia, enables 

Russia to put military pressure on Europe. Similarly, Belarus 
possibly slipping into a Western democracy with the 
overthrow of President Lukashenko could lead to the 
isolation of Russia (including the Kaliningrad region). 
The ethnic, linguistic and religious composition of Belarus 
would make it the worst possible colour revolution target 
for Russia. 

In the current situation, Belarus is not a source of any 

external military threat. However, after a possible colour 

revolution, Belarus would become a source of internal 
military danger to Russia. In such case, Belarus would 
likely take action to support the Russian opposition, which is 
seen in Russia as an attempt to destabilise the country’s 
domestic political and social stability (IMD 1). Similarly, 
the liberal ideas that are inevitably transmitted to Russia 

through Belarus due to language and kinship are interpret-
ed as an attempt to influence the population, especially the 
country’s youth, with information aimed at undermining 
the spiritual and patriotic traditions related to the protec-
tion of the Fatherland (IMD 3).  

The transformation of Belarus into a democracy and 
the consequent slipping – similar to Ukraine and probably 
as a result of Ukraine’s actions – into a Western state 
would, at worst, lead to Belarus’ NATO membership. This 
would create a blockade zone from the Baltic to the Black 
Sea, which would prevent Russia from exerting military 
pressure on the EU. As a result, a colour revolution in 

Belarus can justifiably be seen as a rapid deterioration of the 

military-political situation for Russia, leaving use of force as 
the only solution (T 1). The military support provided by 
Russia to Belarus in the post-presidential election riots in 
2020 to calm the country was a very logical decision. Of 
course, the Kremlin sought to resolve the problem in the 
longer term and bound Belarus to a closer alliance.

5.4 UKRAINE

As discussed above, Ukraine’s strategic and symbolic 
significance for Russia is substantial. Ukraine is a large 
marine state whose transformation into a NATO country 
would significantly impede or jeopardise the activities of the 

Russian navy on the Caspian-Black-Mediterranean Seas axis, 
which provides Russia with a route to influence affairs in 
the Middle East and North Africa. The single most 
significant threat is having to give up the Crimean peninsu-

la, which is the base of the Russian Black Sea Fleet and from 

which Russia can control almost all aviation and ship operations 

in the Black Sea region from the A2/AD area. Giving up the 
Crimean peninsula would also jeopardise the strengthen-
ing of the Black Sea Fleet by relocating vessels from the 

Caspian Fleet to the Black Sea via the Volga-Don Canal or 
even further to the Mediterranean.  

The smooth operation of the Black Sea Fleet and the 
maintenance transports from there are prerequisites for 
Russia to be able to maintain its naval base in Syria, Tartu 

and its naval division in the Mediterranean. They can also 
be used by Russia to create and maintain an A2/AD area 
in the eastern Mediterranean. Naval operations are a key 
element of Russia’s activities in the Middle East and 
North Africa. In addition to the Arctic sea regions, the 
Black Sea is one of the priorities mentioned in Russia’s 
latest naval doctrine, published in 2017. After the 
Russian invasion of Ukraine, the situation has changed 
in part, but in this review the situation will be examined 
as it was before the attack. 

Ukraine’s accession to NATO would make Ukraine an 

extremely dangerous country for Russia. It would be an 
example of a Slavic people who, with the help of the 
West, would become a more prosperous “Western 
country” than Russia and make the Russian people 
reflect on the situation in their own country. Especially 
since so far Ukraine has historically been a smaller and 
poorer provincial country. The significance of Ukraine’s 
transformation for Belarus is similar, and the democrati-
sation of both smaller Slavic states would be a disaster 
for Russia’s current leadership. 

ASSESSED RESULTS OF UKRAINE’S MEMEBERSHIP IN NATO

ASSESSED RESULTS OF THE BELARUS ”COLLAPSE”

PARAMETERS IN CONNECTION TO THE BALTIC STATES SECURITY

Russian Naval Operations in the vicinity of MENA Countries 
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According to the definitions of Russia’s 2014 military 
doctrine, Ukraine is the country with the greatest external 

military dangers to Russia because (EMD 1) Ukraine’s 
constitution states that achieving NATO membership is 
the most important objective of Ukraine; (EMD 3) 
Ukraine is very willing to have NATO troops on its 
territory before and after joining NATO; (EMD 5) 
Ukraine demands the return of the Crimean peninsula to 
itself; (EMD 12) Ukraine is undoubtedly seeking to use 
information and communication technology to gain 
access to the Crimean peninsula and, possibly, to destabi-
lise Russia’s internal situation; (EMD 13) the policy of the 
current Ukrainian government unequivocally threatens 
Russia’s interests. Half of the external military dangers 
defined in Russia’s military doctrine are the result of the 
conquest of Crimea, but now the perspective is Russian.  

According to Russia’s 2014 military doctrine, Ukraine 
is Russia’s most significant producer of internal military 

dangers among its western neighbours: (IMD 1) Ukraine is 
undoubtedly the source of actions that aim to destabilise 
Russia’s domestic political and social situation; (IMD 2) 
there are organisations and individuals in Ukraine aiming 
to get the Crimean peninsula back; (IMD 3) Ukraine is 
probably attempting to influence the Russian population, 
especially its youth, with information aimed at undermining 

historical, spiritual and patriotic traditions related to the 
protection of Russia; (IMD 4) Ukraine’s language policy 
and the independence of the Orthodox Church are leading 
to the emergence of tensions between nationalities as well 
as ethnic and religious hatred and hostility in Russia as 
well. 

Russia’s perceived threats from Ukraine include: (T 1)  
the war in Ukraine is an example of a situation in which 
Russia considers the use of force to be the only solution to 
a situation that threatens its interests and even its very 
existence; (T 2) Ukraine offers the United States the 
opportunity to bring into its territory weapons systems 
that could disrupt the operation of Russia’s strategic 
nuclear forces, ballistic missile early warning system, 
space surveillance system, nuclear stockpiles, nuclear 
power plants, nuclear, chemical and medical industries, or 
other potentially hazardous targets; (T 4) Ukraine offers 
the United States the opportunity to put military pressure 
on Russia by transferring air forces or other offensive 
weapons to Ukrainian territory; (T 5) partial or complete 
mobilisation of the Ukrainian armed forces and transfer 
of state and military leadership to the wartime model. 
This section in Russia’s military doctrine is probably (at 
least in part) the reason for the late implementation of the 
raising of readiness of the Ukraine’s armed forces.

� An amendment to the Constitution of Ukraine was 
approved on 17 February 2019, according to which 
NATO membership is a strategic objective of Ukraine;

� The second round of the Ukrainian presidential  

election was held on 21 April 2019. The winner was 
Volodymyr Zelenskyy; 

� Ukraine passed a language act that made Ukrainian the 
only official language in Ukraine. The act caused 
widespread outrage in both Ukraine and Russia. On  
25 April 2019, President Poroshenko signed the act as 
one of his final presidential duties;

� In September 2019, the first Rapid Trident exercise 
between Ukraine and the United States was held in 
western Ukraine. It was an exercise led by the Armed 
Forces of Ukraine and was attended by 3,700 soldiers 
from 14 different countries.

While the events of 2019 were a disaster for Russia’s 
objectives, the outcome of the presidential election may have 

been the last straw that prompted Putin to make the decision to 

prepare for war with Ukraine. The main candidates for the 
election were the incumbent President Petro Poroshenko 
and former Prime Minister Yulia Tymoshenko. Both 
were extremely rich, approximately 60-year-old corrupt 
oligarchs.  Poroshenko was, in principle, the most 
problematic for Russia. Despite the other events listed 
above, President Putin no doubt estimated that he would 
be able to reach a negotiated solution with Tymoshenko. 
However, the surprise winner of the election was outside the 

influence of the oligarchs and the elite: Volodymyr Zelenskyy, a 

favorite of the younger generation. He was in his forties, a 
former comedian and film director, Russian-speaking and 
Jewish. Putin has failed to establish a dialogue with him. 
After Zelenskyy was elected, his party also won a landslide 
victory, giving Zelenskyy almost free rein to implement 
his policies. Zelenskyy began to push for Ukraine’s NATO 
membership, and from the Russian leadership’s point of view, 

the only solution was to use force. 
When state leadership decides that an attack on  

a neighbouring country is a probable or possible option,  
it includes, in addition to military preparations, the people’s 

mental preparation for war. The target of the attack must be 
dehumanised to give a killing order. A good example from 
a few decades ago in the United States was seeing the 
opponents in the popular MacGyver series being turned 
into Muslim terrorists. From 2019 onward, a similar 
phenomenon can be found in Russian television series 
and media. 

The superpowers have the threat assessment and 
preparations for war on major targets made and they are 

being practiced in large-scale military exercises. In such 
cases, the planning of the operation is sufficient in 
terms of preparation, as shown, for example, by the US 
military operations. Russia’s strategic Zapad 2021 
military exercise was undoubtedly related to prepara-
tions for the operation in Ukraine. 

6.2 THE DECISION TO GO TO WAR

The final decision to go to war is typically made about six 

months before the estimated time of the attack, at which 
point the military leadership is given an offensive 
mission and a deadline to present an operation plan.  
By the fall of 2021, U.S. intelligence was able to detect 
that Putin had made a decision and ordered the armed 
forces to begin preparations for the operation. The 
analysis of the situation was hampered by the post- 
Zapad 2021 military exercise and the possibility that 
the concentration of the Russian armed forces would 
have remained as military pressure or that the opera-
tion would have been carried out without a large-scale 
ground attack. It certainly could have remained that 
way since the decision to attack and its timing were 
made by President Putin.   

President Putin’s decision to order preparations for 
an offensive operation is likely to have been most 
affected by growing US support for Ukraine. As long as 
President Donald Trump was in power in the United 
States, US support for Ukraine was relatively limited. 
After President Joe Biden came to power in the spring 
of 2021, aid began to increase. The Rapid Trident 2021 

military exercise held in Ukraine in September 2021 had 

already grown to 6,000 soldiers and involved troops from 
15 different countries. Ukraine’s defense budget and  
US financial support were also increasing.

Another major reason for the armed attack may 
have been the discovery of a refugee operation orchestrated 

by Belarus in Poland. The European Union appeared to 
be quite fragmented until it finally stood up in support 
of Poland. Russia had probably lulled itself into a 
similar assumption with regard to Ukraine, as it was 
not a member of NATO or the EU.  

The third visible reason for the decision to go to 
war was probably the years-long chronic water shortage  

in Crimea, which had led to industrial accidents and the 
withering of agriculture. After the conquest of Crimea, 
Ukraine had filled with concrete the water channel 
from Dnieper to Crimea, through which 85% of the 
Crimean water supply came. The water shortage was 
much featured in the Russian media in late summer 
2021. 

6 Steps that led to war 

� Autocephaly (independence) of the Ukrainian Orthodox 

Church. In the wake of the conquest of Crimea, the 
Ukrainian Orthodox Church had contacted the 
Patriarchate of Constantinople at the end of 2018 to 
apply for autocephaly. Since the beginning of 2019, 
there have been two separate, self-proclaimed canonic 
Orthodox churches in Ukraine, and a 1,000-year 

connection to the Moscow Patriarchate was severed. The 
birth of the church was strongly supported by Presi-
dent Petro Poroshenko. It was a major defeat for 
Russia and for President Putin;

6.1 THE DECISION TO PREPARE FOR A 
POSSIBLE WAR 

History has shown that it typically takes about two years 
to prepare for war. In that time, the state leadership 
decides that war is part of the choice of means against 
another state. The decision does not yet mean that war is 
inevitable, but war requires preparations. In connection 
with the war in Ukraine, critical events for Russia are 
likely to have taken place in 2019. 

At least the following events can be included in the 
significant losses for Russia in Ukraine in 2019:

C Y B E R W A T C H  F I N L A N D  |  3 13 0  |  C Y B E R W A T C H  F I N L A N D



21 Conclusions

The most significant conclusion of this review is that, 
from the perspective of the Russian leadership, i.e. President 

Vladimir Putin, Russia’s only option remained an armed 

attack when military pressure and years of hybrid warfare 
did not cause Ukraine to bend. Especially since Ukraine 
announced NATO membership as a strategic goal and US 
support was rising to a new level. As the above analysis 
shows, this is a struggle for the survival of Russia in its 

current form, which is also clearly reflected in Russia’s 
brutal actions in the war. Perhaps the main reason why  
it was so difficult for experts to read the signs of the 
attack is the resentment towards Russia and the reluc-
tance to take Russia’s perceived threats seriously  
(cf. introduction).  

Russia is forced to keep Belarus in check and try to 
integrate it as closely as possible, because losing it would 
also be fatal for Russia in its current form. In the case of 
Belarus, however, the training of the entire top military 
command at the Russian General Staff Academy makes 
the situation easier. Use of force against Belarus would be 
a total failure, and Russia has focused on supporting 
Belarus’ own security organisation instead.

Despite their membership in NATO, the Baltic states could 

be the target of an armed attack by Russia if Russia feels 
threatened. If the war in Ukraine is a failure and Finland, 
together with Sweden, applies for NATO membership, 

then Russia’s threshold for the use of armed forces in the 
poorly equipped Baltic states is likely to be quite low, and 
the offensive operation will not require a large amount of 
force. Especially when Russia is able to form A2/AD areas 
and disrupt or prevent the arrival of additional NATO 
forces. The threat assessment for the Baltic states originates 
from a discussion with a general of a NATO member state 
after the conquest of Crimea. Other NATO colleagues at 
the event shared the view. The main reasons for it were 
NATO’s slow response and lack of assistance coordination.       

Finland has two options and both involve risk. Finland 
is a good neighbour and a nasty enemy. Russia would have 
to concentrate its armed forces for a possible war and 
would hardly attack Finland without preparing its people. 
That, in turn, would appear in the media much more than 
the current small incidents. At a minimum, Russia would 
probably need 4–6 months to prepare for an offensive 
operation against Finland. In the worst-case scenario, this 
would mean that Russia has time to attack Finland before a 

decision regarding NATO membership is made. 
Indications and early warning of Russia’s actions would 

most likely be able to deduce in time. According to Israeli 
Haaretz magazine, the United States strongly supports 
Ukraine with intelligence. This would probably be the 
situation in Finland as well, if Russia starts preparing for an 
attack on Finland. 

Cyberwatch Finland has agreed to cooperate with a 
Finnish startup, Linkitin Oy. Linkitin has 
developed a web service, which helps any 

organization to easily exercise and assess its capability in 
managing different crisis situations. With the service, 
Linkitin Beat, it is easy to establish what is the maturity 
level of the organization to handle different crises.  Beat 
reveals areas for development in communication and 
collaboration, which are most prone for errors in crisis 
management.

Cyberwatch Finland will assist Linkitin to develop 
the service in the cyber security context. The aim of 
cooperation is to assure that exercise scenarios and 
processes meet and go beyond the requirements from 
the client organizations. We aim, that clients of Cyber-
watch Finland could utilize the Linkitin Beat service in 
developing their cyber security strategies, risk analyses, 
training programs and capacity to manage cyber risks.

Linkitin Beat is an efficient exercise and maturity 
test utilizing preset scenarios and can be participated 
remotely. The exercise controller has a real time view 
on how the exercise is progressing and can pin-point 
areas that require more training and learning. 

The progress of the exercise is visualized and demonstrates 
how the problem solving and collaboration among partici-
pants is evolving. Exercise controller can give instant feedback 
and make changes to the scenario during the exercise. In 
addition to cyber exercises, Linkitin Beat is great for practic-
ing other risk scenarios, such as reputation risks, as well.

The web-based exercise is quick and easy to set up and 
participation can be done among participant’s daily work 
routines without physical or simultaneous attendance. This is 
a clear advantage compared to traditional approaches.  
Easiness and ready scenarios improve security manager’s 
possibility to convince their organizations to run sufficient 
amount of exercises. 

Linkitin Oy was founded on 2020 and its services are based 
on organization network analysis methodology. Linkitin 

Pulse analyses organization’s internal communications and 
collaboration and Linkitin Beat is as crisis management 
exercise platform. 

Cyberwatch Finland and Linkitin Oy in cooperation

Cyberwatch Finland on sopinut yhteistyöstä suomal-
aisen startupin, Linkitin Oy:n kanssa. Linkitin on 
kehittänyt verkkopalvelun, jolla mikä tahansa 

organisaatio voi helposti ja nopeasti selvittää kyvyk-
kyytensä suoriutua erilaisista kriisitilanteista. Palvelun 
avulla on helppo muodostaa selkeä kuva organisaation 
kypsyystasosta kriisitilanteiden hallitsemiseksi ja se 
paljastaa haasteet viestinnässä ja yhteistyössä – juuri niillä 
osa-alueilla tapahtuukin suurin osa virheistä erilaisissa 
yrityksiä kohtaavissa kriiseissä.

Cyberwatch Finland auttaa Linkitintä kehittämään 
sovellustaan palvelemaan erityisesti kyberturvallisuuteen 
liittyvien kriisitilanteiden harjoittelussa. Yhteistyöllä on 
tarkoitus varmistaa, että harjoitusskenaariot ja harjoituk-
sen menetelmät vastaavat asiakasorganisaatioiden 
vaatimuksia kattavasti. Jatkossa on tarkoitus, että Cyber-
watch Finlandin asiakkaat voivat hyödyntää Linkitin Beat 
palvelua kehittäessään kyberturvallisuus strategiaansa, 
riskianalyysejä ja kapasiteettiaan vastata kyberriskeihin.

Linkitin Beat, on tehokkaasti etänä tehtävä, valmiita 
kriisiskenaarioita hyödyntävä kypsyysmittari ja harjoitus. 
Harjoituksen vetäjä näkee reaaliaikaisesti, kuinka tapahtu-
mat etenevät ja osaamisvajeiden paikallistaminen kertoo, 
missä ovat mahdolliset kehittämiskohteet.

Linkitin Beat sopii esimerkiksi kyberriskien torjuntaan 
tai maineenhallinnan tehostamiseen. Harjoituksen 
etenemisen visualisointi näyttää, miten ongelmanratkaisu 
etenee organisaatiossa, ja miten harjoitukseen osallistujat 
kommunikoivat keskenään. Harjoituksen vetäjä voi antaa 
osallistujille palautetta tai muuttaa skenaarioita suoritu-
sten perusteella. 

Harjoituksen toteutus verkossa on helppoa ja nopeaa. 
Siihen voi osallistua helposti muiden töiden ohella mikä 
on merkittävä etu verrattuna laajempiin harjoituskokonai-
suuksiin. Helppo ja nopea toteutus mahdollistaa riittävän 
kattavan harjoittelun ja erilaisten skenaarioiden 
kokeilemisen.

Linkitin Oy on perustettu 2020 ja sen työkalut 
perustuvat organisaation verkostoanalyysi -menetelmi-
in. Linkitin Pulse analysoi organisaation sisäistä 
viestintää ja toimijoiden välistä vuorovaikutusta ja Linkitin 

Beat puolestaan soveltuu kriisitilanneharjoitteluun.  

Cyberwatch Finland ja Linkitin Oy yhteistyössä

More on company website  
www.linkitin.fi 
(only in Finnish for the time being)
https://www.youtube.com/watch?-
v=EM8yJQgMmec 

Lisätietoja www.linkitin.fi  
(toistaiseksi vain suomeksi)
https://www.youtube.com/watch?-
v=EM8yJQgMmec

 � 1* The author of this special bulletin Colonel (ret.), Juha Wihersaari  
is Doctoral Researcher and  Member of the Russia Research Group  
at the Finnish National Defence University. He has a General Staff  
Officer’s Degree from year 1993 and he served in the Finnish Defence  
Forces until 2015. Wihersaari’s military experience includes positions 
mainly in Military Intelligence, where he served 26 years. During his  
career Wihersaari served two times as Defence Attache: the first time 
in the Eastern Europe (inc. Ukraine) and the second time in the Middle 
East. He also served five years as the Director of the Finnish Signal  
Intelligence. Since 2016 Wihersaari has been the owner and the  
Director of JITINT, small Intelligence and Security Company. His  
Doctoral Research is focused on Hybrid Warfare in the Russian Art  
of War: “Hybridisodankäynti venäläisessä sotataidossa”.  

JUHA WIHERSAARI
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// Antti Sillanpää, Mikko Sirkiä

TRAINING FOR 
THE UNEXPECTED

challenges, while an individual gets training on how to 
actively participate e.g., in crisis management. The challenge 
here is to make lighter scenarios such that they interest 
everyone. Without active participation, the dynamic 
networks are sparse and derived lessons are fewer.

Utilizing available online exercise environment shortens 
planning cycle further. Online exercises can even be orga-
nized asynchronously. Participants’ possibility to use their 
normal phones or computers during their office day removes 
some hesitations people have for lengthy training sessions.

NURTURING EXERCISE CULTURE

We cannot prepare ourselves to every individual surprise. 
Risks can materialize after trivial mishaps or global disasters. 
Therefore, we should develop more general sensemaking 
abilities and risk awareness. This might require exposing 
personnel to wide variety of situations. This is achieved by 
running series of exercises of different size and with differ-
ent objectives. Making exercises more as a norm than 
peculiarity requires forward looking leadership. Strong 
commitment to exercise culture builds stronger and more 
resilient organizations.  

needs. It is a scenario-based, strategic-level exercise with 
several hundred participants, mostly from private 
companies. Scenarios include both normal and very 
extraordinary events and reflect what is happening now, 
and in the coming years. National Emergency Supply 
Agency organizes the exercise every other year with the 
practical arrangements handled by Digital Pool in collabo-
ration with the National Cyber Security Centre.  

TOWARDS LIGHTER EXERCISES

Large exercise consumes lot of resources from the 
organizer. Another way of tackling the unknown future 
challenges is to improve necessary sensemaking capabili-
ties of training participants. This shifts emphasis from 
comprehensive written scenarios to dynamics between 
participants. This is like larping (live action role play) 
compared to Monopoly of pre-written scenarios. 

Actually, vital lessons are often quite easy. They are 
importance of communication, better understanding who 
are dependent on you and who are you dependent on. For 
that purpose, you do not necessarily need a large exercise. 
Even here, scenarios are required as a back-story, but 
person-to-person interactions produce next turns in the 
game. 

Visualization and real-time observation improve the 
feedback greatly. As a result, organization can get a better 
understanding of its level of maturity on tackling different 

T h e  e t e r n a l  c r i s i s  d i l e m m a  h a p p e n e d  a g a i n  i n  U k r a i n e :  T h e  s i g n s 
w e r e  t h e r e ,  b u t  t h e  w o r l d  w a s  s t i l l  c a u g h t  b y  s u r p r i s e .  A m i d s t  t h e 

c a t a s t r o p h e  a l l  o f  u s  m u s t  l e a r n  t o  b e c o m e  b e t t e r  p r e p a r e d . 
T r a i n i n g  a n d  e x e r c i s e s  a r e  a t  t h e  c o r e  o f  s t r e n g t h e n i n g  o u r 

o r g a n i z a t i o n s .  H o w e v e r ,  i m p l e m e n t i n g  c u l t u r e  o f  e x e r c i s e s  a n d 
i n c r e a s i n g  n u m b e r  o f  e x e r c i s e s  r e q u i r e  b e t t e r  u n d e r s t a n d i n g  o f 

a c t u a l  n e e d s  a n d  c o n s t r a i n t s  o f  t h e  p r o t e c t e d  e n t i t y .  

Things go bad all the time. Constant flux of cyber 
incidents, traffic accidents and burglaries fill 
statistics. Researchers evaluate reasons for 10% 

drop or 15% rise in them. Here, events happen so often, 
that phenomenon is thoroughly understood. Credible 
predictions can be made about future occurrences, and 
consequences can be mitigated even if they could not be 
eradicated. 

Predictable and well-analyzed challenges are often 
dealt with technical or tactical exercises. If the same type 
of events keeps coming, we can continue along this path. 
Toolbox of average wrong doer is known, and steps are 
understandable. Problems caused by negligence and 
inattention are everyday tasks for cyber security profes-
sionals.  

This does not mean that technical exercising and 
training cannot be comprehensive. We can dissect huge 
problems into small entities. This is like eating the 
elephant piece by piece. In the end, elephant is down and 
digested. This logic means that even board room exercises 
are in a sense technical if e.g., they practice the organiza-
tion of the board. Therefore, exercising organizational 
responses for known problems is relatively straight 
forward, even if it is demanding. 

SENSEMAKING IN NOVEL SITUATIONS
Situation is different when challenges come as surprises. 
Tsunami is extremely rare and unpredictable. They are 
practically impossible in the Nordics, but their conse-
quences can reach here. Some of these rare events do 
happen, but we don’t have enough historical or other  
data to predict which ones. And, when they emerge,  
the consequences can be both devastating and very 
comprehensive. 

In these completely new and complex situations, our 
capability to make sense of what is happening can be lost. 
If we lose our sensemaking, possibilities of survival 
diminish. How to train for these unexpected events that 
might become more common due to political turmoil, 
climate change and alike? 

SCRIPTED SCENARIOS OR LIVE ACTION? 

There are at least two approaches for tackling strategic 
level exercise planning. We can take a comprehensive 
view of the planning with scripted scenarios, or we can 
focus on the dynamics in the organization. Approaches 
are not exclusive, and they can be carried out even one 
after another. Selecting one above another seems to be 
matter of resources and convention.  

Comprehensive exercises have often good and 
excessive scenarios. Imaginative and knowledgeable 
writing team also takes into consideration the particulari-
ties of the training participants. Planning cycle is often 
long and requires a lot of resources. Therefore, they are 
challenging to organize. Institutions with strong security 
culture, especially the military excel in these. 

There are also successes in more civilian context. In 
Finland, at TIETO22 exercise different sectors develop 
their co-operation and identify concrete cybersecurity 

 � CEO and researcher at Linkitin Oy
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by providing network analysis of organizations. In addition, research activities include 
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Secretariat of Security Committee of Finland. Between 2015 and 2018 he was assigned 
to NATO Strategic Communications Centre of Excellence in Riga, Latvia. His post was 
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useful. Mikko has a Master’s degree in busi-
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MIKKO SIRKIÄ

Linkitin Oy on vuonna 2020 perustettu 
suomalainen startup, joka palvelee 

asiakkaitaan visualisoimalla 
vuorovaikutusdataa. Verkostoanalyysiin 
perustuva Linkitin Pulse luo dynaamisen 

verkostokuvan sisäisestä viestinkulusta ja 
vuorovaikutuksesta. Pulse osoittaa 

viestinnän pullonkaulat, rikkinäiset linkit ja 
vahvat vaikuttajat. Tätä tietoa tarvitaan 
strategian toimeenpanon ja henkilöstön 

hyvinvoinnin vahvistamiseksi. Linkitin Beat 
on tehokkaasti etänä tehtävä, kriisinhallinnan 

kypsyysmittari ja harjoitussovellus. Beat 
osoittaa miten ongelmanratkaisu etenee ja 

miten harjoituksen osallistuja kommunikoivat 
keskenään. 
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// Tom Lockhart

ARE YOUR 
APPLIANCES 
TAKING 
OVER? 

Remember cartoons when we were kids? The 
nightmare scenarios where domestic appliances and 
machinery would come alive, and torment the poor 

character in their nightmares? Is it more real now? Recent 
developments would also suggest that it is, and it is no 
longer funny.

Smart appliances have been sought after (and feared) 
for a long time, however, it is now here is a new and very 
stark reality. Industries like ours should be more con-
cerned about the Internet of Things (sometimes called IoT 
or operational technology) and cloud-connected devices. 
There are well documented and frequently discussed 
concerns over “Smart TVs” in the home and in the office, 
where we potentially have a device that has a camera, 

numerous microphones, movement sensors and 

internet connectivity built-in, and right in front of our 
meeting or home life….what could possibly go wrong? 

ing and the fire suppression system in one of our server 
rooms? Think….

Ever had a recent car crash when within minutes the 
nice lady from BMW, Mercedes or for you senior guys 
Bentley or Maybach calls you up to see if you are OK? 
On the other hand, have you ever lost your  keys and 
someone from the control center lets you in and starts 
the car for you? Thanks very much, I wonder what I can 
put on the end of this nice communication link that you 
have bought for me, camera, microphone, tracker or all 
of the above, oh sorry not the microphone and the 
camera that is already there! Think….

This is a lighthearted look at the subject but it does 
seriously raise the subject of “We are connected and 
efficient NOMAD’s (No Office Mobile and Driven) 
people in these days of covid and the ability to stay 
informed react fast and speed up business is a fantastic 
tool that has never been better. Sadly it comes with an 
additional exposure and vulnerability to those who wish 
to do us harm, profit from our mistakes or sell our 
information to our competitors in an increasingly 
difficult and challenging environment. It is good 
practice to challenge the “what if’s and what could I do” 
with this new technology in addition to what it was 
designed for 

SO WHAT DOES IT MEAN TO US ?

In order to apply these concerns to our everyday 
business I have selected what I see as the top three 
TSCM risk points as we continue to work remotely and 
transition back to normal business operations:

1. Our Wi-Fi footprint
2. Bluetooth and speakers
3.  Conference rooms, PA systems and Audio loops

 
Our Wi-Fi footprint: There are two main concerns 
when we look to secure and maintain security of our 
Wi-Fi networks:

a.   What is the footprint and where can it be accessed 
from?

b.  Do we know who is connected to it other than 
approved users?
 

These questions are easily answered by two TSCM 
activities, being a Wi-Fi footprint survey and regular 
network connection monitoring. This is not a service 
that many commercial TSCM teams offer or have the 
technical expertise within IT Security teams.

In the days of remote working, how often have we 
heard “Alexa” piping up in the middle of a business call 
asking for clarity? It sounds amusing to the people on the 
call but thinks…  

IN ADDITION, many homes and businesses are now 
operating systems such as water, electricity, heating and 
even IT enabled fridges. These are all methods of 
accessing our areas where we think we are safe to talk. 
Now they all have 4G soon to be 5G sim cards in them so 
that we can control them at will. Absolute gift for a 
buggist, all the hard work is done for him he just needs to 
add the sensor and go back to his monitoring and 
recording point. Even better, with a roaming activated 
SIM this can be anywhere he wants. What if someone 
disabled the Air-conditioning, Environmental monitor-
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BLUETOOTH AND SPEAKERS:

Primarily due to covid but also used in smaller meeting 
rooms. We often use Jabra or similar speakers, which are 
Bluetooth enabled; capable of being “daisy-chained” and 
are a very suitable and popular solution. The problem 
here sits firstly with the evolution of Bluetooth intercep-
tion technology. Secondly, in that, although our conversa-
tions on Skype for business are secured on our accredited 
network and our devices, the Bluetooth link to the 
speaker is not. Most Bluetooth devices currently (V4 and 
above) have a range of 30-50 meters. Trials have con-
firmed that with a directional (Yagi) antenna, ranges of 
between 1500 and 1700 meters are available depending on 
the environment (Note: Bluetooth is high frequency and 
has good penetration through buildings) this range is 
roughly 3,400% (34 times further) than the expected 
range.

To test this, take a handheld device or your laptop and 
see how far away from your speaker you can be and still 
communicate, multiply that by 34 and you have your 
Bluetooth footprint. In terms of removing this exposure 
simply, use the wired type speaker.

As you can see from the information above, these 
types of attack are easy for an appropriately skilled and 
equipped attacker to execute. They are also easily defeated 
or denied as options to the attacker by:

 
1.   Good Process and business awareness communications
2.   Regular TSCM surveys in our key facilities
3.   Sealing and marking to support physical security 

checks
4. Pre meeting TSCM surveys of meeting venues that are 

outside of our security control
5.   Seek advice from our in house SME’s if you are in any 

doubt
 

This article was written by Tom Lockhart from Cougar 
International Ltd working with Rohkeus Cyber. They 
provide a unique cyber close protection service, covering 
the whole range of your security and digital footprint, 
from TCSM checks thru to physical and personnel 
security. Want to know more or for an informal chat 
please contact Cougar or Rohkeus Cyber using the 
information below. 

Alexa, Smart TV’s, Coffee 
maker ransomware and 
eavesdropping vacuums. 
Who would have thought? 

INTERNET OF THINGS (IOT) 
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BENEFITS AND COMPETITIVE 
ADVANTAGES

Improved situational awareness is the basis for better decision-making.  
Our clients can establish a holistic cyber security strategy, build situational 
awareness across the organisation, and take the necessary measures to 
build cyber resilience.

REFERENCES

In Finland, our major client is the Finnish Government and its ministries, 
such as the Prime Minister´s office, Ministry of Foreign Affairs, the Ministry 
of Employment and the Economy, Ministry of Defence and Digital and 
Population Data Services Agency. We also work with Finnish cities and 
municipalities as well as many private companies from the banking, 
logistic and energy sectors such as Fortum.

We have facilitated cyber security strategy processes in many countries 
for example in Eastern Europe and the Middle East. Our experts have 
created a course curriculum for Geneva Centre of Security Policy (GCSP) 
on Cyber Security Strategies and Polices, and organised the courses five 
years in a row. We have also assisted Geneva based foundations such as 
DCAF (Democratic Control of Armed Forces) and the Diplo Foundation in 
their endeavour to build cyber security competence in many countries.

*Appropriate Client References will be available at request. In some assignments we are bound 
by specific restrictions stemming from Client confidentiality and privilege.

A PASSION 
FOR A SAFE 
CYBER WORLD

Cyberwatch Finland Oy  
Meritullinkatu 33, 00170 
HELSINKI FINLAND
www.cyberwatchfinland.fi

FORMULATING A DEPENDABLE 
CYBER SECURITY WITH A 
COMPREHENSIVE APPROACH

Strategic cyber expertise requires a holistic view and understanding
of the interdependencies of people, practices and technology, and
the opportunities for development that they offer.
Our mission is to secure the functions of critical infrastructure
as well as protect your organisation´s most valuable assets.
We guide you to a solid cyber security culture that strengthens your
organisation’s resilience to crises and reduces business risks. 

Cyberwatch Finland strengthens the resilience of your organisation and 
helps prevent costly cyber disasters

Cyberwatch Finland

COMPANY
Cyberwatch Finland´s strategic-level international 
expertise is based on experience and an extensive 
network of experts. Our mission is to be our clients 
most trusted partner. Therefore we are constantly 
looking for the best ways to create a steady 
strategic cyber security roadmaps to ensure your 
cyber security to the highest possible level.

Cyberwatch Finland



OUR SERVICES

Situational awareness  
services 

It is difficult to build reliable cyber 
security without knowing what is 
happening in the cyber world.
Services include weekly, monthly, 
and quarterly reviews based on data 
collected from a variety of sources , 
industry reports. Our analyses 
provide a broad picture of the 
everchanging cyber world,  threats, 
their interdependencies, 
backgrounds, causes, and 
consequences.

DARKSOCTM  
as a service

DARKSOC ™ creates better cybersecurity 
resilience. It increases the capabilities of 
cyber intelligence, anticipates a constantly 
changing cyber world (early warnings). It 
complements the company’s cyber maturity 
and serves as a tool for forensic 
investigations. Supports organisational 
strategic decision making by complementing 
strategic cyber awareness, helps to find 
vulnerabilities and weaknesses and 
facilitate the implementation of the cyber 
strategy process.

Cyberwatch forensic 
services

Cyberwatch Forensic assists 
companies and other organisations 
in preventing, detecting, and 
responding fraud, compliance 
violations, and other misconducts. 
We offer you independent expertise, 
a clear operating model, and the 
level of support you want. With our 
long and extensive experience, we 
can help you reduce fraud and 
corruption risks and support in 
investigating internal or external 
misconducts. We also offer you a 
full-service whistleblowing channel.

Risk analysis

Without the comprehensive 
situational awareness, it is 
impossible to increase the capability 
to respond to cyber risks. A cyber 
security risk assessment is done to 
help determine your organisation’s 
capabilities and limitations in 
detecting, preventing and responding 
to the evolving cyber threats.
Risk analysis is a key tool in 
facilitating your cyber security 
planning. 

Innovative technologies

We support our customers in 
building resilient critical 
infrastructure through services  
and technical solutions that meet 
the cybersecurity requirements  
at the highest level in the fast-
changing world.

NEW

SCAN ME

SCAN ME SCAN ME

Strategies, risk 
analysis and roadmaps

We develop cyber security strategies,  
risk analyses and roadmaps for cities  
and municipalities, states, companies  
and organisations aimed at a safer 
corporate culture, based on extensive 
strategic expertise and experiences.

The end result of well-executed strategy 
planning, and implementation is 
resilience: an organisation’s stronger 
crisis resilience and defence against 
cyber attacks.

SCAN ME

Facilitation of cyber 
security leadership

On the basis of a comprehensive 
strategy, a concrete roadmap and 
capacity building plan will be created. 
It defines how cyber security should 
be managed and how people should 
be trained, what technologies and 
best practices are needed, as well as 
all the other necessary practical 
actions and resourcing.

SCAN ME

Training, seminars, 
games and workshops

As a conceptual service, we 
produce monthly reviews, tailored 
seminars, webinars, games, 
workshops, podcasts and learning 
development solutions by utilising 
the latest technology and an 
international network of experts.

SCAN ME

SCAN ME
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The first quarterly review of 2022 is initiated by a cyber security analysis of the so-called digital giants. 
The global digital giant FAMGA grouping, consisting of Facebook, Apple, Microsoft, Google and 

Amazon, actively develop the cyber security of their services. The companies especially invest in the cyber 
security and data protection of cloud services. The use of cloud services in the systems of critical 
infrastructure is increasing, and therefore their security is directly connected to the national cyber security 
and resilience. Security is built using not only the companies' own resources, but more often than before 
through company acquisition targeting cyber security.

The use of IoT devices in the systems of healthcare is heavily increasing. Over half of the IoT devices 
in healthcare contain a severe vulnerability, which in the worst case can endanger patient security.  
The most common device within the IoT in hospitals is the infusion pump. Hospitals have a lot of old  
IT systems that are used to control IoT devices as well. Updates for systems and IoT devices, and 
segmentation for webs have not been fully able to keep up with the development.

The most important motive for cybercrime is the pursuit of financial gain. Using the criminally 
obtained money is difficult, if the origin cannot be hidden. Therefore, cybercriminals must launder their 
money. In money laundering so called mules are used to transfer money from an account to another, in 
order to cover their origin. The activities of money mules will be further explored in the third article of 
the review. Anyone can unknowingly end up as a money mule, if they cannot see the signs of the activity 
on time.

The quarterly review will be concluded by the traditional country analysis, whose subject is Brazil. 
Alike the other BRICS countries, Brazil has interest in becoming independent of American cyber 
technology. In 2020 Brazil's first cyber strategy was confirmed. The aim of the strategy is to enhance the 
level of cyber security in both the private and the public sectors. The true test on Brazilian cyber security 
is next autumn's elections, in which along with the parliament representatives a new president is elected. 
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1. CYBER SECURITY OF THE DIGITAL GIANTS

A. The global digital giant FAMGA grouping, consisting of Facebook, Apple, Microsoft, Google and Amazon,  
actively develop the cyber security of their services. Data protection, protection of personal information, is the  
most important driving force of current and future development initiatives. At the present GDPR is the strongest 
regulation controlling activities. The importance of data protection will increase as national data protection laws 
become common in different countries. 

B. Digital giants increase cyber security know-how and resources especially through investments. FAMGA companies 
have made approximately 15 proper company acquisitions within the past five years. In the same length of time, 
approximately three times as many investments have been made primarily on cyber companies in their early stages. 
The trend continues and partially grows due to the decrease of special cyber security know-how and competent 
workforce. 

C. Along with data protection, cloud services are an important common denominator in the development initiatives in 
cyber security. The section of cloud services in the entirety of IT services is growing constantly. One of the most 
important selection criteria for cloud services is the reliability of the service provider, which makes digital giants 
sustain their cyber security.

GDPR, General Data Protection Regulation in EU, had a good influence on the cyber security of IT services. At the 
time of implementing the regulation in 2018 and a couple of years prior to it, cyber security leaders could easily 

present large cyber security budgets to companies' leaderships. The sanctions for not following the GDPR were  
massive, and defined as a revenue based percentage, they were exceptionally heavy for the international digital giants. 

In the summer of 2019, the world's largest fine of 5 billion US dollars was imposed on Facebook in the United States 
for breaking the data protection regulations. Afterwards Facebook has collected multiple smaller fines, of which the 

most significant was 650 million dollars after Facebook implemented facial recognition technology in their services. 
Facebook had to give up facial recognition in November 2021. At the end of 2021 Facebook started multiple initiatives 
in order to enhance their data protection. The most significant of these initiatives, Facebook Singapore Accelerator, is 
founded with a start-up company specialising in about 15 data protections and it is a centre that studies and develops 
data protection. 

Out of the digital giants, Apple has also taken data protection seriously. Apple sees data protection as an advantage in 
competition and is developing multiple new data protection enhancing features for their devices and services. Apple has 
set new personal information gathering and handling requirements for application developers. The requirements must 
be met for the application to become available on App Store for users to download. Application developers must 
describe how the applications utilise personal information in more detail than before and users are given better options 
to control their personal information and decide how the applications use them. 

Within the past five years all FAMGA companies have made multiple capital investments, worth tens or hundreds 
of millions dollars, in cyber security growth companies. Typically the companies that received funding are specialised in 
a narrow area of cyber security that the digital giant is interested in. For instance, Aqua Security, that received funding 
from Microsoft, develops tools for security scanning of cloud service applications and vulnerability searching. Google 
made a capital investment in Security Scorecard service that forms a risk profile of its target company based on it's cyber 
visibility.

In the recent years, proper company acquisitions have been made less than capital investments. In the summer of 
2021, Amazon bought Wickr that develops encryption and other safety features for remote negotiation applications 
Google, in turn, acquired Siemplify that produces surveillance systems for cyber security centres. Microsoft acquired 
RiskIQ that offers threat intelligence services, and CloudKnox that specialises in user management in cloud services. 
Microsoft predicts it will use approximately 20 billion dollars in cyber security company acquisitions and capital 
investments within the next five years. 

Amazon, Google, and Microsoft have made the cyber security of cloud services the centre of their activity. Amazon 
relies on its proficient cloud know-how and realises the security of its cloud services using its own products and services. 
Additionally, Amazon relies on its vast co-operation network and has not made as many company acquisitions or capital 
investments as, for example, Google and Microsoft. 

As for Google, it has grown its cyber know-how in cloud services through company acquisitions and capital 
investments. Every fifth capital investment Google has made has been aimed at cloud technology. Its goal is to raise the 
cyber security of the Google Cloud service to a new level with the help of Siemplify that develops surveillance systems 
for cyber security centres. Google also intends to enter the cyber security service market. Cybersecurity Action Team, 
that was founded last year, is a new and unusual territorial conquest from a digital giant. Cybersecurity Action Team 
contains a cybersecurity service entity ranging from strategic planning and education to technical installation and 
maintenance services.

Microsoft's cyber strategy on cloud services is of course centred around Azure. Around Azure, Microsoft builds 
layers upon layers of protection that forms of an entity of authentication, encryption, and firewall functions. Most of  
the clients of cloud services use more than one cloud service provider. Microsoft has grasped this and made its cyber 
security solutions applicable to the protection of cloud environments of other providers as well, especially Amazon.

The cyber security plans of the digital giants don't contain many surprises as they are. Each company concentrates on 
protecting their strengths, which they are able to accompany with developing new business activities. A positive aspect 
is that the digital giants have taken the challenges of cyber security seriously. Especially privacy protection in cloud 
services has been deemed an important task, which is significant for the users. Additionally, cloud services are a part of 
the critical infrastructure, and therefore high quality and safe cloud services directly impact the national cyber security.

SOURCES:
CBInsights. The Big Tech In Cybersecurity Report: How Facebook, Apple, Microsoft, Google, & Amazon Are Tackling Cyber Threats. 2021.
https://www.microsoft.com/en-us/security/business/microsoft-digital-defense-report
https://services.google.com/fh/files/misc/gcat_threathorizons_full_nov2021.pdf
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2. IOT SECURITY IN HEALTHCARE

A. The use of IoT devices is heavily increasing, and healthcare is one of its most active utilisers. Over half of the IoT 
devices in healthcare contain a severe vulnerability, which in the worst case can endanger patient security.  
Out of the vulnerable IoT devices, infusion pumps are the most common.

B. Hospitals have a lot of old IT systems that are used to control IoT devices as well. Updates for systems and IoT 
devices, and segmentation for webs have not been able to keep up with the development. Most shortcomings 
concerning IoT devices can be fixed with the help of segmentation and device hardening.

C. Cyber attacks aimed at the healthcare industry globally caused approximately 20 billion dollars worth of damages 
last year. The attacks have targeted the traditional IT environment using, for example, ransomware. Attacks directly 
targeting IoT devices are likely to become more common in the near future.

The heath care field has digitised rapidly and the need for remote services, caused by the COVID-19 virus, has sped 
up the digitisation. The use of IoT devices has become more common in the healthcare industry, and these devices 

are becoming a significant part of medical care of patients. Simultaneously, the traditional care equipment has developed 
and their new versions can be connected to the networks. In 2019, the global healthcare IoT market was worth 60 
billion dollars, and by the year 2027 it is expected to increase almost fivefold to 290 billion dollars.

In the recent years, the healthcare industry has suffered from multiple cyber attack and data breaches. In 2021, 
ransomware attacks caused the healthcare industry globally approximately 20 billion dollars worth of damages. So far, 
however, cyber attacks have been aimed at the traditional IT environment, instead of the quite openly vulnerable IoT 
devices. According to studies, over half of the IoT devices in the use of the healthcare industry contain a severe 
vulnerability that enables cyber attacks to target them in the future.

At the present, the most common device within the IoT in hospitals is the infusion pump. Infusion pumps have 
increasingly been connected to the IoT network, making medicine dosing through the patient information system 
possible. In the recent years, multiple incidents have been reported, where severe vulnerabilities have been discovered 
in infusion pumps. These vulnerabilities have enabled, for instance, interruption of the functioning of the pump or 
unauthorised changes of the medicine dosage. 

In the recent years, plenty of attention has been paid on the security of infusion pumps. Already in 2018, the 
American standardisation organisation NIST published a cyber security guide specifically for the use of wireless infusion 
pumps. They are protected like any other terminal device connected to the web. Together with the terminal device 
hardening, the device's security is enhanced by deleting unnecessary services, changing the default passwords, and 
closing all but necessary communications ports. Additionally, an anti-virus software, an application level firewall,  
and a system capable of preventing break-ins, are installed on the terminal device, if the operating system allows the 
installation of security software. 

Infusion pumps, like other IoT devices used in hospitals, are merely a small part of the IT architecture and the cyber 
security ecosystem. IoT devices affect the IT architecture in a way that when they are implemented, devices serving new 
utilisation purposes are formed. The devices also cause new security requirements for networks. Installing IoT devices 
into an existing architecture must be planned and executed carefully.

Often the IoT devices in healthcare contain data such as personal and health information. If such devices are added 
to an existing network, for instance, its segmentation has to be re-evaluated. It is possible for new IoT devices to contain 
data of higher confidentiality level, than the network that the device is being installed in. In such cases, it is necessary to 
form a new network segment for the critical IoT devices, and separate it from the rest of the IT architecture with a 
firewall. 

In an IT architecture that contains IoT devices, the network segmentation must be more detailed than in a normal 
IT environment. IoT devices serving different purposes must principally be segmented into their own segments. The 

reasons for more detailed segmentation are the special characteristics of IoT devices in both functionality and cyber 
security features. 

The selection of operating systems and communications ports used for IoT devices is vast. In addition, different IoT 
devices contain different kinds of vulnerabilities, therefore locating all the IoT devices in one network segment can 
expand the threat area too much. According to certain estimations, as much as 90% of cyber threats aimed at IoT devices 
in healthcare can be eliminated by carefully planning segmentation. Therefore, investing in segmentation is worth it.

After infusion pumps, ultrasound scanners and patient monitors are the next on the list of the most vulnerable IoT 
devices in healthcare. The cyber security features of the devices do not notably differ from those of infusion pumps.  
The devices have their own operating systems and open communications ports that must be taken into account in  
cyber security planning. Additionally, vulnerabilities are device-specific. Device hardening must be done according to 
the instructions and security software meant for the protection of the terminal device must be activated. 

Even though for now there have been few cyber attacks actually aimed at or using the IoT devices, the world of IoT 
will offer an attacker an alluring channel for action in the future. The functions of IoT devices directly affects the health 
of the patients, which puts the devices on a high level considering patient health. It is likely, that in the future, cyber 
attacks targeting the healthcare industry will be exploiting vulnerabilities of the IoT devices more often.

SOURCES:
Graham, C. (2020). Fear of the unknown with healthcare IoT devices: An exploratory study. Information Security Journal: A Global Perspective, 30:2, 

100-110.
https://www.nccoe.nist.gov/healthcare/securing-wireless-infusion-pumps 
https://www.fda.gov/consumers/consumer-updates/medical-device-cybersecurity-what-you-need-know
https://edition.cnn.com/2022/01/16/politics/florida-hospital-ransomware/index.html
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3. MONEY MULES IN CYBERCRIME

1. The majority of funds transferred by money mules originates from cybercrime. According to various sources, up to 
90% of money mule activities serve the purpose of laundering money obtained through cybercrime.

2. Money mule activity is one form of money laundering, which is used to make criminally obtained funds appear legal. 
Money laundering is a complicated process and a part of organised crime chain that criminals specialised in it 
partake. 

3. Traditionally, younger adults in need of a part-time job are being recruited as money mules. However, in the recent 
years, the portion of teens and 40-60-year-olds involved in money mule activities has been increasing. Companies 
are also being used as money mules more often than before.

4. Money mule activity can be conscious or unconscious. Therefore, a person can unconsciously act as a money mule, 
when they are made to believe the money transfers are legal. You should always be cautious of money transfer 
requests that require you to transfer the money through your own account and that usually offers a good 
remuneration for it. The police are to be informed of all suspicious cases. 

Cybercriminals mainly seek financial gain through their activity. Cybercriminals can earn money in many ways. The 
most common ways are the ransoms gained from ransomware attacks or stealing confidential information using 

security breaches, and selling it on the dark web market. Once the criminals have currency in their bitcoin wallet or 
their cash briefcase, it must be made to appear to be obtained legally. Now money laundering may begin. It can be 
realised in various ways.

Large-scale cybercrime is professionally organised. People, who are the most proficient at certain tasks and activity 
chains in cybercrime, specialise in the areas of their expertise. Target mapping and intelligence gathering can partially be 
performed in the cyber world, but also partially or entirely outside of it, in which case intelligence gathering does not 
require profound cyber skills. The actual cyber attack is planned and executed by the technically most capable members 
of the criminal organisation. Turning the criminally obtained funds into a usable form, that is, money laundering, is one 
of the tasks that employ the most people in the chain of cybercrime. In organised cybercrime this task is performed by 
other persons than the actual technical experts of cyber crimes.

As a process, money laundering has three stages: placement, layering, and integration. At the placement stage, the illegal 
money is attempted to enter into the legal circulation of money in the investment market. The risk of getting caught is  
the highest at this stage. However, if the money is successfully put into the financial system, it is more difficult to trace.  
At the layering stage, the funds are separated from the illegal origin by, for instance, circulating it through financial 
administrations of multiple companies, through a bank, or through private individual's bank accounts. At the integration 
stage, the funds obtained through illegal activities are mixed into the holder's legal funds by, for example, investing them in 
real estate. The origin of funds that have reached the integration stage is difficult to trace, so money laundering should be 
picked up on at its early stages.

The activity of money mules is involved in the first two stages of money laundering. At the placement stage, the dirty 
money is saved on multiple money mules' accounts in smaller sums, in order to avoid the transferred sums attracting 
attention. The money transfer can a normal bank transfer or it can be given to the mule in cash, who deposits it in their 
own account using, for instance, a cash dispenser. After the first deposit, the money can be circulated through multiple 
mule accounts, used for other purposes, such as paying salaries and under these circumstances even pay statutory taxes,  
so the origin of the money is not likely to be questioned. 

The reward a money mule receives for transferring the money is typically a few percents of the sum to be 
transferred. Money mules can be conscious of their activity, or they can be recruited and made to believe the purposes 

for the money transfers are legal. The people that are typically targeted as new recruits are people, who are either 
unemployed or in need of a part-time job, such as students. The age range of money mules has bee 20-35 years for a 
long time, but recently even 12-year-old children have been recruited and, in addition, the group of 40-60-year-olds has 
been constantly increasing. The most important criterion in the selection of a money mule is that they have access to  
a bank account in their own name, or even multiple accounts, no special skills are generally required. 

Large portion of money mules operate without knowing the funds to be of illegal origin. Victims are lured in using 
quick and easy money as bait. Only a couple of money transfers, and the money mule can keep a portion of the money 
being transferred for themselves. There can be multiple reasons for the money transfers. The money shipment can go  
to a third world country as funding for an orphanage, or to a relief organisation in an emergency zone. The so called 
romance scams often involve money mule activity as well. Often the criminal approaches the victim through social 
media or dating sites. A handsome foreign sea captain is capable of making an older maiden make money transfers in 
their stead, perhaps explaining that the banking system in their location is unreliable, or an old bachelor can talk a 
young widow into transferring funds from one country to another to his network of relatives.

Money mule activity is illegal, even if you are doing it unconsciously. A money mule acts as a part of the chain of organised 
crime, and the consequence for the activity can be long-term imprisonment. Therefore, you should be cautious of all 
suggestions, in which you would use your own bank account to receive and further transfer money to other parties, regardless 
of the reasoning for the transfer. Additionally, you can be asked to physically transfer cash from one place to another, but the 
reason remains the same, that is, to cover the origin of the dirty money. 

The contact and the request to transfer money often comes via social media or email, directly to the chosen victim. 
Money mules are also recruited in the labour market. In such cases, the job offered is described as easy, work from 
home, and the pay is good. If such job includes transferring money, even seemingly legal activity should be questioned 
and the police is to be informed of suspicious cases. By slowing down money mule activities and money laundering, it  
is also possible to make it more difficult for cybercriminals to succeed in their chosen criminal path.

SOURCES:
https://www.cifas.org.uk/newsroom/middle-aged-mules
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/money-muling
https://www.ic3.gov/Media/Y2019/PSA191204
https://compliancealert.org/view-blog/56/
https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/money-mules
https://www.finanssiala.fi/aiheet/rahamuulit/#/

Q 1  |  2 0 2 1 Q 1  |  2 0 2 1

CY B E R W A T C H  F I N L A N D  |  4 94 8  |  C Y B E R W A T C H  F I N L A N D

https://www.cifas.org.uk/newsroom/middle-aged-mules
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/money-muling
https://www.ic3.gov/Media/Y2019/PSA191204
https://compliancealert.org/view-blog/56/
https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/money-mules


4. COUNTRY ANALYSIS – BRAZIL 

A. The cornerstone of Brazilian cyber security is the cyber security strategy approved in 2020. The strategy includes ten 
development areas that are meant to improve the cyber security by the year 2024.

B. The cyber relationship between Brazil and the United States is still strained by the espionage scandal uncovered by 
Edward Snowden in the 2010s, where NSA actively spied on the Brazilian state leadership. Partially due to this, alike 
the other BRICS countries, Brazil aims to become independent of American cyber technology. 

C. The true test on the organisation of Brazilian cyber security is next autumn's elections, in which a new president is 
elected, along with the parliament representatives. Even though the elections are held using traditional methods, 
contemporary cyber environment enables efficient spreading of disinformation, which could affect the result of the 
elections.

Measured in BKT, Brazil is the eighth largest economy in the world and the strongest and most heavily populated 
country in South America. Even though the country has suffered from economical and political crises since 2014, 

it has developed significantly in its domestic digitalisation and it has played a central, though ambiguous, role in 
negotiations concerning international cyberspace. Brazil has the fifth largest Internet user base in the world, right  
after China, India, the United States, and Indonesia, and it is the leading country in the use of ICT in South America. 
The portion of Brazilians using Internet has grown from under 3 percent in 2000 to over 68 percent in 2019. 

Brazil is a popular target country for cybercriminals. When arranged according to the number of ransomware 
attacks experienced, Brazil takes the fourth place, after the United States, Germany, and England. Cybercrime is 
especially aimed at the healthcare industry and finance sector. In 2021 a new cybercrime group called Lapsus$ emerged. 
They acquired 50 terabytes of Brazilian healthcare patient information. At the same time, Lapsus$ crashed the Ministry 
of Health's COVID-19 passport server, which caused the citizens to be unable to access their COVID-19 passports  
via the mobile phone application. The Lapsus$ group is suspected to originate from either Brazil or Portugal.

Brazil's first cyber security strategy was approved in 2020. The strategy outlines ten strategic measures related to 
cyber resilience. Such measures are, for instance, extending international co-operation and enhancing the cyber 
protection of the critical infrastructure. According to the strategy, Brazil will increase international co-operation in the 
field of cyber security, actively partake in joint cyber defence exercises, and extends their cyber security co-operation 
agreements with other countries. In November 2021, Brazil signed a cyber security co-operation agreement with 
Finland as well.

The cyber relationship between Brazil and the United States is still strained by the espionage scandal uncovered by Edward 
Snowden in the 2010s. NSA spied on the Brazilian state leadership and business, along with other countries. BRICS  
countries, that Brazil is a part of, generally have aspirations to reach network sovereignty to some degree, and wish to 
increase independence of American cyber technology. The countries with the most sovereignty aspirations are, of course, 
China and Russia, but Brazil also has aspirations for cyber self-sufficiency, partially due to the mentioned NSA scandal. 

Regardless of the new cyber security strategy, cyber security legislations in Brazil are sporadic as a whole. The law 
concerning cybercrime was established in 2012. The law criminalizes, for instance, breaking into information systems, 
usability attacks, interrupting communications, and misuse of payment methods. The law has been deemed lacking and 
partially outdated, considering the diversity and future prospects of cybercrime. 

In Brazil, a privacy legislation has been under development simultaneously with the European GDPR. The Brazilian 
national privacy legislation (LGPD, Lei General de Proteção de Dados) came into effect in 2020. The structure and 
contents of LGPD roughly follows those of the European privacy legislation. Simultaneously with the law's coming into 
effect, the government of Brazil founded a national data protection authority that oversees the fulfilment of the 
legislation in practice.

The management of cybersecurity in Brazil is organised into two different sectors. The Institutional Security Cabinet 
(GSI, Gabinete de Segurança Institucional da Presidência da República) manages the civilian grade cybersecurity.  
Under GSI operates systems, such as CTIR, the Brazilian equivalent of the National Cyber Security Centre Finland, that 
maintains the national CERT office, and supports companies and organisations in their cybersecurity realisation and 
development. 

The Brazilian Ministry of Defence manages the military grade cybersecurity. The practical organisation has been 
delegated to a cyber division located in the General Staff of the Armed Forces of Brazil. Cyberwarfare was taken into 
account in the Brazilian security policy strategy in 2008. The cyber division of the General Staff of the Armed Forces 
manages and coordinates cyberwarfare as a whole, but additionally the air force and the navy have their own cyber units 
that account for the special features of their military branches. 

The cyberwarfare school founded in 2015, is in charge of the cyber training of the armed forces. The cyber division 
of the General Staff of the Armed Forces together with the cyberwarfare school organises annually the global Cyber 
Guardian cyberwarfare exercise. The next exercise will be held in October 2022. In addition to the national training and 
exercises, the Brazilian cyber forces regularly take part in numerous international cyber exercises, such as the annual 
Locked Shields organised by NATO.

The true test on the organisation of Brazilian cyber security is next autumn's elections, in which a new president is 
elected, along with the parliament representatives. In Brazil, studies have been made on the possibilities of electronic 
voting, but the upcoming elections are likely to be held using traditional methods. Cyber threats are always targeted on 
election systems, and therefore ensuring the integrity of their function and their usability is one of the most important 
goals in Brazil's cybersecurity this year. In addition, Brazil prepares to tackle potential inappropriate social media 
influencing that has been present in other countries before important elections. 

SOURCES:
https://carnegieendowment.org/2021/03/31/encryption-debate-in-brazil-2021-update-pub-84238
https://www.zdnet.com/article/brazil-debates-creation-of-national-strategy-to-tackle-cybercrime/
https://igarape.org.br/en/cybersecurity-in-brazil-an-analysis-of-the-national-strategy/
https://ciberseguranca.igarape.org.br/en/about/
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Vuoden 2022 ensimmäisen kvartaalikatsauksen aloittaa niin sanottujen digijättien kyberturvallisuuden 
analyysi. Globaalien digijättien FAMGA-ryhmittymä eli Facebook, Apple, Microsoft, Google ja 

Amazon, kehittävät palvelujensa kyber turvallisuutta aktiivisesti. Yhtiöt panostavat erityisesti pilvipalvelujen 
kyber turvallisuuteen sekä tietosuojaan. Pilvipalveluja käytetään entistä useammin myös kriittisen infra-
struktuurin järjestelmissä, joten niiden turvallisuudella on suora kytkentä myös kansalliseen 
kyberturvallisuuteen ja resilienssiin. Turvallisuutta rakennetaan paitsi yhtiöiden omilla resursseilla, myös 
entistä useammin kyberturvallisuuteen kohdennetuilla yritysostoilla.

IoT-laitteiden käyttö kasvaa voimakkaasti terveydenhuollon järjestelmissä. Yli puolet terveydenhuol-
lon IoT-laitteista sisältää vakavan haavoittuvuuden, joka pahimmillaan voi aiheuttaa potilasturvallisuuden 
vaarantumisen. Infuusiopumppu eli tiputuslaite on tällä hetkellä sairaaloiden yleisin IoT-laite. Sairaaloissa 
on paljon vanhoja IT-järjestelmiä, joiden avulla hallitaan myös IoT-laitteita. Järjestelmien ja IoT-laitteiden 
päivitykset sekä verkkojen segmentointi eivät ole kaikilta osin pysyneet kehityksen mukana.

Kyberrikollisuuden tärkein motiivi on taloudellisen hyödyn tavoittelu. Rikollisuudella hankittua rahaa 
on vaikea kuluttaa, jos sen alkuperää ei pystytä salaamaan. Kyberrikolliset joutuvat siis pesemään rahojaan. 
Rahanpesussa käytetään yleisesti niin sanottuja muuleja siirtelemään varoja tileiltä toisille rahojen alku-
perän peittämiseksi. Katsauksemme kolmannessa artikkelissa perehdytään rahamuulien toimintaan. Kuka 
tahansa voi joutua myös tietämättään rahamuuliksi, jos toiminnan tunnusmerkkejä ei osaa havaita ajoissa.

Kvartaalikatsauksen päättää perinteinen maa-analyysi, jossa kohteena on tällä kertaa Brasilia. Muiden 
BRICS-maiden tapaan myös Brasilialla on intressejä riippumattomuuteen amerikkalaisesta kyberteknolo-
giasta. Brasiliassa vahvistettiin vuonna 2020 maan ensimmäinen kyberstrategia, jonka avulla se pyrkii  
parantamaan kyberturvallisuuden tasoa sekä yksityisellä että julkisella sektorilla. Brasilian koetinkivi 
kyberturvallisuuden alueella ovat ensi syksyn yleisvaalit, joissa valitaan parlamentaaristen edustajien  
lisäksi maan presidentti.
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1. DIGIJÄTTIEN KYBERTURVA

A. Globaalien digijättien FAMGA-ryhmittymä eli Facebook, Apple, Microsoft, Google ja Amazon, kehittävät palvelujensa 
kyberturvallisuutta aktiivisesti. Henkilötietojen turvaaminen eli tietosuoja on nykyisten ja tulevien kehityshankkeiden 
tärkein ajava voima. Tällä hetkellä GDPR on voimakkain toimintaa ohjaava regulaatio. Tietosuojan merkitys tulee 
entisestään kasvamaan eri maiden kansallisten tietosuojalakien yleistyessä. 

B. Digijätit kasvattavat kyberturvallisuuden osaamista ja resursseja erityisesti sijoitusten kautta. FAMGA-yhtiöt ovat 
tehneet viimeisen viiden vuoden aikana noin 15 varsinaista yritysostoa. Sijoituksia lähinnä alkuvaiheen kyber-
yrityksiin on tehty noin kolmikertainen määrä samassa ajassa. Trendi jatkuu ja osin voimistuu kyberturvallisuuden 
erikoisosaamisen ja ammattitaitoisen työvoiman puutteen myötä. 

C. Pilvipalvelut ovat tietosuojan lisäksi tärkeä yhteinen nimittäjä kyberturvallisuuden kehityshankkeissa. Pilvipalvelujen 
osuus IT-palvelujen kokonaisuudesta kasvaa jatkuvasti. Palveluntarjoajan luotettavuus on tärkeimpiä pilvipalvelujen 
valintakriteereitä, mikä ajaa digijätit pitämään huolta pilven kyberturvasta.

EU:n yleinen tietosuoja-asetus eli GDPR teki hyvää IT-palvelujen kyberturvallisuudelle. Asetuksen käyttöönotto 
vuonna 2018 ja pari edeltävää vuotta olivat aikaa, jolloin kyberturvajohtajien oli helppo esitellä muhkeitakin 

kyberturvabudjetteja yritysten johtoryhmille. Sanktiot GDPR:n noudattamatta jättämisestä olivat mittavat ja 
liikevaihtoon sidottuna prosentuaalisena määritelmänä erityisen raskaita suurille kansainvälisille digijäteille. 

Kesällä 2019 Facebookille langetettiin Yhdysvalloissa maailman suurin sakko tietosuojamääräysten rikkomisesta, 5 
miljardia US dollaria. Sen jälkeen Facebook on kerännyt useita pienempiä sakkoja, joista merkittävin eli 650 miljoonaa 
dollaria tuli Facebookin kytkettyä palveluunsa kasvojen tunnistamisen teknologian. Facebook joutui luopumaan kasvo-
jen tunnistamisesta marraskuussa 2021. Vuoden 2021 lopulla Facebook käynnisti useita hankkeita palvelunsa tietosuojan 
parantamiseksi. Merkittävin näistä hankkeista, Facebook Singapore Accelerator, on noin 15 tietosuojaan erikoistuneen 
startup-yrityksen kanssa perustettu, tietosuojaa parantavia teknologioita tutkiva ja kehittävä keskus. 

Digijäteistä Apple on myös ottanut tietosuojan tosissaan. Apple näkee tietosuojan kilpailuetuna ja on kehittämässä 
useita uusia tietosuojaa parantavia ominaisuuksia laitteisiin ja palveluihin. Apple on asettanut sovelluskehittäjille uusia 
vaatimuksia henkilötietojen keräämiseen ja käsittelyyn, jotka tulee täyttää saadakseen sovelluksen App Storeen käyttäji-
en ladattavaksi. Sovelluskehittäjien tulee kuvata entistä tarkemmin kuinka sovellukset käsittelevät henkilötietoja ja  
lisäksi käyttäjille annetaan entistä paremmat mahdollisuudet hallita omia tietoja ja päättää niiden käytöstä sovellusten 
toimesta. 

Kaikki FAMGA-yhtiöt ovat tehneet viimeisen viiden vuoden aikana useita kymmenien tai satojen miljoonien  
dollareiden pääomasijoituksia pääasiassa alkuvaiheessa oleviin kyberturvallisuuden kasvuyrityksiin. Rahoitusta saaneet 
yritykset ovat tyypillisesti erikoistuneet johonkin kyberturvallisuuden kapeaan alueeseen, josta digijätti on kiinnostunut. 
Esimerkiksi Microsoftilta rahoitusta saanut Aqua Security kehittää työkaluja pilvipalvelusovellusten turvallisuuss-
kannauksiin ja haavoittuvuuksien etsintään. Google teki pääoma sijoituksen tunnetulle Security Scorecard -palvelulle, 
joka muodostaa kohdeyrityksestä riskiprofiilin sen kybernäkyvyyden perusteella.

Varsinaisia yritysostoja on tapahtunut viime vuosina vähemmän kuin pääomasijoituksia. Amazon osti kesällä 2021 
etäneuvottelusovelluksiin salausta ja muita turvaominaisuuksia kehittävän Wickrin. Google puolestaan hankki kyber-
turvakeskusten valvontaohjelmistoja valmistavan Siemplifyn. Microsoft hankki omistukseensa uhkatiedustelupalvelua 
tarjoavan RiskIQ:n sekä pilvipalvelujen käyttäjähallintaan erikoistuneen CloudKnoxin. Microsoft ennustaa käyttävänsä 
seuraavan viiden vuoden aikana 20 miljardia dollaria kyberturvallisuuden yritysostoihin ja pääomasijoituksiin.

Amazon, Google ja Microsoft ovat tuoneet pilvipalvelujen kyberturvallisuuden toimintansa keskiöön. Amazon  
luottaa vahvaan pilviosaamiseensa ja toteuttaa pilvipalvelujen turvallisuuden omilla tuotteillaan ja palveluillaan. Niiden 
lisäksi Amazon luottaa laajaan yhteistyöverkostoon eikä ole tehnyt samassa määrin yritysostoja ja pääomasijoituksia kuin 
esimerkiksi Google ja Microsoft. 
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Google puolestaan on kasvattanut pilvipalvelujen kyberosaamistaan yritysostojen ja pääomasijoitusten avulla. Joka 
viides Googlen kyberturvallisuuden pääomasijoituksista on kohdistunut pilviteknologiaan. Googlen tavoitteena on 
hankkimansa kyberturvakeskusten valvontaohjelmistoja valmistavan Siemplifyn avulla nostaa Google Cloud -palvelun 
kyberturvallisuus uudelle tasolle. Huomioitavaa on myös Googlen aikeet siirtyä kyberturvallisuuspalvelujen markkinoil-
le. Viime vuonna perustettu Cybersecurity Action Team on uusi aluevaltaus, jollaista ei digijäteiltä ole totuttu näke-
mään. Cybersecurity Action Team sisältää kyber turvallisuuden palvelukokonaisuuden strategisesta suunnittelusta ja 
koulutuksesta teknisiin asennus- ja ylläpitopalveluihin.

Microsoftin pilvipalvelujen kyberstrategia muodostuu tietenkin Azuren ympärille. Microsoft rakentaa Azuren  
ympärille kerroksittaista suojausta, joka koostuu autentikaation, salauksen ja palomuuritoimintojen kokonaisuudesta. 
Suurin osa pilvipalvelujen asiakkaista käyttää useampaa kuin yhtä pilvipalvelujen toimittajaa. Microsoft on ymmärtänyt 
tämän ja on paketoinut kyberturvallisuuden ratkaisunsa soveltuvaksi muidenkin toimittajien, erityisesti Amazonin  
pilviympäristön suojaukseen.

Digijättien kyberturvallisuuden suunnitelmat eivät sellaisenaan sisällä paljonkaan yllätyksiä. Kukin yhtiö keskittyy 
vahvuuksiensa suojaamiseen, jonka ohella on mahdollista myös kehittää uudenlaista liiketoimintaa. Positiivista kuiten-
kin on, että digijätit ovat ottaneet kyberturvallisuuden haasteen tosissaan. Erityisesti henkilötietojen suojaaminen pilvi-
palveluissa on ymmärretty tärkeäksi tehtäväksi, mikä on kuluttajan kannalta merkittävä asia. Pilvipalvelut ovat lisäksi 
tärkeä osa kriittistä infrastruktuuria, joten laadukkailla ja turvallisilla pilvipalveluilla on suora vaikutus myös kansalli-
seen kyberturvallisuuteen.

LÄHTEITÄ:
CBInsights. The Big Tech In Cybersecurity Report: How Facebook, Apple, Microsoft, Google, & Amazon Are Tackling Cyber Threats. 2021.
https://www.microsoft.com/en-us/security/business/microsoft-digital-defense-report
https://services.google.com/fh/files/misc/gcat_threathorizons_full_nov2021.pdf

2. TERVEYDENHUOLLON IOT-TURVALLISUUS

A. IoT-laitteiden käyttö kasvaa voimakkaasti ja terveydenhuolto on yksi IoT:n aktiivisimpia hyödyntäjiä. Yli puolet 
terveydenhuollon IoT-laitteista sisältää vakavan haavoittuvuuden, joka pahimmillaan voi aiheuttaa potilas-
turvallisuuden vaarantumisen. Infuusiopumput ovat haavoittuvista IoT-laitteista yleisimpiä.

B. Sairaaloissa on paljon vanhoja IT-järjestelmiä, joiden avulla hallitaan myös IoT-laitteita. Järjestelmien ja  
IoT-laitteiden päivitykset sekä verkkojen segmentointi eivät ole pysyneet kehityksen mukana. Segmentoinnin  
ja laitteiden koventamisen avulla voidaan korjata suurin osa IoT-laitteiden kyberturvapuutteista.

C. Terveydenhuoltoalaan kohdistuneet kyberhyökkäykset ovat viime vuonna aiheuttaneet globaalisti noin 20 miljardin 
dollarin vahingot. Hyökkäykset ovat kohdistuneet perinteiseen IT-ympäristöön esimerkiksi ransomware-ohjelmien 
avulla. Suoraan IoT-laitteisiin kohdistuvat hyökkäykset tulevat todennäköisesti lisääntymään lähitulevaisuudessa.

Terveydenhuoltoala on digitalisoitunut nopeasti ja koronaviruksen aiheuttama etäpalvelujen tarve on vauhdittanut 
digitalisaatiokehitystä. IoT-laitteiden käyttö on yleistynyt terveydenhuoltoalalla, ja näistä laitteista on tulossa 

merkittävä osa potilaiden hoitoa. Samaan aikaan perinteiset hoitovälineet ovat kehittyneet ja niiden uudet versiot ovat 
liitettävissä tietoverkkoihin. Vuonna 2019 terveydenhuollon maailmanlaajuiset IoT-markkinat olivat arvoltaan 60 
miljardia dollaria ja vuoteen 2027 mennessä terveydenhuollon IoT-markkinoiden odotetaan lähes viisinkertaistuvan  
290 miljardia dollariin.

Terveydenhuoltoala on kärsinyt viime vuosina lukuisista kyberhyökkäyksistä ja tietomurroista. Vuonna 2021  
ransomware-hyökkäykset aiheuttivat terveydenhuoltosektorille globaalisti noin 20 miljardin dollarin vahingot. Tähän 

asti kyberhyökkäykset on toteutettu kuitenkin perinteiseen IT-ympäristöön, eikä hyökkäyksissä ole hyödynnetty  
varsin avoimesti haavoittuvia IoT-laitteita. Tutkimusten mukaan käytössä olevista terveydenhuollon IoT-laitteista yli  
puolet sisältää vakavan haavoittuvuuden, mikä mahdollistaa niiden hyödyntämisen kyberhyökkäyksen kanavana tulevai-
suudessa.

Infuusiopumppu eli kansanomaisemmin tiputuslaite on tällä hetkellä yleisin sairaaloissa käytetty IoT-laite. Infuu-
siopumppuja on kasvavassa määrin liitetty tietoverkkoon, jotta lääkkeiden annostelu on mahdollista potilastietojärjestel-
mästä käsin. Viime vuosina on raportoitu lukuisia tapauksia, joissa infuusiopumpuista on löydetty vakavia haavoittu-
vuuksia. Nämä haavoittuvuudet ovat mahdollistaneet esimerkiksi infuusiopumpun toiminnan keskeyttämisen tai  
lääkeannosten määrän luvattoman muuttamisen. 

Infuusiopumppujen turvallisuuteen on viime vuosina kiinnitetty runsaasti huomiota. Jo vuonna 2018 amerikkalai-
nen standardisointiorganisaatio NIST julkaisi oman kyberturvallisuusoppaan langattomien infuusiopumppujen käyttöä 
varten. Infuusiopumput suojataan kuten mitkä tahansa verkkoon liitettävät päätelaitteet. Päätelaitteen koventamisen 
yhteydessä parannetaan laitteen turvallisuutta poistamalla tarpeettomat palvelut sekä vaihtamalla oletussalasanat ja  
sulkemalla kaikki muut paitsi välttämättömät tietoliikenneportit. Lisäksi päätelaitteeseen asennetaan virustorjunta- 
ohjelmisto, sovellustason palomuuri sekä tunkeutumisen estämiseen kykenevä ohjelmisto, mikäli laitteen käyttö-
järjestelmä mahdollistaa turvallisuusohjelmistojen asentamisen. 

Niin infuusiopumput kuin muutkin sairaaloissa käytetyt IoT-laitteet ovat kuitenkin vain pieni osa IT-arkkitehtuuria 
ja kyberturvallisuuden ekosysteemiä. IoT-laitteet muuttavat IT-arkkitehtuuria siten, että niiden myötä verkkoihin  
syntyy uusia käyttötarkoituksia palvelevia laitteita, jotka samalla tuovat uusia turvallisuusvaatimuksia tietoverkoille. 
IoT-laitteiden asentaminen olemassa olevaan arkkitehtuuriin tuleekin suunnitella ja toteuttaa huolellisesti.

Terveydenhuollon IoT-laitteet sisältävät usein esimerkiksi potilaiden henkilö- ja terveystietoja. Jos tällaisia laitteita 
tuodaan olemassa olevaan tietoverkkoon, tulee esimerkiksi verkon segmentointi arvioida uudelleen. On mahdollista, 
että uudet IoT-laitteet sisältävät korkeamman luottamuksellisuustason dataa kuin tietoverkko, johon laitteita ollaan 
asentamassa. Tällöin tulee tarpeelliseksi perustaa kriittisille IoT-laitteille oma verkkosegmentti ja erottaa se muusta 
IT-arkkitehtuurista palomuurilla. 

IoT-laitteita sisältävässä IT-arkkitehtuurissa verkon segmentointi tulee viedä huomattavasti tarkemmalle tasolle 
kuin tavanomaisessa IT-ympäristössä. Eri tarkoitukseen käytettävät IoT-laitteet tulee segmentoida lähtökohtaisesti 
omiin segmentteihinsä. Syynä normaalia tarkempaan segmentointiin ovat IoT-laitteiden erikoispiirteet sekä toiminnal-
lisuuden että kyberturvaominaisuuksien osalta. 

IoT-laitteiden käyttöjärjestelmien kirjo ja tietoliikenteeseen käytettyjen porttien valikoima on laaja. Lisäksi eri 
IoT-laitteisiin kohdistuu erilaisia haavoittuvuuksia, jolloin kaikkien IoT-laitteiden sijoittaminen yhteen verkko-
segmenttiin voi laajentaa uhkapinta-alaa liiaksi. Huolellisesti suunnitellun segmentoinnin avulla voidaan eräiden  
arvioiden mukaan poistaa jopa 90 % terveydenhuollon IoT-laitteisiin kohdistuvista kyberuhista, joten segmentointiin 
kannattaa panostaa.

Ultraäänilaitteet ja potilasmonitorit tulevat infuusiopumppujen jälkeen seuraavina haavoittuvimpien terveyden-
huollon IoT-laitteiden listalla. Nämä laitteet eivät kyberturvaominaisuuksiltaan juurikaan eroa infuusiopumpuista.  
Laitteissa on omat käyttöjärjestelmät ja avoimet tietoliikenneportit, jotka tulee huomioida kyberturvallisuuden suunnit-
telussa. Haavoittuvuudet ovat lisäksi laitekohtaisia. Laitteiden koventaminen tulee tehdä valmistajien ohjeiden mukai-
sesti ja päätelaitteen suojaamiseen tarkoitetut turvaohjelmistot tulee aktivoida. 

Vaikka varsinaiset IoT-laitteita vastaan suunnatut tai niitä hyödyntävät kyberhyökkäykset ovat olleet toistaiseksi  
vähissä, tarjoaa IoT-maailma hyökkääjälle tulevaisuudessa houkuttelevan toimintakanavan. IoT-laitteiden toiminnalla 
on suora yhteys potilaiden terveyteen, mikä asettaa laitteet potilasterveyden kannalta korkealle tasolle. On todennäköis-
tä, että terveydenhuoltoalaan kohdistuvissa kyberhyökkäyksissä käytetään tulevaisuudessa entistä enemmän hyväksi 
IoT-laitteiden haavoittuvuuksia.

LÄHTEITÄ:
Graham, C. (2020). Fear of the unknown with healthcare IoT devices: An exploratory study. Information Security Journal: A Global Perspective, 30:2, 

100-110.
https://www.nccoe.nist.gov/healthcare/securing-wireless-infusion-pumps 
https://www.fda.gov/consumers/consumer-updates/medical-device-cybersecurity-what-you-need-know
https://edition.cnn.com/2022/01/16/politics/florida-hospital-ransomware/index.html
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3. RAHAMUULIT KYBERRIKOLLISUUDESSA

1. Valtaosa rahamuulien välittämistä varoista on peräisin kyberrikollisuudesta. Eri lähteiden mukaan jopa 90 %  
rahamuulitoiminnasta palvelee kyberrikollisuudella hankittujen varojen rahanpesutoimintaa.

2. Rahamuulien toiminta on rahanpesun yksi muoto, jonka avulla pyritään muuttamaan rikollisesti hankitut varat 
näyttämään laillisilta. Rahanpesu on monimutkainen prosessi ja osa järjestäytyneen rikollisuuden ketjua, johon 
osallistuvat siihen erikoistuneet rikolliset. 

3. Rahamuuleiksi on perinteisesti rekrytoitu nuorehkoja aikuisia, jotka ovat osapäivätyön tarpeessa. Viime vuosina 
kuitenkin teinien sekä 40–60-vuotiaiden osuus rahamuulitoiminnassa on lisääntynyt. Myös yrityksiä käytetään 
rahamuuleina entistä useammin.

4. Rahamuulitoiminta voi olla tietoista tai tiedostamatonta. Henkilö voi siis tietämättään toimia rahamuulina, kun hänelle 
uskotellaan rahansiirtojen ja varojen olevan laillisia. Kaikkiin sellaisiin pyyntöihin, missä on tarvetta siirtää rahaa 
oman tilin kautta ja mistä yleensä saa hyvän korvauksen, pitää suhtautua varauksella ja ilmoittaa epäilyttävät 
tapaukset poliisille. 

Kyberrikolliset tavoittelevat toiminnallaan pääasiassa taloudellista hyötyä. Kyberrikolliset voivat ansaita rahaa monin 
eri tavoin. Tyypillisimpiä keinoja ovat ransomware-hyökkäysten lunnasrahat tai tietomurtojen avulla siepattujen 

luottamuksellisten tietojen myynti darkwebin markkinoilla. Kun rikollisen bitcoin-lompakossa tai käteissalkussa on 
varoja, ne täytyy saada näyttämään laillisilla keinoilla hankituilta. Tässä vaiheessa alkaa rahojen peseminen, joka voidaan 
tehdä monella eri tavalla.

Laajamittainen kyberrikollisuus on järjestäytynyt ammattimaisesti. Kyberrikollisuuden eri tehtäviin ja toiminta-
ketjuun erikoistuvat niitä parhaiten hallitsevat henkilöt. Kohteiden kartoittaminen ja tiedustelu voidaan tehdä osin 
kybermaailmassa, mutta myös osin tai kokonaan sen ulkopuolella, jolloin tiedustelu ei edellytä syvällisiä kybertaitoja. 
Varsinaisen kyberhyökkäyksen suunnittelevat ja toteuttavat teknisesti kyvykkäimmät rikollisorganisaation jäsenet.  
Rikoksella hankitun varallisuuden muuttaminen käyttö kelpoiseksi, siis rahan pesu, on yksi eniten työllistävistä tehtävistä 
kyberrikollisuuden ketjussa. Tämän tehtävän hoitavat järjestäytyneessä kyberrikollisuudessa muut henkilöt kuin varsi-
naiset kyberrikosten tekniset asiantuntijat.

Rahanpesu on prosessina kolmivaiheinen ja sisältää sijoitus-, harhautus- ja palautusvaiheet. Sijoitus vaiheessa (place-
ment) laiton raha yritetään saada lailliseen kiertoon rahoitusmarkkinoilla. Kiinnijäämisriski on suurin tässä vaiheessa, 
mutta jos varat saadaan onnistuneesti rahoitusjärjestelmään, on niitä sen jälkeen vaikeampi jäljittää. Harhautusvaiheessa 
(layering) omaisuus erotetaan laittomasta lähteestä esimerkiksi kierrättämällä varoja usean yrityksen taloushallinnon tai 
pankin kautta tai yksityishenkilöiden tilien kautta. Palautusvaiheessa (integration) rikollisella toiminnalla saadut rahat 
sekoitetaan niiden haltijan laillisiin varoihin esimerkiksi sijoittamalla rahat kiinteistöihin. Palautusvaiheeseen päässeiden 
varojen alkuperäistä lähdettä on vaikea enää jäljittää, joten rahanpesun jäljille tulisikin päästä ketjun mahdollisimman  
aikaisessa vaiheessa.

Rahamuulien toiminta kohdistuu rahanpesun prosessin kahteen ensimmäiseen vaiheeseen. Sijoitus vaiheessa rikollis-
ta rahaa talletetaan useiden rahamuulien tileille pienehköjä summia, jotta siirtyvät rahamäärät eivät herättäisi huomiota. 
Rahansiirto voi tapahtua normaalina tilisiirtona tai käteinen raha voidaan antaa rahamuulille, joka tallettaa käteisen 
omalle tililleen esimerkiksi käteisautomaatin avulla. Ensimmäisen talletuksen jälkeen rahoja voidaan kierrättää useiden 
muulitilien kautta, käyttää niitä muuhun tarkoitukseen kuten vaikka palkkojen maksuun ja maksaa tässä yhteydessä jopa 
lakisääteisiä veroja, jotta varojen alkuperää ei epäiltäisi. 

Rahamuulin palkkio rahojen siirtelystä on tyypillisesti muutama prosentti siirrettävästä rahasummasta. Rahamuulit 
voivat olla toiminnastaan tietoisia tai heidät on saatu tehtävään uskottelemalla rahansiirron tarkoitusperät lainmukaisiksi. 

Rahamuuleiksi yritetään tyypillisesti rekrytoida henkilöitä, jotka ovat työttömiä tai osa-aikatyön tarpeessa olevia henki-
löitä, esimerkiksi opiskelijoita. Rahamuulien ikähaitari on ollut pitkään 20–35 vuotta, mutta viime aikoina rahamuuleik-
si on värvätty myös jopa 12-vuotiaita lapsia ja lisäksi 40–60-vuotiaiden ikäryhmä on kasvanut jatkuvasti. Tärkein kritee-
ri rahamuulin valinnassa on pääsy omissa nimissä olevalle pankkitilille tai mielellään useille tileille, mitään erikoisosaa-
mista ei varsinaisesti tarvita. 

Suuri osa rahamuuleista toimii tietämättä varojen olevan rikollista alkuperää. Uhreja houkutellaan nopean ja helpon 
rahan avulla. Vain pari tilisiirtoa, ja rahamuuli voi pitää osan siirrettävistä rahoista itsellään. Rahansiirrolle esitetyt syyt 
voivat olla moninaiset. Rahalähetys voi olla menossa kehitysmaahan orpokodin rahoitukseen tai kriisialueen avustus-
järjestölle. Niin sanotut rakkaushuijaukset usein sisältävät myös rahamuulitoimintaa. Rikollinen lähestyy uhriaan usein 
sosiaalisen median tai deittisivustojen välityksellä. Komea ulkomaalainen merikapteeni voi saada ikäneidon tekemään 
rahansiirtoja puolestaan vedoten olinpaikkansa pankkijärjestelmän turvattomuuteen tai vanhapoika voi suostua siirtä-
mään nuoren leskirouvan varallisuutta maasta toiseen tämän sukulaisverkostolle

Rahamuulitoiminta on laitonta, vaikka sitä tekisi tietämättään. Rahamuuli toimii osana järjestäytyneen rikollisuuden 
ketjua ja toiminnasta voi aiheutua pitkäkin vankeusrangaistus. Kannattaa siis suhtautua epäillen kaikkiin ehdotuksiin, 
joissa tulisi käyttää omaa pankkitiliä varojen vastaanottoon ja edelleen siirtoon muille osapuolille, oli selitys varojen  
siirrolle mikä tahansa. Lisäksi rahaa voidaan pyytää siirtämään fyysisesti käteisenä paikasta toiseen tarkoituksen ollessa 
kuitenkin sama eli rikollisten varojen alkuperän häivyttäminen. 

Yhteydenotto ja pyyntö rahansiirtoon tulee usein sosiaalisen median tai sähköpostin kautta suoraan valikoidulle  
uhrille. Rahamuuleja värvätään myös työmarkkinoiden kautta. Tällöin usein luvataan helppoa, kotona tehtävää työtä, 
josta ansaitsee hyvin. Jos tällaisen työn sisältönä on varojen siirto, tulisi lailliseltakin näyttävä toiminta asettaa kyseen-
alaiseksi ja ilmoittaa epäilyttävät tapaukset poliisille. Hidastamalla rahamuulitoimintaa ja rahanpesua, on mahdollista 
vaikeuttaa myös kyberrikollisten menestymistä valitsemallaan rikollisella tiellä.

LÄHTEITÄ
https://www.cifas.org.uk/newsroom/middle-aged-mules
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/money-muling
https://www.ic3.gov/Media/Y2019/PSA191204
https://compliancealert.org/view-blog/56/
https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/money-mules
https://www.finanssiala.fi/aiheet/rahamuulit/#/

4. MAA-ANALYYSI – BRASILIA 
A. Brasilian kyberturvallisuuden kulmakivi on vuonna 2020 hyväksytty kyberturvallisuusstrategia. Strategia sisältää 

kymmenen kehitysaluetta, joiden avulla Brasilia pyrkii parantamaan kyberturvallisuutta vuoteen 2024 mennessä.

B. Brasilian ja Yhdysvaltojen kybersuhdetta rasittaa edelleen 2010-luvulla Edward Snowdenin paljastama vakoiluskan-
daali, jolloin NSA vakoili aktiivisesti Brasilian valtionjohtoa. Osin tästä syystä Brasilia pyrkii edistämään muiden 
BRICS-maiden tavoin riippumattomuutta amerikkalaisesta kyberteknologiasta. 

C. Brasilian koetinkivi kyberturvallisuuden järjestämisessä ovat ensi syksyn yleisvaalit, joissa valitaan parlamentaaristen 
edustajien lisäksi maan presidentti. Vaikka vaalit toteutetaan perinteisin menetelmin, nykyaikainen kyberympäristö 
mahdollistaa disinformaation tehokkaan levittämisen, millä voi olla vaikutusta vaalien lopputulokseen.

Brasilia on BKT:llä mitattuna maailman kahdeksanneksi suurin talous ja Etelä-Amerikan väkirikkain ja voimakkain 
valtio. Vaikka maa on kärsinyt taloudellisista ja poliittisista kriiseistä vuodesta 2014 lähtien, se on edistynyt 

merkittävästi kotimaisessa digitalisaatiokehityksessä ja sillä on ollut keskeinen, vaikkakin moniselitteinen rooli 
kansainvälisissä kyberavaruutta koskevissa neuvotteluissa. Brasilialla on maailman viidenneksi suurin Internetin 
käyttäjäkunta Kiinan, Intian, Yhdysvaltojen ja Indonesian jälkeen, ja se on johtava maa Etelä-Amerikassa ICT:n 
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käytössä. Internetiä käyttävien brasilialaisten osuus on kasvanut alle 3 prosentista vuonna 2000 yli 68 prosenttiin vuonna 
2019. 

Brasilia on suosittu kyberrikollisten kohdemaa. Brasilia on neljännellä sijalla Yhdysvaltojen, Saksan ja Englannin jälkeen 
eniten ransomware-hyökkäyksiä kokevana maana. Kyberrikollisuus on suunnattu erityisesti terveydenhuoltoalaa ja finanssi-
sektoria vastaan. Vuoden 2021 julkisuuteen tuli uusi kyberrikollisryhmä Lapsus$, joka sai haltuunsa 50 teratavun edestä  
Brasilian terveydenhuollon potilastietoja. Samassa yhteydessä Lapsus$ kaatoi sote-ministeriön koronapassipalvelimen,  
jolloin kansalaiset eivät päässeet käyttämään puhelinsovelluksen avulla koronapassejaan. Lapsus$-ryhmän epäillään olevan 
alkuperältään brasilialainen tai portugalilainen.

Brasilian ensimmäinen kyberturvallisuusstrategia hyväksyttiin vuonna 2020. Strategia hahmottelee kymmenen 
kyberresilienssiin liittyvää strategista toimenpidettä. Näihin kuuluvat esimerkiksi kansainvälisen yhteistyön laajentaminen  
ja kriittisen infrastruktuurin kybersuojan tehostaminen. Strategian mukaan Brasilia lisää kansainvälistä yhteistyötä kyber-
turvallisuuden alalla, osallistuu aktiivisesti yhteisiin kyberpuolustuksen harjoituksiin sekä laajentaa kyberturvallisuus-
yhteistyösopimuksia muiden maiden kanssa. Brasilia allekirjoitti kyberturvallisuuden yhteistyösopimuksen marraskuussa 
2021 myös Suomen kanssa.

Brasilian ja Yhdysvaltojen kybersuhdetta rasittaa edelleen 2010-luvulla Edward Snowdenin paljastama vakoiluskandaali. 
NSA vakoili muiden valtioiden tavoin myös Brasilian valtionjohtoa ja liike-elämää. BRICS-mailla, johon siis Brasiliakin 
kuuluu, on yleisesti ottaen jonkun asteisia tietoverkkojen suvereniteetti pyrkimyksiä ja halua vähentää riippuvuutta 
amerikkalaisesta kyberteknologiasta. Suvereniteetti pyrkimysten kärkipäässä ovat tietenkin Kiina ja Venäjä, mutta myös 
Brasilialla on pyrkimyksiä kyber omavaraisuuteen osin juuri mainitun NSA-skandaalin vuoksi. 

Uudesta kyberturvallisuustrategiasta huolimatta, kyberturvallisuuden lainsäädäntö on Brasiliassa kokonaisuudessaan  
hajanainen. Tietoverkkorikollisuutta käsittelevä laki on peräisin vuodelta 2012. Laki kriminalisoi esimerkiksi tunkeutumisen 
tietojärjestelmiin, käytettävyyshyökkäykset ja tietoliikenteen keskeyttämisen sekä maksuvälineisiin kohdistuvat väärin-
käytökset. Lakia on pidetty riittämättömänä ja osin vanhentuneena ottaen huomioon kyberrikollisuuden monimuotoisuu-
den ja tulevaisuudennäkymät. 

Brasiliassa on kehitetty tietosuojalainsäädäntöä rinnakkain eurooppalaisen GDPR:n kanssa. Brasilian kansallinen 
tietosuojalainsäädäntö (LGPD, Lei General de Proteção de Dados) tuli voimaan vuonna 2020. LGPD noudattelee 
rakenteeltaan ja sisällöltään eurooppalaista tietosuojalainsäädäntöä. Lain voimaantulon yhteydessä Brasilian hallitus  
perusti kansallisen tietosuojaviranomaisen, joka valvoo lainsäädännön toteutumista käytännössä.

Kyberturvallisuuden johtaminen on Brasiliassa organisoitu kahteen eri haaraan. Presidentin turvallisuus komitean  
(GSI, Gabinete de Segurança Institucional da Presidência da República) johtaa siviilipuolen kyberturvallisuutta. GSI:n 
alaisuudessa toimii esimerkiksi kotimaista Kyberturvallisuuskeskusta vastaava CTIR, joka ylläpitää kansallista CERT-
toimintoa ja tukee yrityksiä ja organisaatioita kyberturvallisuuden toteutuksessa ja kehittämisessä. 

Sotilaallista kyberturvallisuutta johtaa Brasilian puolustusministeriö. Käytännön organisointi on delegoitu Brasilian  
puolustusvoimien pääesikuntaan sijoitettuun kyberosastoon. Kybersodankäynti huomioitiin Brasilian turvallisuuspoliittises-
sa strategiassa vuonna 2008. Pääesikunnan kyberosasto johtaa ja koordinoi kybersodan käynnin kokonaisuutta, mutta sen  
lisäksi ilmavoimilla ja laivastolla on omia puolustushaarojen erikoispiirteet huomioivia kyberyksiköitä. 

Vuonna 2015 perustettu kybersodankäynnin koulu vastaa Brasilian puolustusvoiminen kyberkoulutuksesta. Pääesi-
kunnan kyberosasto järjestää kybersodankäynnin koulun kanssa vuosittain maanlaajuisen Cyber Guardian -kybersodan-
käynnin harjoituksen. Seuraava harjoitus järjestetään elokuussa 2022. Kansallisen koulutuksen ja harjoitusten lisäksi 
Brasilian kyberjoukot osallistuvat säännöllisesti useisiin kansainvälisiin kyberharjoituksiin, esimerkkinä Naton vuosittainen 
Locked Shields.

Brasilian koetinkivi kyberturvallisuuden järjestämisessä ovat ensi syksyn yleisvaalit, joissa valitaan parlamentaaristen 
edustajien lisäksi maan presidentti. Brasiliassa on tutkittu sähköisen äänestämisen mahdollisuuksia, mutta tulevat vaalit 
käydään todennäköisesti perinteisin menetelmin. Vaalijärjestelmiin kohdistuu aina myös kyberuhkia, joten järjestelmien 
toiminnan integriteetin ja käytettävyyden varmistaminen ovat Brasilian yksi vuoden tärkeimpiä kyberturvallisuuden 
tavoitteita. Lisäksi Brasilia valmistautuu puuttumaan mahdolliseen epäasialliseen somevaikuttamiseen, mikä on tuttua 
useista muista maista tärkeiden vaalien edellä. 

LÄHTEET:
https://carnegieendowment.org/2021/03/31/encryption-debate-in-brazil-2021-update-pub-84238
https://www.zdnet.com/article/brazil-debates-creation-of-national-strategy-to-tackle-cybercrime/
https://igarape.org.br/en/cybersecurity-in-brazil-an-analysis-of-the-national-strategy/
https://ciberseguranca.igarape.org.br/en/about/
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KEYNOTE SPEAKERS AND  
PROGRAMME RELEASED!

Eight keynote speakers among other top speakers  
are confirmed in Cyber Security Nordic, held at  
Helsinki Expo and Convention Centre 12–13 May 2022. 

The event will delve into all aspects of cyber security  
– from politics to economy, and from recent developments 
to the future of cyber security with the help of Toomas Ilves, 
politician, former president of Estonia, Samuel Linares, 
Global & Europe Industry Security Lead, Accenture,  
Kaja Ciglic, Senior Director, Microsoft and Menny Barzilay, 
Cyber Security Expert and Strategic Advisor, CEO of Cytactic. 

Buy your tickets and see the full program at  
cybersecuritynordic.com. 
Earlybird price €295+VAT Valid until May 1st.

12.–13.5.2022 
Helsinki Expo and Convention Centre


