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E d i t o r i a l 

In a small Finnish town called Nokia, there was a 
water crisis in 2007 when a valve was accidentally 
opened, allowing sewage water to mix with clean 

drinking water. It was wondered why such a connecting 
valve had even been built in the first place. This poor 
planning caused a crisis situation that affected the entire 
town.

The Internet was created to make our lives easier and 
improve general well-being, as well as to be at the 
forefront of digitalisation development. At the beginning, 
no one in the development work could have thought that 
this system would also have a valve through which 
“wastewater” could enter. Through the Internet and global 
digital networks, cybercrime has emerged, which is said to 

THE PROBLEM OF 
“CLEAN WATER” IN 
THE CYBER WORLD

be the world’s fastest growing business. The war of 
destruction raging in Ukraine has spread into a global 
cyberwar, mixing state and criminal actors. Technology 
giants collect data on each of us and profile our digital 
behavior.

This raises the question of how to fix the “clean water 
problem” of the Internet. It cannot be done by removing 
one valve, and shutting down the entire Internet is not an 
option either. A selection of means must be created to 
solve the problem or at least to reduce adverse effects.

A new cyber secure digital road map is needed. It 
cannot be created in global negotiation forums or through 
new services offered by digital giants. It can bes created 
either nationally or by a cyber security culture, which is 

// Aapo Cederberg

PROJECT CLEAN WATER

EMAIL
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 � Managing Director and 
Founder of Cyberwatch 
Finland

AAPO CEDERBERG

established on the initiative of every actor critical to 
society. There are a lot of options available. Digital skills 
and technologies as well as the possibilities of using 
artificial intelligence are growing rapidly, and more 
resources are being used to develop cyber security.

What is lacking is cyber leadership, that is, the ability 
to create a smart next-generation cyber culture that is 
proactive, more efficient and user-friendly. It goes 
without saying that one size does not fit all. Instead, each 
of us needs a personal digital wallet, which secures our 
digital independence and everyday needs for digital 
services. 

At the level of companies and organisations, the 
question is whether one wants to belong to a high-securi-
ty, medium-security or low-security category. Some 

require a higher level of security, while others can do with 
less. Strategic understanding of the situation and leader-
ship are needed to make the right decisions regarding 
what level one’s operating environment and business 
requires them to belong to. The necessary know-how and 
technologies already exist if one has the ability to make 
the right strategic choices.

For example, it now seems that companies and 
communities are losing the ability to reliably communi-
cate with their customers and stakeholders, as technology 
brings in both waste and clean water through the same 
channel. Each of us as the customer is confused when a 
bank’s real and malware-generated communications 
follow each other in the same message chain. 

Would now be the time to act? 
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CYBER AND 
MEDIATION

// Janne Taalas

The cyber space is increasingly relevant in conflict 
resolution and mediation work. From the perspec-
tive of mediation, conflicts in the cyber space are 

not standalone phenomena, but rather an extension of the 
“real life” conflicts driven by geopolitics, socioeconomic 
factors, and political grievances. The cyber space is used to 
mobilize support and resources as well as conduct attacks 
in more and more conflicts.
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The rise of the cyber dimension of conflicts gives a 
new spin to mediation, but does not mean a complete 
forgoing of traditional methods. The digital world is 
increasingly important in understanding the dynamics as 
well as designing process aimed towards conflict 
resolution. However, resolving cyber issues alone is not 
sufficient, and any sustainable peace would need to 
comprehensively address the underlying causes of the 
conflict. Digital issues need to be dealt with as a part of 
mediation efforts, not an independent element. 

The mediation field has been more active in embrac-
ing social media in their work. (See e.g. “UN Digital 
technologies and mediation in Armed Conflict”) there 
are increasing efforts to use social media data in analys-
ing conflict dynamics and even attempts to add clauses 
restricting the use of social media in peace treaties. 
There has been less attention on malicious cyber actions, 
like spying, hacking, sabotage and terrorism from 
mediators. 

I am proposing a three-pronged strategy to better 
address the malicious cyber actions as a part of media-
tion. First, there is a need to see their significance and 
recognize digital risks. The best place to start is the 
Cyber Hygiene and Digital Risk Management 

E-learning Platform for Mediators (https://mediation- 

digitalrisk.org/login) put together by the UN, CyberPeace 
Institute and CMI. 

The second element of the strategy is to bolster the 
norms and rules of the cyber space that have been 
evolving over the last ten years.  The UN processes have 
established norms of responsible state behaviour in cyber 
space. At the same time there has been several processes 
(e.g. Paris Call) that have aimed to clarify the rules for 
non-state actors, namely companies. Any mediation work 
should aim to strengthen these efforts to create more 
regulated and predictable behaviour and well as lend 
support to the nascent confidence building measures in 
the cyber space.

Thirdly, mediation should recognize the importance of 
transparency in dealing with cyber issues. Enhanced 
ability of attribution in the cyber space is increasingly a 
key enabler of mediation work. The threat of transparen-
cy constrains the capabilities of the malicious actors and 
contributes towards their deterrence. Transparency 
concerns also regarding unintended consequences of 
cyber operations have arisen. Previous cyber operations, 
like NotPetya and WannaCry, have had significant  
knock on effects and wreaked havoc among the general 

The cyber space differs from 
other domains where the 
conflict evolves through its 
relation to the actions of 
private actors; it is truly  
a multistakeholder operation. 
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population. Mediators should be vocal on the potential 
(catastrophic) damage instigated by parties of conflict 
resorting to malicious cyber operations.

These three elements of the strategy are not new for 
mediators who are used to dealing with highly conflictual 
situations and parties that are willing to use any methods 
possible to pursue their goals. Maybe the most novel part 
for them is the deepening cooperation with private 
companies. The cyber space differs from other domains 
where the conflict evolves through its relation to the 
actions of private actors; it is truly a multistakeholder 
operation. Therefore, mediators need to enhance their 
co-operation with companies active in cyber space. 

 � Dr. Janne Taalas, Chief Executive Officer at 
CMI- Martti Ahtisaari Peace Foundation

 � Janne has worked in cyber diplomacy since 
2019 and has served at the Ministry for Foreign 
Affairs of Finland for some twenty five years. 
During his career he has acted as the Special 
Envoy to the 2020 Afghanistan Conference, 
Ambassador of Finland to Italy, Malta and San 
Marino (2015 to 2019), Deputy Permanent 
representative in the Finnish Mission to the 
United Nations in New York (2010-2015) and 
Director of Policy Planning in Finnish Ministry 
for Foreign Affairs (2008-2010). Ambassador 
Taalas holds a Doctor of Philosophy in Politics 
from the University of Oxford (St Antony’s 
College) and degrees in Politics and Economics 
from University of Jyväskylä.

DR. JANNE TAALAS

Video interview:
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EU’S DIGITALIZATION AND 
CYBERSECURITY REFORM:  
A HALF-WAY APPROACH

// Eneken Tikk
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EU regulations in the field of digitalization and 
cybersecurity have received much attention, a share 
of criticism and a fair amount of praise. The 

General Data Protection Regulation has affected personal 
data protection standards and practices across the world. 
The Digital Services Act is believed to create a watershed 
moment in the history of Internet regulation.1 Without 
doubt, the EU is the most thorough regional normative 
actor, able to provide incentives for higher standards of 
cybersecurity across sectors and communities. When it 
comes to sustaining positive change and contesting for 
global normative leadership, however, the EU’s regulatory 
strategies must build on and interact with a broader value 
and interest base, including industry and non-liberal 
regimes. 

A SHIFT OF GEARS, NOT THE FINISH LINE

The EU is developing a promising regulatory formula to 
balance between its economic prosperity and the compre-
hensive security. After a period of heavily cybersecurity- 
focused regulation, the Digital Decade is devoted to trust 
and resilience, balancing digitalization and cyber security. 
Thematically, there is hardly any technology- 
related development that the EU has not touched upon 
– everything from open data to fintech to 5G to AI. 
Several of these topics have been subject to extensive 
debate and consultations, demonstrating that the EU’s 
normative processes indeed are designed to build wider 
consensus and coherence of regulation. For most of the 
EU’s regulatory developments since 2016, however, their 
deep and enduring effect is still to be achieved. (See 
illustration on page 11) For instance, in 2020, increased 
awareness and clearer rules were still the main effects 
listed in conjunction with the implementation of the 
GDPR.2 The achievement of NIS 2 framework inevitably 
points to deficiencies in the original NIS framework. 
Instruments that the public is currently hearing about – 
even the Cybersecurity Act, but also the Digital Markets 
Act and the Digital Services Act – are too new to deter-
mine whether and how they will deliver. 

ELEPHANTS IN BRUSSELS

There are significant questions unanswered in the current 
regulatory strategy. Notable in the regulation adopted 

since 2016 are strong enforcement levers and obligation 
load on the private sector. While the GDPR and NIS 
govern both public and private sector stakeholders and 
demand national-level strategic cybersecurity prepared-
ness, recent regulatory emphasis identifies the big tech as 
the main source of insecurity and lack of trust in digital 
markets and services. There are, however, several 
elephants in the room. Firstly, especially when it comes to 
foreign influence operations, online platforms are just a 
mirror image of the ever-tensioning international 
relations. Just as political differences give birth to state-
on- state cyber operations, they also manifest in and as 
information operations. Secondly, digital literacy that 
would correspond to the sophistication of advanced (and 
heavily ICT-dependent) information societies, is still 
scarce not just among populations but also governments. 
Alongside elites and experts invested in the issue, parlia-
ments, courts and many segments of population have little 
to no preparedness to adequately secure their own 
information environment. Thirdly, as eager as govern-
ments are to guide private cybersecurity obligations, they 
remain reluctant to curb their own operational space. 
Finally, not all regulatory initiatives have been inherent 
– the influence of the GDPR, for instance, on the US 
privacy regulation, would have been much more cumber-
some without the contribution of Max Schrems. Thus, the 
long-term sustainability and effects of the EU regulation 
in the field of digitalization and cybersecurity are not 
necessarily guaranteed. The foreign policy backdrop of the 
EU’s regulatory posture is essential in this context.

A HALF-POLE?

The EU is establishing itself as a pole in a multipolar 
international system. Despite declared independence, the 
EU and the US have been broadly aligned on two key 
international cyber diplomacy positions: that no new 
binding international obligations will be negotiated when 
it comes to cybersecurity and that no international 
dialogue will be held on information security. Conse-
quently, issues of foreign influence remain to be resolved 
at domestic level.

The 5G debate is a good illustration of how security 
policy can clash with market economy. The Schrems 
rulings further demonstrate how executive security 
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solutions can be resolved where the balance of power is 
restored by judicial authority. In this context, the annula-
tion of the Data Retention Directive in 2014 is still a valid 
reminder of the fallibility of the EU’s regulatory authori-
ties. While the checks and balances of the European 
governance model provide avenues for various stake-
holders to hold each other accountable, they also take time 
and occasion to materialize. 

In reaction to Russia’s invasion of Ukraine, the 
European Union seems to have acquired an independent 
strong voice in international affairs. However, the EU 
cyber diplomacy toolbox and diplomatic engagement 
demonstrate close alignment with the United States 
whenever cyber operations are concerned. Assuming 
that the not-so-subtle EU-US political alignment and  
the resulting compromises in both the Brussel’s and 
Washington’s approaches to digitalization and cyber-
security will work for the EU, it is still hard to see how the 
EU’s take on digitalization and cybersecurity can inspire 
other states. 

THE CHALLENGE AHEAD

Many questions addressed in the recent EU regulations 
are global issues – for some states equally acute, for others 
right around the corner, and for still others, in the distant 
future. At the world level, the demographic and develop-
mental imbalances, value transformations, shifting 
geostrategic and geoeconomics maps, combined with 
technological innovation and competition, will require 
major redesign of governance. It is hard to tell where 
cybersecurity and digital issues begin or end, or whether 
the issues of trusted online environment and secure ICT 
infrastructure can be separated from the overall hyper- 
turbulent and super-complex international relations. 

In a way, for the EU to be able to afford high digitali-
zation and cybersecurity standards for its own purposes 
requires developing an interface for engaging with other 

actors, especially industry and governments with other 
values and principles different from those of the EU. At 
the world level, internet penetration rate is just above 
62%, a very different reality of the generally like-minded 
liberal democracies 98%. There is no clear consensus as to 
whether wider digitalization is a uniformly shared goal for 
the international community and even if so, the world 
will face the same hesitations and fears about ICTs that 
the EU has acknowledged among its own constituencies. 

For an internationally sustainable information society, 
it is essential to have as many stakeholders as possible 
inside, not outside, of the solution. The EU’s cyber 
diplomacy, to be constructively polar, could build on 
Kelsen’s note that peaceful international relations are 
much more important than choices between democracy 
and autocracy, or capitalism and socialism.3

The EU faces several internal and external tensions 
that will determine how successful the latest regulatory 
reform in the technology and digital sector will be. 
Increased instability will keep manifesting in political risk 
that the industry and the civil society may not be able or 
willing to entirely absorb. Cyber issues are hardly just 
cyber issues, and a global security governance regime is 
still in the making, with the EU and US having opted for 
damage control more often than leading. In the meantime, 
not just technology but the society and international 
affairs overall become increasingly immeasurable, hard to 
reason and quantify. 

Against this reality, better and more far-reaching 
decisions require cognition, modeling and deliberation, 
something that, in turn, demands deep and thorough 
understanding of the interaction of political and economic, 
human and technical, visible and invisible factors. To 
require values from algorithms requires conditions where 
those values can be first demonstrated, observed and 
learned, both by machines and humans. The current 
approach, therefore, is half-way to the direction, at best. 

1 https://www.amnesty.org/en/latest/news/2022/04/european-union-digital-services-act-agreement-a-watershed-moment-for-internet-regulation/
2 https://ec.europa.eu/commission/presscorner/detail/en/qanda_20_1166
3   Kelsen, Peace through Law, 1944, page viii.
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 � Eneken is a member of the Cyberwatch Finland 
advisory board. She has advised governments and 
corporations on regulatory and policy developments 
related to digitalization and cybersecurity. Her recent 
work focuses on countering foreign influence, the 
emergence of global data protection regimes and the 
feasibility of strategic partnerships between 
government and digital industry.

DOCTOR OF LAW ENEKEN TIKK 

General Data Protection 
Regulation 2016

 � Details and strengthens personal data protection requirements 
 � Direct applicability and strict enforcement
 � Empowers data subjects against data controllers

NIS Directive 2016  � Requires national coordination and institutionalization of cybersecurity
 � Provides mandatory cybersecurity obligations on selected sectors critical to the economy 
and society and that rely heavily on ICTs

EU Cybersecurity Act
2019

 � a framework of cybersecurity certification of products, services and processes 
 � reinforced mandate of the EU Agency for Cybersecurity (ENISA)

The e-Privacy Regulation
*2023

 � Prevents interference with electronic communications between individuals
 � Governs the use of pseudonymized or anonymized data
 � Stricter rules on the use of cookies
 � No use electronic communications services for direct marketing purposes without prior 
consent

 � Direct applicability and strict enforcement
Digital Markets Act
2022

 � new competition regime for online platforms acting as gatekeepers in digital markets, with 
added requirements of transparency and interoperability and restrictions on the use of 
certain personal data

 � empowering individual and commercial users vis-à-vis large online platforms
Digital Services Act
2022

 � new liability regime for online intermediary services
 � increased accountability of online platforms regarding illegal and harmful content
 � new consumer protection rules in the online environment 
 � empowering other service providers vis-à-vis large online platforms

NIS 2 Directive
2022

 � more sectors critical to the economy and society to take cybersecurity risk management 
measures

 � additional cybersecurity requirements imposed on the companies
 � security of supply chains and supplier relationships
 � accountability of top management for non-compliance with the cybersecurity obligations
 � streamlined reporting obligations
 � more stringent supervisory measures for national authorities
 � stricter enforcement requirements

Open Data Directive
2019 and Data Governance 
Act 2022

 � re-use of public sector information for economic and societal benefits
 � added technical preparedness of the public sector for data sharing
 � facilitates the reuse of certain public sector data that cannot be made available as open 
data

 � additional neutrality and transparency obligations on data intermediaries 

Video interview:

DEVELOPMENTS IN THE EU GENERAL CYBERSECURITY REGULATION 
2016-2023 (A NON-EXHAUSTIVE LIST)

ILLUSTRATION: 
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According to macrohistorians, societal change is 
continuous but not a constant trend with deter-
mined direction. A societal epoch consists of 

wave-like cycles including phases of transitions, ups and 
downs; or in other words revolutions, reassembling and 
phases of increasing societal pressure. The last one can be 
seen as an alarming sign that indicates a major societal 
shift is about to begin. We as a society may just have 
passed that increasing societal pressure phase, and with 
the outbreak of the war in Ukraine, now entered the 
actual phase of societal revolution that eventually leads 
into a new epoch of world order at some point.

Predicting beforehand what kind the new epoch after 
the revolutionary phase is going to be is very difficult, as 
the new setup comes out from a chaotic turbulence where 
dozens of drivers collide. Yet we can know that once this 
revolutionary phase is over the system will stabilise again 
and start reassembling into the new world order –  
whatever kind that will be.

Another thing we know regarding the forthcoming 
epoch are the pieces that will be there. 

These will be, for example, the outcome of the current 
identity crises, social classes change, new economic 
thinking, part of life moving into virtual worlds such as 
metaverse, normalisation of virtual assets, currencies, 
crime webstores, remote education and work, intensifying 
cybercrime, cyberwarfare and surveillance of everything/
loss of privacy, industry 5.0, sustainable energy systems, 

CYBER-VIRTUAL DOMAIN 
GETS A BIGGER ROLE IN 
THE FORTHCOMING EPOCH 

OF WORLD ORDER
// Tuomo Kuosa

circular economy and material revolution, coping with 
climate change, coping with vast refugee and immigrant 
waves, more nature-like green cities, lots of more power-
ful new apps and services like big data-as-a-service, general 
automation of systems including part of the traffic system, 
the drone revolution, hybridisation of everything, and the 
rising power of China and Asia. Especially we can 
emphasise the rising importance of the digital, data, 
computation, AI, and cyber domains that are strongly 
interconnected. Their joint foundations are based on 
Moore´s Law, the World Wide Web, scientific method, 
exponentially increasing amount of researchers and 
developers, and cumulation and scalability of the digital 
products. 

Everything mentioned above suggests that the “oil” of 
the next epoch is “data” together with carbon free electricity. 
And if IT was the new layer on top of kinetic world, 
making it more efficient, the cyber-virtual domain is 
going to be the next layer that will be built on top of the 
IT domain. This cyber-virtual layer including virtual, 
augmented and mixed reality, will not only give a new 
boost to efficiency, but it also opens a new ecological 
niche for businesses, services, and entertainment that we 
cannot fully imagine yet.

There are also huge uncertainties with several issues 
that can divide the tides on a larger scale, such as: will 
globalisation continue and are we heading towards large 
federal states and global citizenship or towards nationalism, 
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separatism and protectionism; are the demands labelled 
under wokeism going to prevail; will democratic coun-
tries form an alliance that will triumph or will the 
autocracies set the new rules; will some of the developing 
countries rise; and are there going to be civil wars in 
Russia, USA or China. 

The sustainability of the global economy is also a huge 
uncertainty as the current trend of endless influx of 
money to the system together with low interest rates and 
huge national budget deficits cannot continue forever, 
unless new growth etc. emerges. This leads to the follow-
ing uncertainties: will the whole monetary system crash, 
are we learning to cope with perpetual bonds or are we 
forced to make a full economic reset? Other huge future 
uncertainties are also the following: how will climate 
change actually impact global food production and 
habitable areas; does the real production get disconnected 
from artificial assets; will the new epoch lead us to a more 
equal or unequal world; how far does AI develop and can 
we ever fully understand and mimic the human brain; can 
we really extend human life; does the forthcoming societal 
revolution cause a massive world war that destroys most 
of civilisation; will we legalise gene therapy and GMO and 
start to add technology willingly to our bodies? And 
finally, is the new epoch going to be an era of individual-
ism, freedom of choice and classical liberal values, or is it 
going to be an era of collectivism with binding dogmatic 
or authoritarian rules for individuals? 

To sum up, we know with quite high certainty that 
the future is at least going to be a combination of these 
strengthening pieces and the mentioned uncertainties 
turning out one way or another. And at the same time 
various recently or even currently important aspects 
will become obsolete and be left out from the next 
epoch. The forming societal revolution is a turmoil 
where just one strongly new direction of a large 
uncertainty can quickly affect many other pieces in a 
chain reaction, which leads to a unique setup from 
which the new world order starts to emerge.

As long as the basic foundations for science, techno-
logical development, market economy and societal 
stability survive through the years of turmoil we can 
expect to enter a society where the cyber-virtual domain 
has a vastly bigger role than what it has today. It 
becomes one of the key engines of the new economic 
growth, yet at the same time it changes many of the 
social things that matter to us today. Our life gets better 
in many ways. We become more powerful, prosperous, 
entertained, social, and interconnected but also more 
vulnerable, lonely, alienated, lost with privacy and 
insignificant for traditional working life. Fact and 
fiction get permanently mixed in most contexts, and the 
role and scale of cyber warfare, information warfare and 
cybercrime, in many of its new forms such as Bug 
Bounty, Synthetic Fraud, Crime Webstore, will reach 
new heights. 

DR. TUOMO KUOSA
 � Content Director of Futures Platform, Associate 
Professor (Docent) of Strategic Foresight at the 
Finnish National Defence University.

 � tuomo.kuosa@futuresplatform.com 

 � Kuosa, Tuomo (2022). “Epoch Change – The 
Revolution Ahead of Us”. Futures Platform 
Publications 1/2022.  
https://www.futuresplatform.com/publication/world-
epoch-change-revolution-ahead-of-us

CONTACT TO

READ MORE
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THE FUTURE STRATEGIC 
ENVIRONMENT

// Opinion by Stina Boyen Cederberg
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In early 2020, I wrote an essay on how I believed the 
future strategic environment would look by using 
Russia as a case study. Two years later, the geopolit-

ical situation was altered radically, when Russia initiated 
war in Ukraine. In this article, I have revised my ideas 
from 2020 according to the current development. By 
studying Russia’s ends, means and ways and by examining 
the technological dimension, I argue that the strategic 
environment of the future is complex and multidimen-
sional, and that warfare can be conducted within many 
dimensions simultaneously. In the article, I have kept a 
special focus on the cyber domain as activities within it 
have been plenty and sophisticated and indeed a tool for 
Russia in its quest for obtaining its strategic objectives. 

Strategic Environment is a comprehensive concept, 
which can be interpreted and characterised in many ways. 
Harry R. Yarger states that ‘the strategic environment is a 
composite of complex systems, linked vertically and 
horizontally’ and that it consists of both relationships, 
trends, issues, threats, opportunities, internal and external 
context, and interactions – all effecting the success of the 
state. Traditionally, the strategic environment includes 
warfare and the dimensions in which wars are fought in 
order for a state to survive. Battlespaces are, when using 
the NATO definition, both physical environments, such 
as maritime, land and air & space, and non-physical 
environments such as information, electromagnetic 
spectrum and cyberspace. What Christopher Coker also 
importantly addresses are the possible future introduction 
of artificial intelligence (AI) and robotics to the battle-
space within the technological dimension. This could 
potentially exclude the human element and could alter the 
original statement by e.g. Colin Gray who noted that the 
nature of war is permanent but its character is not. The 
dimensions within the strategic environment are numer-
ous and cannot all be discussed in this brief article. 

Russia has a history of wars and global and regional 
struggles, and its contemporary strategic and doctrinal 
objectives have framed its desires for becoming a great 
power yet again. This is evident in all important Russian 
strategies throughout the years of Vladimir Putin’s 
presidency in his quest for the status as a “great power 
with global influence” (“mirovaya derzhava”). In the pursuit 
of this, Russia has for more than a decade integrated cyber 
and information warfare in its strategies and doctrines to 
project and expand power. This has made Russia, as a 
state, and its sponsored proxy entities, capable of conduct-
ing offensive cyber activities against member states of 
NATO, the US and former Soviet republics such as 
Ukraine. The activities have been below the threshold of 

war until 24 February 2022 as part of a broader scope of 
geopolitical competition, influencing how other states 
perceive and respond to the Russian power projection.

Within its strategies and doctrines, Russia argues that 
the world is moving towards a multipolar world order, 
placing Russia in the centre of global politics alongside its 
primary adversary, the US. However, on one hand most 
Western policy-makers and academic observers do not yet 
consider Russia a great power on the same level as the US 
and China within the domains of diplomacy, information, 
economy and military. On the other hand, Russia is a 
highly capable cyber power and is able to conduct offen-
sive cyber operations that to some extent can alter the 
overall balance of (world?) power. Yet, the cyber realm is 
not the only domain of importance in the continuum of 
competition even though Russian offensive cyber opera-
tions have an effect on its adversaries; causing mistrust in 
governments, creating havoc by attacking critical infra-
structure, and exploiting grey zone conflicts in support of 
greater political objectives. Ukraine is the most current 
and illustrative example hereof. 

As Dr. Lamoreaux points out, one of the motivations 
for Russian grand strategy is to be recognised as a great 
power. In this article, “strategy” is the coordinated 
integration of ends, means, and ways. Thus, for a grand 
strategy, as of the Russians, it is the focus on national 
interest on the highest level where all the tools of the 
nation as a whole is put into action. 

ENDS

For Russia, the ‘ends’ can firstly be defined the goal of 
ensuring military, political, and economic security by 
influencing its former territories such as e.g. the Baltic 
States, Georgia and Ukraine (its “near abroad”). Second is 
the pursuit of keeping other great powers out of its region 
and to hinder them from having interests or conduct 
influencing campaigns within the Russian sphere. Third, 
driven by its distrust of both the US and NATO, Russian 
leadership has a clear objective to limit the dominance of 
the US on the international political scene. From a 
Russian perspective, the quest for the recognition as a 
great power, rests upon its geographic and geopolitical 
position. One must understand Russia’s history in order to 
understand its behaviour today, and culture and identity 
are some of the elements that have shaped Russia. Thus, 
by expanding its territory, attacks on the homeland could 
hereby be pre-empted. This is very evident when focusing 
on Russia’s “near-abroad” foreign policy par example and 
what we are witnessing at present with Russia’s war 
against Ukraine. 
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MEANS

The ‘means’ of the Russian grand strategy are many. 
Russia is exporting natural gas and oil, and has the world’s 
largest reserves of natural gas. Between 2000 and 2013, the 
Russian economy was fuelled following increasing oil 
prices and this led to a major military build-up. This is 
evident in the Western part of Russia and the Kaliningrad 
Oblast. To Lithuania, one of the “near abroad”-countries, 
this poses a serious security threat. This has particularly 
become evident with the recent diplomatic tensions 
between the two countries because of Lithuania’s blockade 
of goods to the Kaliningrad Oblast. 

Other means than military and hard power, are also 
part of the Russian toolbox; Paramilitary forces, the use of 
proxies, information and influence operations such as 
media and propaganda manipulation; and also economy 
and energy exploitation, are all part of a hybrid warfare. 
Russia has numerous times proven capable of conducting 
hybrid warfare where the intention and action leaves 
NATO and the EU uncertain of how to respond. An 
example of this is an incident in the midst of the Ukrainian 
crisis with Ukraine and the EU on one side, and separatists 
and Russia on the other. 

In 2013, Ukraine failed to integrate with the European 
Union (the EU) because of the Kremlin’s pressure on the 
Ukrainian president, leading to demonstrations in the 
Maidan Square in November 2013. By February 2014, the 
government had collapsed, and Russia promptly conducted 
a regime change operation in Crimea. However, the 
actions by subversive proxies that finally ended in the 
annexation of the peninsula did not contain cyber opera-
tions in spite of the emphasis on information warfare. 

To paraphrase from Freedman, NATO’s Secretary 
General reported that ‘Russia has used proxy soldiers 
[during the downing of a Malaysian Airlines aircraft in 
Ukraine in July 2014], unmarked Special Forces, intimida-
tion and propaganda, all to lay a thick fog of confusion; to 
obscure its true purpose in Ukraine; and to attempt 
deniability.’ The employing of cyber capabilities both prior 
to and during the present war in Ukraine, illustrates how 
Russia approaches national security issues in a broader 
context. However, as several scholars have noticed, the 
Russian emphasis on this kind of warfare can be character-
ised as a relative weakness, as Russia identifies its lack of 
power in symmetric competition within the economy or 
the military domain. Russian information warfare includ-
ing its cyber strategies, is designed and employed to 
compensate for declining power.

Russia’s focus on the technological development can be 
understood on the background of its 2016 Information 

Security Doctrine (ISD), which emphasises the role of the 
military and the technological level of its forces. It states 
that Russia will be “upgrading the information security 
system of the Armed Forces of the Russian Federation, 
other troops, military formations and bodies, including 
forces and means of information confrontation”. 

Thus, there is a focus on the technological develop-
ment to create military advantages. The constant develop-
ment of technology is useful to Russia in order to have 
cyber capabilities that can be employed against its adver-
saries. This can, for instance, be seen in a constant search 
for zero-day vulnerabilities. The examples discussed above 
demonstrates that Ukraine has been a victim or test bed 
for developing offensive cyber capabilities for nearly a 
decade. Russia’s persistent presence in Ukraine’s systems 
is an example of how technology creates opportunities in 
an offensive context e.g. by getting access to systems and 
networks. In the case of Ukraine, this is enabling a 
continuous support for military objectives. 

WAYS

This leads to the final part of the Russian Grand Strategy, 
the ‘ways’. This is defined by what Robert Person notes as 
‘asymmetric balancing’. By this, Russia is able to counter-
balance against its adversaries by conducting actions that 
are below an actual military or violent action. This makes 
it difficult to counter because of the ambiguity that rests 
within such actions. The cyberattack in Estonia in 2007 
backs Person’s approach. Russia denied being responsible 
for the action but the attack leaves almost no doubt, that 
Russia was responsible, although bulletproof evidence was 
not available. The cyberattack can be seen as an example 
of what Christopher Coker refers to as a ‘cool war’ where 
Russia tried to sabotage the economy of Estonia by a 
selective attack, and by doing so prevent a full-blown war 
which Russia would not be able to afford. Arguably, 
Russia conducted in this case a cool war as Coker defines 
it; no lives were lost, no violence was used, and only the 
Estonian government’s economic ability was targeted. 

By cutting the energy supply to Ukraine during the 
crisis in 2014, Russia could by non-violent means coerce 
Ukraine and at the same time refrain from triggering a 
military response from NATO by not employing military 
forces directly in the Ukraine at that time. Hence, the 
employment of non-violent (energy supply cut, cyberat-
tacks) and violent (military support to the separatists and 
armed forces at the border) actions enabled Russia to 
achieve at least one objective: by establishing and fuelling 
a crisis in Ukraine, Ukraine was denied membership of 
NATO. 
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Russia had prevented NATO from coming one step 
closer to its borders for the time being. However, in the 
light of the current war in Ukraine, it is obvious that 
Russia has not succeeded with its overall goal, as Ukraine 
has been able to apply for EU membership. Furthermore, 
and on a broader perspective, Russia’s aggressive war 
against Ukraine has led to the Swedish and Finnish 
application for NATO membership. Russia likely did not 
anticipate that course of action from the two Nordic 
countries and consequently threatened with unspecified 
retaliatory actions. 

What is essential here is, as Daniel Flynn notes it, that 
Russia is (1) adopting coercive strategies employing both 
military and non-military means, and (2) that Russia 
continues to evolve its strategies to fit into the ev-
er-changing strategic environment. An example is how 
Russia is using its nuclear arsenal as a strategic deterrent 
to prevent other powers or NATO to directly interfere in 
any conflict in which Russia is involved. This increases 
the risk of misinterpretation of intentions, which can lead 
to miscalculation, and unintended escalation of a crisis. It 
also enhances the complexity of the future strategic 
environment. The battlespace that is evolving becomes 
increasingly uncertain and unlimited when Russia uses its 
various means unrestrictedly, and closely coordinated by a 
grand strategy in time, space and scope. In addition, in the 
case of Ukraine, Putin is determined to prosecute his war, 
which indeed is complex. 

TECHNOLOGY
Cyber capabilities are powerful tools because of deniabili-
ty, the possible power projection and the non-violent 
character. Russia is very capable of integrating this 
dimension in its toolbox of power. With its NotPetya 
cyberattack on the Ukrainian administration in June 2017 
(attributed to Russia), the Ukrainian financial system was 
crippled profoundly. In doing this, Russia expresses an 
understanding of the complex battlefield and strategic 
environment of how different dimensions interplay. It 
shrewdly combines all the different battlefields, kinetic as 
well as non-kinetic. The globalisation that was a result of 
the technological development (the internet in particular), 
allowed Russia to adapt its old (dis)information strategy 
used by the Soviet Union to new and almost unlimited 
operations of propaganda and increased the effectiveness. 
The Russian media concept by which they conduct 
information and influence operations is very contempo-
rary and thoroughly aligned with the technological 
development. 

Even if cyberspace activities might be predominant in 
the future, Thomas Rid argues that ‘cyber war will not 
take place.’ He bases the argument on Carl von Clause-
witz’ notion that ‘war is an act of force to compel the 
enemy to do our will.’ General Liang and General Xiang-
sui also underpin Rid’s argument by stating that war can 
be won by ‘using all means, including armed force or 
non-armed force, military and non-military, and lethal 

Cyber capabilities are powerful 
tools because of deniability, 
the possible power projection 
and the non-violent character. 
Russia is very capable of 
integrating this dimension in 
its toolbox of power. 
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and non-lethal means to compel the enemy to accept one’s 
interest.’ By this statement, the integration of all possible 
dimensions available, a state (or non-state actor for that 
matter) will be more equipped to exit an eventual war as 
the victor. 

It resembles what Frank Hoffman defines as hybrid 
warfare, and Coker as non-linear warfare and the argu-
ment is that warfare cannot be fought in one dimension 
only. However, Rid’s assertion must be challenged, as the 
character of cyberspace activities have evolved since 2012. 
Coker points to what he names ‘code war’ (warfare 
entirely in the digital space by malicious hacking etc.) as a 
new type of warfare that can alter the very concept of war. 
Coker actually refers to Sun Tzu’s concept of winning a 
war without even having fought, an ancient yet relevant 
proposition if technological advancements can actually 
lead to a wider discussion of warfare and victory. 

Another element to back this is how the Western 
world in particular has experienced a major shift in 
societal cognition. Loss of thousands of human lives in a 
bloody war is no longer accepted by (Western) societies 
without a very clear objective outlined and this must drive 
the technological development as well. If a cyberattack 
was to cripple an adversary utterly and completely, as in a 
full-scale code war, leaving the state without the ability to 
strike back, I argue that actions only within cyberspace 
could qualify as an action of warfare. What may be 
necessary is a redefinition of warfare and victory. This 

would influence the outlining of a strategy designed to 
counter a code war.

In my opinion, cyberwar resembles conventional war 
in the manner that there is an attacker and a defender that 
are engaging in activities to make the other party loose 
incentive and advancement. In cyberspace, this is obtained 
by either disrupting, destroying or denying the use of gov-
ernment and military networks. If critical national 
infrastructure is targeted, this may even indirectly cause 
human casualties. The cyber domain is inherently 
different from the physical, which is the reason why the 
concept of cyberwar has other characteristics than original 
definition of war which is violent and deadly. NATO, par 
example, has not integrated cyberwar as a doctrinal term. 
This gives NATO the opportunity to interpret each cyber-
attack against member states in the appropriate context 
while not being forced to activate article V as a conven-
tional attack would do.  

In the case of Ukraine, several academics argue that we 
are in fact witnessing a cyberwar conducted alongside the 
kinetic and war in the physical domain. In cyberspace, 
Ukraine, in cooperation with allies, has been defending 
critical infrastructure against Russian attacks which have 
had the objective to either disrupt, destroy or deny 
Ukrainian systems to work and to affect the coherency of 
the government apparatus. Analysis by e.g. Microsoft has 
foremost presented that the defences have been robust, 
resistant and to a large degree successful. Another notion 

Russia views the battlefield 
as fragmented, and it 
focuses on an active defence 
that relies on military 
technology, information and 
other operations such as 
nuclear deterrence.

1 8  |  C Y B E R W A T C H  F I N L A N D



following this is that the cyber domain and cyberspace 
activities are not at the very front of the physical battle-
field but that they instead are a part of a new front in 
modern warfare. If the attacker is successful, the domain 
could play a very important role in the overall quest for 
the actual war or conflict. Up until now, the Ukrainian 
cyber defence has proven highly valuable in order to 
maintain functioning governmental and military capabili-
ties to counter the Russian acts of war. 

The offensive cyber operations conducted by Russia 
have in some instances been successful at creating 
disruption, damage etc. However, the level of sophistica-
tion has not been consistent. This is not to say that the 
(Russian) actor is less sophisticated. This instead contrib-
utes to the notion that high-level cyberattacks are possibly 
spared for cyberattacks with a greater strategic scope. The 
operational scope has proven to be rather low in the 
cyberattacks mentioned above, as Ukrainian cyber defence 
enabled the system owners to recover quickly. Both in the 
2015 and 2016 power grid attacks, the power stations 
were restored within hours. The NotPetya attack is 
illustrative of collateral and unintended consequences 
because the effects of the attack were visible on a global 
level. 

Likewise, Ukraine cyber defences have been adjusted 
and refined during the years, and cyber security personnel 
have subsequently been able to quickly restore or redirect 
data to other systems, hereby expressing resilience. A 
strong cyber defence proved to be of utter importance to 
withstand the attack rate in cyberspace. These are lessons 
that both Sweden and Finland, and nations that are 
contributing to Ukraine’s defence forces, inarguably have 
identified and action has been taken by contributing 
nations in preparations for possible Russian retaliatory 
cyberattacks following the NATO applications this spring. 

Other examples of technological capabilities such as 
the satellite connection provided by Elon Musk and the 
Turkish Bayraktar TB2 drones have proven to have some 
effect in the current war in Ukraine. As observed, internet 
connection has turned out to be of extreme importance 
for both Russia and Ukraine. For Russia’s military 
leadership and commanders, their dependency on the 
internet in regards to Command & Control (C2) of their 
forces was substantial. Conversely, Ukraine could exploit 
the functioning internet connection, largely facilitated by 
Starlink, and their strategic communications plan and 
information campaigns was executed rather successfully. 
Linked to this, the possibility of triangulating the exact 
positions of Russian military commanders when they 
were using their cell phones on the battlefield gave 

Ukrainian forces the necessary data to conduct e.g. 
attacks with the Bayraktar TB2 drones against several 
Russian generals and thereby taking out some of the 
most central parts of the Russian command structure. 

The Turkish drones have also provided Ukrainian 
defence forces with impressive victories on the battle-
field – and without the loss of Ukrainian lives in the 
process. Most recent intelligence also underpins the role 
that drones play, as the US intelligence has revealed that 
Iran will provide weapons-capable drones to Russia. 

Russia’s war on Ukraine is illustrating how techno-
logical capabilities and possibilities are developing 
rapidly, as both new weapon systems continuously 
appears on the battlefield and cyber defence remains 
activated. Russia’s development of advanced precision 
strike weapons, AI and the Russian understanding of 
information confrontation is also part of the list of 
technological trends that support Russia’s overall 
strategic objectives. However, those trends will not be 
dealt with here due to limitation reasons. 

CONCLUDING REMARKS

Russia views the battlefield as fragmented, and it 
focuses on an active defence that relies on military 
technology, information and other operations such as 
nuclear deterrence. Russia acknowledges the fact that it 
is the military inferior party against a technological 
superior adversary such as NATO. Russia seeks there-
fore to integrate non-military actors, conventional and 
nuclear means to address this set-back. This is also 
evident in the current situation in Ukraine. NATO has 
just recently declared Russia as its primary adversary 
and understanding how their strategic environment is 
shaped in order to be able to counter any threat proper-
ly and timely, non-kinetic as kinetic, has become an 
urgent need. 

It is in my opinion vital to understand that the 
future battlefield is unlimited and actually rather 
unrestricted. The strategic future environment consists 
of multiple dimensions ranging from kinetic means 
such as military to non-kinetic means such as informa-
tion and influence operations, cyberattacks etc. Further-
more, information technology is in particular a dimen-
sion that can shape and alter the environment, and 
dimensions can overlap and interact according to a 
specific strategy. This demands a great deal of both the 
political leaders and the military commanders and their 
staff at both the strategic and the joint operational level 
in how they understand the environment, and how they 
direct, plan and execute any missions well. 
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CYBER WARFARE – THE GAME 
CHANGER IN THE BATTLESPACE

A  r e c e n t  d e v e l o p m e n t  i n  w a r f a r e  h a s  b e e n  t h e  i n t e g r a t i o n  o f 
E l e c t r o n i c  W a r f a r e  ( E W ) ,  I n f o r m a t i o n  W a r f a r e  ( I W )  a n d  C y b e r  W a r f a r e 

( C W )  s y s t e m s  d e s i g n e d  t o  g e n e r a t e  n o n - k i n e t i c  e f f e c t s  i n  b a t t l e 
s p a c e  t o g e t h e r  w i t h  t h e  t r a d i t i o n a l  u s e  o f  k i n e t i c  w e a p o n s .  T h e s e 
n e w  c a p a c i t i e s  o f  a r m e d  f o r c e s  c r e a t e  n e w  p o s s i b i l i t i e s  t o  a c h i e v e 
t h e  g o a l s  o f  w a r .  T h e s e  a d v a n c e d  a n d  n e w  c a p a b i l i t i e s  f o r m  a  w h o l e 

n e w  n o n - k i n e t i c  e n v i r o n m e n t  i n  w h i c h  t h e y  h a v e  b e c o m e  a  g a m e  c h a n g e r 
i n  b a t t l e  s p a c e .  T h i s  a r t i c l e  f o c u s e s  o n  d e s c r i b i n g  c y b e r  w a r f a r e 

a n d  t h e  f i r s t  e x p e r i e n c e s  o f  t h e  w a r  i n  U k r a i n e .
// Martti Lehto
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1. Introduction 
In the traditional warfare model, nation states fight each 
other for reasons as varied as the full array of their 
national interests. Military operations in traditional 
warfare normally focus on an adversary’s armed forces to 
ultimately influence the adversary’s government.

The difference between traditional kinetic warfare and 
cyber warfare is that kinetic warfare exists only in the 
physical world whereas cyber warfare exists in both a 
physical world and a cyber one. Conventional military 
operations have generally been a mandate of legitimate 
state military organizations. The vast interconnectivity 
and interdependence of cyber infrastructure provide a 
wide range of both independent and state-sponsored 
cyber criminals with almost the same opportunities to 
execute malicious attacks in the cyber world. Today, 
governments and states use cyber criminals as proxies in 
military cyber missions.

It was discovered in the early 1990s that information 
infrastructures are vulnerable to attacks. At that time, 
information infrastructure in particular was the focal 
point, and this in turn depends on other infrastructures 
such as electrical power and other forms of energy.

Arquilla and Ronfeldt published in 1993 in an article 
titled “Cyberwar is Coming!” where they described Netwar 
and Cyberwar. They explained that Netwar refers to 

information-related conflict on a grand level between 
nations or societies. It refers to the process of trying to 
disrupt, damage or modify what a target population 
“knows” or thinks it knows about itself and the world 
around it. On the other hand, Cyberwar refers to the 
conducting, and preparations to conduct military 
operations according to information-related principles. 
In their definition, Netwar can also be considered as 
Information Warfare.

Martin Libicki published an essay titled "What is 
information Warfare?" in the National Defence 
University in August 1995. His taxonomy included 
seven forms of Information Warfare. According to his 
classification, IW is the top form that includes Elec-
tronic Warfare and Cyber Warfare among others.

The term cyberspace was not officially designated 
by the Department of Defense (DoD) as a warfighting 
domain until 2006. Prior to 2006, the term cyberspace 
was perhaps understood as a commercial realm in 
which the military sent and received data packets but 
had no real need to do more than to worry about the 
DoD's own networks. The USA has been a forerunner 
in the development of cyber warfare capability. Other 
Western countries have since been making progress as 
well.

2 Cyberspace

The Internet forms the basic structure of cyberspace.  
Still, there is no widely accepted definition of cyberspace. 
Cyberspace is a man-made environment and is therefore 
unlike the natural domains of air, land, maritime, and 
space. Hence, cyberspace is a military medium subject to  
the tenets of warfare that exist in the other physical media. 
Cyberspace is its own medium with its own rules. Cyber-
space has its own unique characteristics in that it is not 
spatially distinct from the other domains, but rather it 
pervades all the other domains. 

Some definitions divide it into constituent parts or 
different levels. Some focus more on information flows or 
processes from a holistic point of view. Yet, others concen-
trate more on the administrational, governmental, and legal 
side of this new, artificial, and continuously changing space.

In the US military context, cyberspace is “A global 
domain within the information environment consisting of 

an interdependent network of information technology 
infrastructures, including the Internet, telecommunica-
tions networks, computer systems, and embedded 
processors and controllers”.

Cyberspace is one of NATO’s five operational 
domains. It was recognized as such in 2016 as the fourth 
domain after land, sea, and air. Space was then added to 
the list in 2019.

So, cyberspace is one of the military domains. It 
requires continuous attention from people to persist and 
encompass the features of specificity, global scope, and 
emphasis on the electromagnetic spectrum. Cyberspace 
nodes physically reside in all domains. Activities in 
cyberspace can enable the freedom of action for activi-
ties in the other domains, and activities in the other 
domains can create an impact in and through cyber-
space.
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3. Cyber Warfare (War in bits and bytes)

system control and management programs and features 
which facilitate interaction between the devices connected 
to the network. The semantic layer is the heart of the 
entire network. It contains the information and datasets in 
the armed forces data warehouses and computer terminals, 
different large-scale information systems, as well as 
different user-administered functions. The service layer 
contains all the IT-based digital military services for users 
in the network. The cognitive layer provides the 
decision makers and warfighters with an informa-
tion-awareness environment i.e., a world in which 
information is being interpreted and where one’s contex-
tual understanding of information is created. The cogni-
tive layer can be seen as the mental layer from a larger 
perspective; it includes the user’s cognitive and emotional 
awareness.

Cyber Warfare involves non-kinetic attacks on informa-
tion data and its collection process aimed at damaging, 
disrupting, or destroying decision-making processes. It is 
both offensive and defensive, ranging from methods that 
prohibit the enemy from exploiting information to 
corresponding measures to guarantee the availability, 
reliability, and interoperability of friendly information 
assets. Thus, CW encompasses the use of all digital system 
"tools" available to paralyze or even destroy the enemy’s 
ICT-technology based systems while keeping one’s own 
systems operational. Cyber warfare is an outcome of 
information age components like satellites, electronic 
mailing system, internet, computers, and micro-chips.

Where does one draw the line between cyber warfare 
and traditional warfare? Definitions matter when imple-
menting policy, and in developing CW a variety of factors 
must be considered. In essence, this question focuses on 
the role of information technology as an enabler of 
warfare and therefore, as a viable target from both attack 
and defense viewpoints. Cyber warfare will have kinetic 
effects, meaning it will cause real, direct and indirect 
damage to physical infrastructure.

Cyber warfare involves the actions by a nation state or 
international organization to attack and attempt to 
damage another nation's computers or information 
networks through, for example, computer viruses or 
denial-of-service attacks. Cyber warfare refers to a 
country’s use of digital attacks such as computer viruses 
and hacking to disrupt the vital computer systems of 
another, with the aim of causing damage, death, and 
destruction.

The effects of cyber-attack may be categorized as 
either desired or undesired, as well as direct and indirect. 
These include but are not limited to securing, isolation, 
containment, neutralization, recovery, manipulation, 
exfiltration, degradation, disruption, or destruction. In the 
effects-based cyber operations, digital systems can be 
targets that are either concrete (physical) or abstract 
(mental).

Martin C. Libicki’s structure for the cyber world uses  
a four-layer cyber world model: physical, syntactic, 
semantic, and cognitive. Using Libicki’s structure and 
adding service as a fifth layer, we have a five-layer cyber 
world model: physical, syntactic, semantic, service, and 
cognitive.

The physical layer contains the physical elements of 
the military communication and information network. 
The syntactic layer is composed of various military 

Cognitive layer
 � Decision makers and warfighters information-
awareness environment

 � Contextual understanding of information 

Service layer
 � The digital services for Army, Navy, Air 
ja Space Force and Cyber Force  

 � The Common core services

Semantic layer
 � Information and datasets in the Armed Forces in 
the data warehouses, and computer terminals, 

 � Different large-scale information systems, as well 
as different user-administered functions

Syntactic layer
 � Military system control and management 
programs and features 

 � Protocols and software: send, receive, store, 
format, and present data

Physical layer
 � Physical military communication and information 
networks, cellular technologies

 � Network devices, switches and routers, fiber-
optic cables
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The enemy should be considered a complex system 
during execution of effects-based cyber operations. 
This means that the attacker can exploit different 
cyberspace attack vectors to impact the target. Target 
analysis involves the systematic discovery of enemy 
system components and especially the vulnerabilities of 
systems. Systematically and consistently planned and 
executed effects-based cyber operations have the poten-
tial to create a strategic impact on a national/state level. 
In practice, the target is the civilian and military 
physical cyber-infrastructure, so the destruction or 
disruption will cause collateral damage to the whole 
society, which in many cases is the intention of the 
attacker.

Cyber infrastructures can be used by cyber criminals 
with almost the same possibilities to execute malicious 
attacks in the cyber domain, which can help military 
operations. For example, Russia's cyber group known as 
Sandworm Team, often implements cyber operations as a 
proxy for GRU (foreign military intelligence agency of the 
General Staff of the Armed Forces of the Russian Federa-
tion). Sandworm attacked Ukraine’s energy facility in 
February 2022. Attackers succeeded in planting a new 
version of the Industroyer malware to disrupt ICS 
infrastructure at different levels. The cyber-attack was 
detected and prevented by the Ukrainian team.

The Armed Forces of the Russian Federation define 
information warfare as “confrontation in the information 
space with the goal of causing damage to critical informa-
tion systems, undermining political, economic, and social 
systems, psychologically manipulating the public to 
destabilize the state and coerce the state to make decisions 
to benefit the adversary party”, according to public 
Defense Ministry documents.

Russia launched its war on Ukraine on 24 February 
2022, but Russian cyber-attacks against Ukraine have 
persisted ever since Russia's illegal annexation of Crimea 
in 2014, and they have intensified just before the 2022 
invasion. After 2014, hundreds and even thousands of 
cyber-attacks occur each month, making Ukraine the 
perfect place for Russia to test new cyber-weapons, 
tactics, attack vectors and tools.

ATTACKS DURING 2014-2022

In March 2014, Russia launched a DDoS cyber-attack 
aimed to paralyze Ukrainian computer networks and 
communications to divert public attention from the 
presence of Russian troops in Crimea.

In May 2014, prior to the Ukrainian presidential 
elections, a pro-Russian hacktivist group carried out a 
series of cyber-attacks to manipulate votes. The attack 
failed, as the malware was removed 40 minutes before the 
election. However, the hackers managed to delay the 
election count.

In the following couple of years 2015 and 2016, there 
were two cyber-attacks on power grids. In 2015, the 

Russia vs. Ukraine in Cyber Warfare

Russian state-sponsored Sandworm Team succeeded in 
paralyzing the systems of 16 electrical substations, such 
that over 230 000 consumers in western Ukraine experi-
enced power outages ranging from one to six hours. A 
similar cyber-attack occurred in 2016.

The NotPetya attack in June 2017 hit the Chernobyl 
nuclear power plant radiation monitoring system and 
close to 13 000 devices used by public institutions, banks, 
postal services, newspapers, transport infrastructure and 
businesses. The malware had a global impact, affecting 65 
countries and about 50 000 systems, and inflicted a loss of 
over 10 billion USD.

The cyber weapon production for the war had already 
begun at the latest in the fall of 2021. According to the 
code’s timestamp, hackers created different malwares for 
attacks on critical infrastructure and several malwares for 
phishing attacks.

In addition, in December 2021, there was a phishing 
attack on the State Migration Service of Ukraine and a 
group compromised the network of a nuclear safety 
organization. Later on in March 2022, they also stole data 
from this organization.

ATTACKS AFTER FEBRUARY 2022

This analysis of cyber operations in the Ukraine war is 
based on publicly available information from Microsoft, 
the Center for Strategic & International Studies, and the 
European Parliamentary Research Service.

According to Microsoft analysis, a day before the 
military invasion on February 24, 2022, six separate 
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Russia-aligned, nation-state actors launched more than 
237 operations against Ukraine. These included destruc-
tive WhisperGate malware attacks masquerading as 
ransomware on hundreds of systems in Ukrainian 
government, IT, energy, and financial organizations. The 
destructive attacks have also been accompanied by broad 
espionage and intelligence activities. Since then, attacks 
have included attempts to destroy, disrupt, or infiltrate 
networks of government agencies, and a wide range of 
critical infrastructure organizations. These cyber-attacks 
have at times not only degraded the functions of the 
targeted organizations but also sought to disrupt the 
citizens’ access to reliable information and critical life 
services, and to shake their confidence in the country’s 
leadership.

Also, hackers have targeted a Western government 
agency operating in Ukraine with a phishing attack at the 
same time.

CYBER-ATTACKS AFTER 24.2.2022 TO  
JUNE 2022

Attacks on critical infrastructure tried to disrupt, paralyze, 
or destroy the systems. The following is a list of targets 
affected by these operations:

� A destructive malware (HermeticWiper) targeting  
300 systems such as dozens of financial, government, 
energy, information technology, and agricultural 
organizations. 

� The network of an agricultural grain production 
company.

� A destructive malware (IsaacWiper) targeting the 
Ukrainian government network.

� A destructive malware targeting satellite communica-
tions company, Viasat.

� A destructive malware targeting Ukrainian border 
control.

� At least 30 Ukrainian university websites.
� Telecom provider, Triolan.
� A destructive malware (DesertBlade) targeting a major 

broadcasting company. 
� A disruptive attack on charities, non-governmental 

organizations, and other aid organizations.
� A Ukrainian research institution.
� A disruptive attack on the Vinasterisk network in 

western Ukraine.
� A destructive malware (CaddyWiper) targeting many 

Ukrainian organizations.
� A destructive malware (DoubleZero) targeting 

Ukrainian enterprises.

� A transportation and logistics provider.
� Attack on Ukrtelecom reduced connectivity in the 

country to 13 percent of pre-war levels.
� A Ukrainian energy facility trying to shut down 

electrical substations in Ukraine.

Phishing attacks were used to gain access to sensitive data 
and user identification information, and to steal this sensi-
tive information. The targets were included the organiza-
tions such as the following: Ukrainian state bodies, 
Ukrainian government, the Ukrainian energy company 
and media. In addition, phishing attacks were targeted at 
different personnel groups, in particular high-profile 
Ukrainians. Also, attackers deployed malware that 
compromised user data, uploaded backdoors, and stole 
Telegram accounts.

Several DDoS attacks focused on the Ukrainian 
banking sector and government websites, Kyiv Post, 
WordPress websites, Ukrainian government agencies, 
and financial sites.

Alongside cyber operations, Russia also executes 
several information operations, such as disseminating fake 
news via the media company Ukraine 24 that President 
Zelensky announced a surrender to Russia. One of the 
targets included the platforms of several Ukrainian news 
outlets defaced with symbols banned in Ukraine, and 
hackers created a fake Ukraine 24 Facebook page, prompt-
ing users to enter their personal data and payment 
information.

In the initial phase, the focus was on attacking critical 
infrastructure. At the beginning of April, phishing attacks 
targeting Ukrainian government officials also increased.

It seems that Russia has also received external help. 
The Times reported in February 2022 that Chinese 
hackers targeted vulnerabilities in over 600 critical 
infrastructure institutions and the Defense Ministry in 
Ukraine to compromise data and disrupt services.

Cyber Warfare (CW) goes beyond 
the boundaries of traditional 
Information Warfare (IW).
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Summary
Cyber Warfare (CW) goes beyond the boundaries of 
traditional Information Warfare (IW). In CW the battle 
is in bits and bytes while in IW the battle takes place in 
the human mind. The integrated employment of the core 
capabilities of CW in tandem with specified supporting 
and related capabilities to influence, disrupt, corrupt, 
usurp, paralyze, or even destroy adversarial human and 
automated decision-making while protecting our own and 
finally, the adversary’s ability to wage war.

The structural reorganization is now underway. For 
example, the mission statement of the U.S. Army Cyber 
Command now reads that it “integrates and conducts 
full-spectrum cyberspace operations, electronic warfare, 
and information operations, ensuring freedom of action 
for friendly forces in and through the cyber domain and 
the information environment, while denying the same to 
our adversaries.”

There is no 100% foolproof cyber defense, but 
Ukraine’s efforts have so far mitigated the Russian 
cyber-attacks. It seems that for offensive operations, 
planning for cyber operations must be integrated into 
broader campaign planning and there is a need to gauge 
where and when their use is beneficial. Cyber missions 
must integrate other offensive capabilities. Cyber-attacks 
alone are not an option for kinetic action.

Cyber-attacks already perform well in terms of speed, 
range, and precision and may offer greater possibilities for 
surprise, but their destructive capabilities are still limited. 
Use of offensive cyber-attacks require precision analyses 

on how much of it is necessary to achieve a strategic 
effect.

The offensive cyber campaign plan needs to include a 
realistic and specific assessment of the benefits and costs 
of cyber operations, including the efforts needed for 
intelligence collection. Planning must be realistic because 
a cyber operation will require an analysis of the specific 
target and intended effect. Cyber weapon design 
(code-writing) and testing are also needed well in advance 
prior to the cyber-attack reconnaissance of the target 
network.

Planning for offensive cyber operations must take into 
account the politics of cyberattacks in connected civilian 
networks. The cyberattacks harm civilians, including 
degrading their access to online services and social media, 
with which the attacker aims to paralyze the vital func-
tions of society and weaken the citizens' will to defend 
themselves.

It seems that Russian cyber operations failed to 
advance its goals - the occupation of Ukraine and the 
replacement of its government. The lesson learned for 
cyber warfare in Ukraine is that effective preparation and 
planning are needed to integrate cyber operations with 
kinetic attacks to achieve maximum effect.

This also means that the integration of all operations 
in the electromagnetic spectrum and digital environment, 
i.e., the realm of digital and electronic communication 
systems and the information conveyed through them, 
becomes increasingly necessary. 

 � Dr. Martti Lehto, (Military Sciences), Col (GS) (ret.) works 
as a Cyber security professor in the University of 
Jyväskylä in the Faculty of Information Technology. He has 
over 30 years’ experience as developer and leader of 
C4ISR Systems in Finnish Defence Forces. Now he is a 
Cyber security and Cyber defence researcher and teacher 
and the pedagogical director of the Cyber Security MSc. 
program. He is also Adjunct professor in National Defence 
University in Air and Cyber Warfare. He has over 100 
publications, research reports and articles on the areas of 
C4ISR systems, cyber security and defence, information 
warfare, air power and defence policy. Since 2001 he has 
been the Editor-in-Chief of the Military Magazine 
 
“The development of strategic cyber situational awareness 
requires the ability to produce analyzed information about 
the events in cyberspace and thus create the required 
situational awareness.”

DR. MARTTI LEHTO
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SPACE IS AN ENABLER 
THAT SUPPORTS OTHER 
MILITARY DOMAINS

S p a c e  i s  o f t e n  v i e w e d  a s  a  p e a c e f u l  e n v i r o n m e n t  t h a t 
b e n e f i t s  a l l  m a n k i n d .  I n d e e d ,  a l l  n a t i o n s  a r e  f r e e  t o  u s e 
t h e  s p a c e  f o r  t h e i r  o w n  b e n e f i t  w i t h i n  c e r t a i n  l i m i t a t i o n s 
c o m i n g  f r o m  t h e  U n i t e d  N a t i o n s  s p a c e  a g r e e m e n t s .  H o w e v e r , 
s p a c e  h a s  n e v e r  b e e n  a  p e a c e f u l  e n v i r o n m e n t .  I t  h a s  b e e n 

m i l i t a r i z e d  a n d  w e a p o n i z e d  f r o m  t h e  f i r s t  y e a r s  o f  t h e  s p a c e 
a g e .  T h i s  a r t i c l e  e x p l a i n s  b r i e f l y  w h y  s p a c e  h a s  a l w a y s  b e e n 

a  m i l i t a r y  d o m a i n ,  h o w  s p a c e  s u p p o r t s  a n d  e n h a n c e s 
w a r f i g h t i n g  o n  t h e  E a r t h  a n d  w h a t  s p a c e  w a r f a r e  m e a n s .

// Juuso Mikkola, Arttu Tiainen
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THE NOT-SO-PEACEFUL HISTORY OF SPACE
The technology, which enabled access to space, was based 
on ballistic missile development. In addition, the early 
satellites had a very strong connection to the missile 
programs of the Cold War. Reconnaissance satellites were 
used to calculate the number of missile launchers, missile 
warning satellites were used to observe the possible 
missile launches, navigation satellites were used to quickly 
give a position to surfacing submarines to calculate the 
launch trajectories and so on.

Number of the active satellites grew during the 
decades and satellites started to have military uses without 
connection to the nuclear deterrence. Satellites were 
utilized in a small fashion during the Vietnam and 
Falkland wars, but in the 1990s during the Gulf War, the 
satellites finally had a strong effect on terrestrial warfare. 
Especially GPS made an impact, as the US troops could 
navigate with it through the desert and utilize preci-
sion-guided munitions. Also, the satellite communication 
and space-based reconnaissance supported the US troops.

Nowadays, space supports terrestrial warfare in 
multiple ways. Reconnaissance satellites and satellite 
navigation are probably still the most well-known 
applications, but there are many others. Even common 
weather forecasts rely on space-based data and weather 
has a significant effect on military operations. Also, 
modern networked combat and communication systems 
require precise time synchronization, which is primarily 
coming from the navigation satellites as well.

From the 1960s to the 1990s almost 70% of the 
yearly launched satellites were military satellites. Even 
though the human spaceflight programs might have 
been more visible during those years, the space was 
foremost used to support the military. During the 1990s 
the commercialization of space started to grow and 
currently more than 90% of the yearly launched 
satellites are commercial. Space also started to have a 
major impact on civilian society and now many space-
based services can be considered as part of critical 
infrastructure.

Although the military satellites are now the minori-
ty, space is still getting more important to the armed 
forces around the world. Some nations have dedicated 
military satellites, but all of them are utilizing publicly 
and commercially available data from the satellites. 
Publicly available data consist of, for example, position-
ing and timing signals from GPS or GALILEO satellites 
(GNSS-systems) and commercial data varies from earth 
observation to satellite communication.

WHO CONTROLS THE SPACE, CONTROLS THE 
INFORMATION

As the space-based capabilities are enhancing the 
combat capabilities on Earth and supporting the 
military operations in multiple ways, the control of 
space is getting also more important. Space control does 
not mean control of area, but more importantly control 
of access. The ability to retain the usability of own 

Satellite launches by type per launch year
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satellite services and the ability to deny the satellite 
services from the adversary if needed.

The first large-scale operational use of space assets was 
seen during the Gulf War which is sometimes referred to 
as the first space war, however this description has some 
flaws. While satellite communications and especially GPS 
provided great advantages, those were supporting force 
multipliers for forces on ground and air. Anti-satellite 
weapons were not used, even though the development of 
them started in the early 1960s. The lack of war in space 
probably is not due to the supposed peaceful nature of the 
domain, but more likely the lack of large-scale conflict 
between the major space powers and connection to the 
nuclear deterrence in the early years.

However, there are still many reasons not to destroy 
satellites - at least not with kinetic weapons. Atmosphere 
does not end at any altitude; it just gets thinner and 
thinner. Atmospheric drag will slow down all space 
objects and eventually objects will slow down enough to 
re-enter the denser atmosphere and burn there. Depend-
ing on the orbital altitude, that can take decades or 
centuries. Destroying a satellite with a missile, will 
generate hundreds or thousands of new fragments in 
space. This orbital debris can collide with satellites and 
cause even more debris. Eventually this could even start  
a chain reaction that would make at least some orbital 
altitudes unusable for a very long period and that would 
affect everyone on Earth. This raises the threshold for 
kinetic attacks in space and quite likely it would require a 
major large-scale conflict between space-faring nations.

There are also other methods of space control, such as 
electronic warfare (EW) and cyber warfare. These 
provide more subtle methods that may not even be seen as 
acts of war as they are not seen as severe, and the attackers 
are much harder to identify. Additionally, the target has a 
strong incentive to keep the attack hidden and thus only a 
small proportion of this type of acts are brought to public.

If the ground stations are incapacitated, the satellite 
can't be tasked and the data from the satellite can't be 
downlinked to the Earth. The most common threats 

against the satellite systems are directed at the ground 
infrastructure as those resemble more mainstream 
cyber-attack targets and require less specialized assets. 
Simpler attacks against ground stations can deny the use 
of the satellites and more sophisticated can even hijack 
control of or permanently incapacitate satellites. Satellite 
data servers as any servers can be targeted with data 
destruction or tampering attacks. As the vast majority of 
earth observation data is never seen by humans and used 
for machine learning models, this type of data poisoning 
can cause harm over a long period and cause faulty 
analysis information for the decision makers.

EW can be used to jam or alter all kinds of signals, 
but the most common example is GNSS jamming. The 
GNSS signal is coming from an altitude of 20 000 km, it 
is relatively weak and therefore easy to jam by transmit-
ting some other signal with the same frequencies. The 
GNSS jamming denies the use of space-based position 
and time signal, which makes it part of space control and 
space warfare in a larger context. GNSS jamming is part 
of modern warfare, every warfighter should expect it 
and train to act without space-based position and time 
signals.

Although there still has not been a large-scale war in 
space, the world has already seen the first space wars. 
For example, during the war in Ukraine, Russia has 
destroyed space-related ground infrastructure, jammed 
the SATCOM & GNSS signals and conducted cyber 
operations against satellites. This is essentially what 
space control is about, the ability to deny use of space-
based capabilities from the adversary.

In many operations, success may depend on capabili-
ties provided by space. A modern soldier must know 
how to use the full capabilities provided by space, but 
they must also know when the space capabilities are 
limited or even denied. For example, a GNSS receiver 
provides an accurate and easy way to navigate, but a map 
and compass can be an acceptable alternative when 
needed. However, part of proficiency is to know when 
and how to use each of these options.

Orbital lifetime of a space object

Altitude (km) 200 300 350 400 450 500 550 600 650 700 750

Minimum 1 d 50 d 150 d 350 d 3 yr
10 yr 20 yr 40 yr 80 yr 150 yr 400 yr

Maximum 1 d 100 d 300 d 500 d 6 yr
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COMMERCIAL SPACE OR SPACE MERCENARIES?

Ongoing war in Ukraine has also highlighted the value of 
commercial satellites to the military operations. Western 
companies have supported Ukraine by providing valuable 
space-based services. For example, imagery from the earth 
observation satellites can be used to support planning, 
choosing targets for weapon systems, and evaluating 
effects after the strike beyond the battlefront. Commercial 
satellite communications can be used for command and 
control even after the ground-based networks and 
infrastructure has been destroyed. Satellites will probably 
not have a decisive effect on the war themselves, but they 
will help by acquiring targets from the Russian controlled 
areas and by providing means for command and commu-
nication when the ground-based infrastructure is  
destroyed.

Using commercial services for war has downsides too 
as the commercial satellites can be considered lawful 
targets in many cases. EW and cyber actions against 
commercial satellites have already taken place in Ukraine 
and can cause collateral damage, such as was seen with 
KA-SAT terminals which disabled the remote control of 
5800 wind turbines across Europe at the beginning of the 
invasion. This is something commercial space companies 
need to consider in future when they are developing their 

business plan. Selling services to the military has benefits 
as it is most likely quite profitable. The insurance, 
however, will not cover the acts of war and losses of 
service or even the satellites can be costly.

CONCLUSION

Space is an enabler that supports every other domain. 
Who controls the space, has an advantage as the space 
enhances the combat systems in land, sea, air and cyber. 
The discussions whether the war in space is inevitable or 
not are futile as the war is already ongoing in space.

However, it would benefit all if the actions in space are 
sustainable, and space will remain usable for all. The key 
for the sustainable use of space is making the kinetic 
attacks against the satellites futile and too costly. This can 
be achieved for example by utilizing tens of satellites 
instead of a few, so the service is harder to deny and by 
designing space systems to be resilient against possible 
threats. The growth of commercial space and utilization 
of these satellites for the military operations can possibly 
have a large part in the sustainable space warfare, where 
the temporary effects are more valuable and effective than 
the permanent ones. Cyber security plays a key role in the 
sustainable use of space as it also enables the safe com-
bined use of governmental and commercial space assets. 
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What is strategic analysis?

What is happening in Ukraine, where will the energy 
crisis lead to, and how should we prepare for cyber 
incidents? These questions have certainly been in the 
minds of every one of us during the spring – both the 
business leader and the ordinary citizen. The vast amounts 
of sometimes conflicting news, opinions, and various 
reports make it difficult to form an overall picture of the 
surrounding events and understand the meaning of prevalent 
phenomena. The significance and importance of strategic 
analysis are underlined in such an era of uncertainty. 

Strategic analysis responds to a need for informa-

tion, which can be a detailed intelligence question 

or a request for a general situational picture.

Strategic analysis and its methods are a useful tool for 
any actor who wants to improve their awareness of their 
field of activity and its development. It has been used most 
in intelligence organisations, but the information it 
produces also provides business management with better 
opportunities to orient their operations in terms of future 
development. Wrong decisions are often made when 

STRATEGIC ANALYSIS PREPARES 
FOR THE FUTURE AND 

FACILITATES OPERATIONS  
IN THE PRESENT

// Cyberwatch Finland analyst team
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managing without a reliable and up-to-date situational 
picture. The strategic analysis can be long-term and aimed 
at answering questions such as What will be the state of the 

EU's energy production in the year 2030, but on the other 
hand, its methods can be used to analyse rapidly changing 
situations such as What will happen in the Donbas region 

during the autumn of 2022. 
In an information society, information and its man-

agement have become a key factor of success in all 
activities. People want to understand the world and their 
opportunities to act in it. The good analysis provides 
means to understand the world around us and the right 
tools to support decision-making. In order to undertake 
the right measures, the different perspectives must  
be recognized to successfully understand the overall 
picture.  

STRATEGIC ANALYSIS DIRECTS THOUGHTS TO 
THE FUTURE 

The aim is to produce an early warning and maintain an 
up-to-date situational picture. It produces information 
that is combined from the situation of one's own organi-
zation and other actors in the field also taking into 
account the surrounding conditions. These create a 
situational picture, for example, a real-time understanding 
of the current events concerning the security situation. 
Observation, information from public sources, and the 
organisation's own sources of information are utilised in 

the construction of this situational picture. An up-to-date 
picture often includes an analysis of the current state, as 
well as an assessment of future events. 

The basic levels of knowledge are data, information, 
and knowledge. Higher levels include understanding and 
wisdom. The analysis process first turns data into infor-
mation. This information is further analysed and its 
significance for society, a company, or an individual, for 
example, is considered. As a result, knowledge is born, 
and in an ideal situation, even wisdom. Data is often 
unclear, incomplete, or contradictory, so an analyst is 
needed to structure and interpret it. Analysed and 
researched information helps in understanding the target 
issue or situation, comparing different solution options, 
and supports the ability to structure the understand the 
phenomenon that is the subject of decision-making.

How to Produce Strategic How to Produce Strategic Analysis?

 � Uses and combines different sources
 � Knows and chooses right the tools and methods 
 � Creates and tests hypotheses
 � Recognizes prejudices and accepts contrarian 
views

 � Learns from their mistakes and recognize 
disinformation

 � Produces simple and understandable 
conclusions for decision-making

 � Is a professional sceptic

GOOD ANALYST

techniques (SAT) tool family that has developed in US 
intelligence organizations and research. The SAT process 
guides the analysis from the request for information to 
report. The six-step process does not force the use of tools 
from all phases but offers the analyst something to work 
with.

The SAT process is based on the followability of the 
phenomenon under consideration, the measurability of 
the related information, and the possibility of assessing 
the correctness of the assumptions and estimates made. 
The basis for this work is created by the scenarios, 
hypotheses, and indicators to be drawn up. These are a 
bedrock of analysis.

A HYPOTHESIS is a conclusion or explanation based on 
observations that can be tested. The strategic analysis does 
not seek to confirm hypotheses, but to refute them. The 
strongest hypothesis is the one that is most difficult to 

There are many different analysis methods to produce 
information that supports decision-making. What the 
methods have in common is the pursuit of structured 
thinking and the identification of the key drivers of 
change and the relationships between them. The profes-
sional analyst must be able to choose the most suitable 
methods in relation to the topic, the available time, one's 
own competence, and colleagues acting as an assistant. At 
its best, strategic analysis is cooperation: the utilisation of 
the collective cognitive processes of the individual and the 
group.

STRUCTURED ANALYTIC TECHNIQUES

The strategic analysis can be carried out using many tools. 
More important than choosing certain methods is to 
justify the need for which the method will be used and 
what it is intended to achieve. One of the most well-
known sets of analysis methods is the structured analytic 
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prove wrong. For example, in brainstorming or four-field 
analyzes, several hypotheses are created. Hypotheses must 
be mutually alternative. A good hypothesis is a testable 
claim: Ukraine occupies the Crimean Peninsula back. 

SCENARIOS are possible developments for future events. 
They are written descriptions of what should happen in 
order for the hypothesis to come true. It is wise to draw 
up several scenarios, for example, the most probable, 
unexpected, and dangerous scenario. The scenario related 
to Ukraine's takeover of Crimea would therefore tell us 
how the hypothesis could come true: Long-range attacks on 

Crimea weaken its air and naval defenses, and Russia is forced 

to concentrate its troops in eastern Ukraine. Ukraine's success on 

its southern coast opens up the possibility of taking over the 

military-strategic targets of Crimea. 

INDICATORS are developed to monitor the scenario. An 
indicator is a single event, data, or statistic that tells 
whether a chain of events is about to occur. The indica-
tors help in the collection of data and should be prepared 
on a scenario-by-case basis. Indicators of our example 
could be long-range attacks on Crimea, the outflow of Russian 

troops from the territory, or Ukraine’s landing preparations. 

The SAT process is characterized by constant criticism 
and questioning of the choices made. In order to minimize 
the individual's own delusions of thought and enrich 
thinking, it includes a lot of group work, structured 
workshops, and brainstorming sessions. Criticality and 
the pursuit of refutation are important both in creating 
hypotheses and in assessing their veracity, for example, 
with the Devil's Advocate technique, in which the 
assessment or conclusion made is sought to be challenged 
and questioned. 

CHECKLISTS HELP THE ANALYST

The analysis of a holistic phenomenon, such as cybersecu-
rity, requires a very wide-ranging examination. Checklists 
on different themes or dimensions are often used as an aid 
to structure the phenomenon into its sub-areas. Thus, it is 
possible to observe and examine actors, variables, or 
impacts, first alone and then as part of a whole. Analyzing 
the war in Ukraine and understanding the effects, with all 
its uncertainties and variables through the fog of war, may 
seem insurmountable. However, by labeling the events 
and consequences of war into, for example, political, 
economic, and military areas, it is possible to understand 
the different compartments as part of the whole. 

Checklists or memory frames are not actual analysis 
techniques, but they help to get started and ensure that 
the phenomenon and its effects are assessed as compre-
hensively as possible. In the result of the analysis, they 
may not be needed: when the house is ready, the scaffold-
ing is dismantled. 

The checklists commonly used by security authorities 
and business analysis include PMESII-PT, DIMEFIL, 

ASCOPE, and 5WH, but each analyst can create the frames 
that suit best their own purposes.  

 � Is transparent and the path leading to 
conclusions is traceable

 � Stands up to critical scrutiny
 � Probability of errors is minimized, and the 
limits of analysts are considered

 � Combines expertise from various fields

GOOD ANALYST

DIMEFIL

ASCOPE:

5WH
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EVALUATION AND OBJECTIVITY OF INFORMATION 
In strategic analysis, the problem is often not the amount 
of information available, but the challenge of extracting 
relevant and objective information from a huge mass of 
data. For open-source analysis, this means repeated 
comparison, verification, and searching for background 
information. Scrolling through the conspicuous news 
headlines and media click-hunting media the reader often 
gives a small sample a greater impact than its size. 
Different sources also have always their own interests and 
narratives guiding their reports or produced information. 
The strategic analysis seeks to dodge these challenges by 
evaluating and comparing sources with each other. In 
longer-term monitoring, new data is always evaluated in 
relation to previous information. 

In the cyber dimension, phenomena and their statistics 
may seem abstract; it is difficult to judge what is "a lot" 
and what is "a little". Let's open the issue with an example. 
Security firm Covevare said ransoms paid on ransomware 
attacks in the second quarter of 2022 fell by as much as 
51% from the previous quarter. However, security 
company Palo Alto had stated a month earlier than the 
average ransom had risen by as much as 71% in the first 
half of the year. So what direction is the ransomware 
market going in? When assessing the big picture, these 
results will be flimsy unless you look behind them and 
compare them with the statistics of other actors in the 
industry. Long-term monitoring and, for example, 
maintaining an event log of different themes or statistics 
is the cornerstone of strategic analysis. 

Biases and potential pitfalls in analysis

COGNITIVE BIASES AND SHORTCOMINGS OF 
THOUGHT

A significant challenge for any analysis process is pro-
duced by the inherent shortcomings of thinking associated 
with human cognition. Human beings are naturally 
susceptible to various delusions and mistakes of thought 
that shape our perceptions and understanding of the 
world. Our brain is optimized to prioritize certain types of 
information, as well as to use shortcuts to avoid cognitive 
pressure. Stress-increasing factors such as haste, low 
amount of information, or the pressure to succeed 
increase the chance of being exposed to these cognitive 
mistakes. These biases can be avoided with the methods of 
strategic analysis, and even if a person never completely is 
able to get rid of them, their impact can be minimized. 
Analytical mistakes regarding thought can be roughly 
divided into three categories: cognitive biases, heuristic 
distortions, and intuitive traps.

Cognitive biases refer to the tendency of the brain to 
place more emphasis on certain kinds of observations and 
interpretations than others, leading to erroneous percep-
tions of phenomena. A person who falls into heuristic 
distortions applies inappropriate or incorrect thought 
patterns in problem-solving. Intuitive traps, then, are 
typical mistakes or points of danger associated with the 
human thought process. Biases and shortcomings of 
human cognition have been studied and categorized a lot. 
Recognizing and being aware of them helps the analyst to 
draw better conclusions. Through strategic analysis, 
especially through structured analytic techniques, the 
number of errors due to biases and their effect can be 

reduced. An essential part of an analyst's job is identifying 
biases and shortcomings they themselves have a tendency 
towards and continuously challenging their own percep-
tions. 

Many biases overlap and often occur together. Howev-
er, despite the extensive categorization, it will never be 
possible to bring together all the biases of thinking. 
Therefore, in addition to identifying and being aware of 
biases, one should also understand their effect on the 
product itself, that is, on the conclusions drawn based on 
the analysis.

In strategic analysis, the analyst's substance compe-
tence is combined with a structured analysis process. By 
mastering the methods of analysis and identifying biases, 
it is possible to reduce the effect of biases in the final 
conclusions. Strategic analysis refines fragmented data 
collected from a variety of sources into information and 
understanding to support decision-making. Its product is 
more valuable than just a summary compiled from 
sources, as it emphasizes a methodological approach and 
experience in understanding challenging topics.

The result of the analysis process is also influenced by 
a model of thought, which emphasizes an idea that may 
seem a little awkward intuitively: strategic analysis does 
not seek the most likely explanation, but the least improb-
able. The aim is therefore not to strengthen one’s percep-
tions but to refute them. Done this way, the conclusion 
that, based on the analyzed information, is the most 
difficult to refute, is found to be the least unlikely. This 
avoids mistakes caused by thought biases and challenges 
your own analysis process.
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Confirmation bias arises when the brain seeks to find 
and identify evidence suitable for a previous percepti-
on, disregarding the conflicting ones. Confirmation 
bias concerns not only sources that are ignored in the 
search for information, but also, for example, remem-
bering things and making interpretations that corres-
pond to one's own perceptions. Confirmation bias is 
very typical for both individuals and organizations, 
and it can be seen, for example, in people's tendency 
to follow social media influencers or news sites that 
share their own political views. A close relative of con-
firmation bias is the anchoring bias, in which, when 
dealing with a new issue, the first information or  
evidence that one comes across forms an "anchor" in 
the thinking that guides the entirety of the following 
thought process in a similar way to the confirmation 
bias. The influence of confirmation and anchoring bia-
ses in strategic analysis is avoided by using methods 
that force to search for evidence from different sour-
ces and to find contradictory evidence to the ones that 
are found, as well as by a mindset that seeks not to 
reinforce perceptions, but to refute them.  

CONFIRMATION AND 
ANCHORING BIAS  

A mental shotgun is a term used to refer action of an-
swering a complex question too quickly and forming 
an opinion before actually getting to know the subject. 
The name refers to "shooting from the hip", where the 
final result is quickly generated, but accuracy suffers. 
Mental shotgun is often associated with another heu-
ristic distortion, in which the analysis is stopped as 
soon as a "satisfactory" result is obtained. The 
process of analysis is ended when all the evidence 
found seems to fit together, even if additional informa-
tion and data that changes the outcome would be 
available. Mental shotgun and premature termination 
are easily noticeable in everyday life. In the midst of a 
hurry, familiarization with different aspects of 
phenomena is ignored, as an answer that seems easy 
and suitable can be found quickly and intuitively. In 
the methods of strategic analysis, the effect of these 
biases is weakened, as the process emphasizes per-
sistence and the structured process of analysis, whe-
re conclusions that are quickly "shot from the hip" are 
refuted in the later stages of the process. 

The missing basket bias is a thought error in the cate-
gory of intuitive traps, in which an attempt has been 
made to ease the processing (or collection) of infor-
mation by forming categories or baskets into which 
data is gathered. A mistake is made when the focus is 
shifted too much to this classification and information 
that does not directly fit into any of the categories con-
sidered is ignored or neglected. The bias of the mis-
sing basket is emphasized, for example, in the appli-
cation of various checklists or structured forms of 
categorizing data. In strategic analysis, an effort to 
avoid this bias is made as a goal of always including a 
so-called “category other” wherein relevant data that 
is unsuitable for other categories is gathered. 

MENTAL SHOTGUN

MISSING BASKET

High-quality strategic analysis involves documenting 
the techniques and sources used as well as assumptions 
that were made, that is, the entire analysis process. Thus, 
the success of the analysis can be examined later and the 
path that led to the result can be traced. By regularly 
reviewing the accuracy of the estimates made, it is 
possible to detect and correct, for example, shortcomings 
in the collection of objective information, biases in 
thinking, or erroneous conclusions.

Strategic analysis is a key process for deci-

sion-making that is based on an analysis of the 

internal and external environment of an organiza-

tion. Strategic analysis answers the questions: what, 
when, why, where, how, and by whom. Strategic analysis 
helps in relating to the current environment and to 
facilitate planning for the future as well as helps in 
forming an overall picture of the operating field. The 
value of strategic analysis should be recognized in compa-
nies. By utilizing it, the goals and targets set for the future 
become easier to achieve and the direction that should be 
taken becomes clearer. 

REFERENCES:
McDowell, Don: Strategic intelligence: a handbook for practitioners, managers, 

and users; Rev. ed Scarecrow Press 2009. 
Pherson, Katherine Hibbs; Pherson, Randolph H: Critical thinking for strategic 

intelligence; CQ Press, an Imprint of SAGE Publications, Inc. 2016.
Richards J Heuer Jr; Pherson, Randolph H: Structured analytic techniques for 

intelligence analysis; Third edition, CQ Press an Imprint of SAGE publica-
tions, Inc. 2021

No more off the rack 
cyber solutions– tailored 
reviews and reports

C Y B E R W A T C H  F I N L A N D  |  3 5



The tale of easy money seems to be over for now. 
Central banks have stopped their almost decade 
long quantitative easing, inflation is breaking new 

record highs in many European and North American 
countries, China is fighting COVID-19 with ever stricter 
isolation techniques and war in Ukraine rages on, adding 
to the already disrupted supply chain of global goods. 
Money is now more expensive, as private equity and large 
international investment funds rein in their investment 
strategies, mainly at the expense of start-ups and heavily 
research and development (R&D) based growing compa-
nies.

Many of the most fundamental threats, such as energy 
crises, cyber threats and most importantly climate change 
and its impacts on our planet, still remain. For cash-
strapped companies working in cutting edge cyber space 
issues and specifically with critical infrastructure that are 
looking for different investment vehicles, international 
alliances such as NATO and the European Union might 
provide one way of moving forward. Both NATO and the 
EU have come up with new types of funding opportuni-
ties specifically designed for start-ups, small and medium 
sized companies, academia, and research centres that are 
starting in the 2020’s. This article presents three such 
opportunities.

NATO FINANCES RAPID DEVELOPMENT OF NEW 
TECHNOLOGIES

As Estonian cybersecurity expert Merle Maigre notes, 
public debates on burden sharing within NATO for too 
long have focused on how much member states spend on 
defence in isolation, without adequate prioritizing where 
those funds are going. Member states should be rethink 
defence spending relative to emerging threats and collective 
security challenges. (https://www.gmfus.org/news/natos-role- 

global-cyber-security) Now it seems that the new NATO 2030 
Agenda is set to change some of that.

Endorsed in June 2021, the Agenda introduced nine 
proposals that would enhance the military Alliance in the 
future. Proposal 4: Preserve our Technological Edge, 
included the launch of two innovation vehicles: a civil-mili-
tary Defence Innovation Accelerator for the North Atlantic 
(DIANA) and a multinationally funded NATO Innovation 
Fund. Both vehicles focus on exploring and making use of 
emerging and disruptive technologies, specifically in 
artificial intelligence, data and computing, autonomy, 
quantum-enabled technologies, biotechnology, hypersonic 
technology, and space. (https://www.nato.int/nato_static_fl2014/

assets/pdf/2021/6/pdf/2106-factsheet-nato2030-en.pdf)
It is crucial that innovation in these fields happen 

through dual-use models. Start-ups and tech firms that 

NATO AND EU TO BOOST 
RESILIENCY FUNDING

// Julia Fomín
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work with artificial intelligence, autonomy, or hypersonic 
technology need more for their next wave of technology 
than just governments as their only customer. These 
questions should address and benefit society at-large 
through civil and commercial use and at its best, drive 
forth development of both defence and civilian capabili-
ties simultaneously. (https://www.nato.int/docu/review/

articles/2020/09/01/building-a-resilient-innovation-pipe-

line-for-the-alliance/index.html) 
A revelation that has happened within the last decade 

is that digital insecurity among the Alliance members is a 
part of defence spending that should be pooled together to 
make sure the best possible outcomes. To ensure funding 
for cyber security is appropriately prioritized, NATO 
should strengthen a commitment to digital defence 
spending, building on the strong base it has developed in 
terms of doctrine, standards, and requirements.  
(https://www.gmfus.org/news/natos-role-global-cyber-security)

For Nordic countries, NATO investment vehicles are 
set to offer even more tangible opportunities now that 
Finland and Sweden are in the pipeline to become 
members of the Alliance. There are whole new market 
venues, financing opportunities, mentorship, cooperation, 
and exposure possibilities across the Alliance for Finnish 
and Swedish academia, start-ups, and businesses. 

DEFENCE INNOVATION ACCELERATOR FOR THE 
NORTH ATLANTIC (DIANA)

DIANA is set to be a new NATO body that works 
directly with leading entrepreneurs, from early-stage 
start-ups to more mature companies, to solve critical 
problems in defence and security through deep tech. It 
will be operated through problem-solving based 
Challenge Programmes. Each Challenge Programme 
will be based on critical defence and security problems 
– such as operating in a GPS denied environment 
– with the aim to foster the most impactful technologi-
cal solutions from across the Alliance. 

Successful teams that are accepted into DIANA will 
gain access to a network of more than nine Accelerator 
sites and 63 Test Centres in innovation hubs across the 
Alliance and receive non-dilutive financing. This is 
investment capital that does not require them to give 
up equity or ownership in their company. According to 
the Programme, they will also gain access to a network 
of top-tier trusted investors, business mentorship and 
education from DIANA’s expert staff, state-of-the-art 
testing opportunities, and the possibility for develop-
ment and adoption contracts with Allies for proposed 
dual-use technologies. (https://www.nato.int/cps/en/natohq/

topics_184303.htm) 
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DIANA will begin pilot activities as early as summer 
2023. (https://www.nato.int/cps/en/natohq/news_194587.htm) The 
programme has two headquarters – one in North America 
and the other co-hosted by the UK and Estonia. As hosts, 
the UK and Estonia have committed to supporting start-up 
companies with funding, guidance and business expertise 
through twinned accelerator networks; offering the use of 
‘deep tech’ test centres to assess technological solutions to 
military problems, utilising the Defence BattleLab; and 
working with NATO to develop a virtual marketplace to 
connect start-ups with trusted investors, as well as a rapid 
acquisition service to connect products to buyers at pace. 
(https://www.gov.uk/government/news/uk-to-host-wolrd-leading-na-

to-defence-innovation-headquarters )
Once fully operational in 2025, it will have the capacity 

to interact with hundreds of innovators each year across an 
even wider network of Accelerator sites and Test Centres 
throughout the Alliance. (https://www.defensenews.com/global/

europe/2022/04/06/nato-unveils-tech-accelerator-footprint-with-

plans-for-over-60-sites/ ; https://www.nato.int/cps/en/natohq/

news_194587.htm) DIANA will concentrate on deep technol-
ogies – those emerging and disruptive technologies that 
NATO has identified as priorities including: artificial 
intelligence, big-data processing, quantum-enabled 
technologies, autonomy, biotechnology, novel materials 
and space. (https://www.nato.int/cps/en/natohq/news_194587.htm) 

INNOVATION FUND

Together with DIANA, another 2020’s innovation vehicle 
for NATO is the Innovation Fund. First published in 
October 2021, the Innovation Fund will support the 
development of a protected transatlantic innovation 
community. It was designed to help NATO retain its 
technological edge by enabling investment in dual-use 
technologies of potential application to defence and 
security. It will also facilitate closer and trusted coopera-
tion with deep-tech innovators, which may otherwise be 
unable to successfully develop the innovative solutions 
most needed to the protection of the Alliance.  
(https://www.nato.int/cps/en/natohq/news_187607.htm) 

According to NATO’s press release, the Fund will be 
the world’s first multi-sovereign venture capital fund. 
Many start-ups working on deep technologies struggle to 
attract sufficient investment because of lengthy time-to-
market timelines and the high capital intensity of their 
research. The NATO Innovation Fund will tackle this 
problem by leveraging its unique position as a patient 
investor with a 15-year run-time better suited to the 
extended time horizons necessary for deep-tech start-ups. 
It will focus on early-stage investments (i.e., pre-seed 
through Series A and follow-on), providing risk capital 
directly into these start-ups, while also having the ability 
to invest in other top-tier deep-tech venture capital funds. 

Figure 1 DIANA Initial Footprint, June 2022. Cyber-related accelerators will be created in the UK, Estonia, Belgium, and Turkey. 
(Source: https://www.nato.int/cps/en/natohq/news_194587.htm)
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Innovators must align with the Fund’s three strategic 
objectives:
� to seek out cutting-edge technological solutions that 

solve the Alliance’s defence and security challenges;
� to bolster deep-tech innovation ecosystems across the 

Alliance; and 
� to support the commercial success of its deep-tech 

start-up portfolio.
(https://www.nato.int/cps/en/natohq/topics_184303.htm) 

A total of 21 member nations contribute to the Innova-
tion Fund, and have promised to invest €1 billion seed 
money to the fund over the next 15 years. This is then to 
be allocated among participating nations either from their 
existing defence budgets or established innovation funds. 
The participating nations in DIANA’s innovation fund 
currently include Belgium, the Czech Republic, Denmark, 
Estonia, Germany, Greece, Hungary, Italy, Latvia, 
Lithuania, Luxembourg, Montenegro, the Netherlands, 
Norway, Poland, Portugal, Romania, Slovakia, Slovenia, 
Turkey, and the United Kingdom. As likely future 
member nations, Finland and Sweden can decide to 
contribute to the programme later, but they would not 
have a say over its framework. (https://www.defensenews.

com/global/europe/2022/04/06/nato-unveils-tech-accelerator-foot-

print-with-plans-for-over-60-sites/)
 
EUROPEAN UNION WILL FACILITATE 
COORDINATION AMONG BUSINESSES IN EUROPE

Even though the European Union has increased its efforts 
in creating a common cybersecurity strategy for the 
Union (most recent EU cybersecurity strategy by the 
European Commission and the European External Action 
Service was published I 2020, and a Joint Communication 
called the Resilience, Deterrence and Defence: Building 
strong cybersecurity for the EU in 2017), it has commonly 
admitted a lack of strategic and sustainable coordination 
and cooperation between industries, cybersecurity 
research communities and governments. Since the 
formation of the first EU-wide law on cybersecurity (the 
NIS-directive) in 2016, the Commission has set enhance 
critical infrastructure security through frameworks such 
as the EU Cybersecurity Act, the Digital Markets Act and 
Digital Services Act. 

Most recent political agreement was reached in May 
2022, when the European Parliament and EU Member 
States agreed on the Directive on measures for a high 
common level of cybersecurity across the Union, also 
known as the NIS 2 Directive. The new directive is set to 
cover medium and large entities on a larger sphere of 

critical infrastructure than the previous NIS Directive. 
New rules oblige more entities and sectors to take proper 
risk management measures, address the security of supply 
chains and supplier relationships as well as introduce new 
accountability measures for top management for non-com-
pliance with the cybersecurity obligations.  
(https://ec.europa.eu/commission/presscorner/detail/en/ip_22_2985)

Even as NIS Directive, Digital Markets, Digital Services 
Act, and the coming NIS 2 Directive have arguably 
increased the cybersecurity of Member States, there still 
exists a recognized fact of inadequate amount of invest-
ment to the field as well as limited access to cybersecurity 
skills and facilities. The cybersecurity sector lacks in 
research and innovation outcomes that could be commer-
cialized and deployed across the economy, which the EU is 
set to change in the future.

THE EUROPEAN CYBERSECURITY INDUSTRIAL, 
TECHNOLOGY AND RESEARCH COMPETENCE CENTRE 
(ECCC)

The European Cybersecurity Industrial, Technology and 
Research Competence Centre (ECCC) is set to change this. 
As part of the EU long-term budget for years 2021-2022, 
the Centre will receive some of the €2 billion allocated by 
the Commission to safeguarding the EU’s digital economy, 
society, and democracies, as well as additional support 
from Horizon Europe and Digital Europe programmes and 
direct support from Member States. Its mandate is to 
pursue measures that support industrial technologies in 
cybersecurity competence building, specifically in the 
domain of research and innovation. European Union 
Agency for Cybersecurity (ENISA, formerly known as the 
European Union Agency for Network and Information 
Security) will offer strategic advice to the new centre and 
will play an active part in the development of the Agenda 
for the ECCC as a permanent observer of the centre. 
Unlike ENISA, the ECCC will not engage in any opera-
tional role in protecting European cybersecurity. (https://

data.consilium.europa.eu/doc/document/ST-5628-2021-INIT/en/pdf) 
https://www.consilium.europa.eu/fi/press/press-releas-

es/2022/05/13/renforcer-la-cybersecurite-et-la-resilience-a-l-

echelle-de-l-ue-accord-provisoire-du-conseil-et-du-parlement- 

europeen/

Whereas the NATO Innovation Fund focuses on 
enhancing dual-use capabilities, the funding vehicles used 
in the ECCC have a wider civilian scope in research, 
innovation, and technology development. However, the 
European Cybersecurity Industrial, Technology and 
Research Competence Centre will also facilitate coordina-
tion between civil and defence spheres in relation to the 
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European Defence Fund (https://digital-strategy.ec.europa.eu/

en/policies/cybersecurity-competence-centre). 
The mission of the centre, which would operate 

alongside a network of national competence hubs, is to 
centralise the European cybersecurity technological and 
industrial ecosystem and create a cybersecurity compe-
tence community, pool resources in Member States and 
industry, and implement cybersecurity-related financial 
support from Horizon Europe and Digital Europe 
Programmes. (https://digital-strategy.ec.europa.eu/en/policies/

cybersecurity-competence-centre ; https://data.consilium.europa.

eu/doc/document/ST-5628-2021-INIT/en/pdf ) 
While the ECCC acts as the main coordinating centre 

for funding in the EU, each Member State will create a 
national coordination centre to better advise their 
respective companies in acquiring funding and interna-
tional cooperation opportunities. These coordination 
centres are public sector entities, and they will be respon-
sible for the fund management and distribution in their 
respected member states. Cooperation will be enhanced 
by creating a European wide cybersecurity competence 
community, to which industry, academic and research as 
well as other relevant civil society associations are invited. 
(https://www.consilium.europa.eu/en/press/press-releas-

es/ 2021/04/20/bucharest-based-cybersecurity-competence- centre-

gets-green-light-from-council/) 
Much like the investment vehicles created by NATO, 

the ECCC will provide financial support and technical 
assistance to cybersecurity start-ups. National coordina-
tion centres will assist start-ups as well as academia and 
industry to find potential markets for their products and 
gain further investment. The objectives also include skills 

development and high cybersecurity standards in 
technology and cybersecurity systems. (https://digital-strat-

egy.ec.europa.eu/en/policies/cybersecurity-competence-centre) 
The European Cybersecurity Industrial, Technology 

and Research Competence Centre is a welcomed 
funding tool to increase the security of digital infra-
structure in the EU. Designed to pool together specifi-
cally the expertise of small and medium-sized enterpris-
es in the EU and help increase the comprehensive 
cybersecurity of the Union through national and local 
ecosystems, the ECCC will provide excellent opportuni-
ties for cooperation and funding in the cybersecurity 
sphere. 

“BUILDING RESILIENCY IS A SHARED EFFORT”

Digitalized societies have brought strategic vulnerabili-
ties away from the military space and right to our 
hospital booking system, logistics schedule, power grid, 
and thousands of other mainstream civilian, mostly 
privately owned networks. Addressing these critical 
infrastructure questions is both a matter of civilian and 
military innovation. The investment vehicles NATO 
offers are expected to yield results both in the military 
and the civilian sphere as much as the investments and 
innovations created through funding opportunities 
within the ECCC will increase the total security and 
resiliency of societies in the digital world.

Most future conflicts will have cyber components 
that require a technical, political, and diplomatic 
response. Emerging and innovative technologies require 
not only the brightest minds to work on them, but also 
wide-spread coordination among different entities from 
small businesses to large universities. Creating an 
ecosphere of investment opportunities within all stages 
of emerging technologies and innovation requires close 
coordination across national governments and the 
private sector. NATO and the European Union both 
have their important parts to play in this development. 

 � Julia Fomín works in the public sector as an Information Security Officer. 
Previously, she was seconded as the first Finnish Subject Matter Expert on 
energy security at NATO Energy Security Centre of Excellence, where she 
was responsible for strategic analysis on electricity and gas networks. Her 
alma mater is University of Turku, from where she graduated as Master of 
Social Sciences. 

JULIA FOMÍN 
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EU is currently creating and updating union-wide 
legislative instruments, including information 
security and product safety legislations, in order to 

mitigate various safety, privacy and fundamental rights 
risks that are caused by new technologies such as connec-
tivity, digital services, artificial intelligence and autono-
mous robotics. 

It is very important for businesses to understand that 
EU legislative instruments in the field of cyber security 
regulate both organisations (=businesses and public 
organisations), and offerings (=e.g. software/digital 
services, products, data). In addition, some legislative 
instruments affect vertically in only certain industries, 
while others apply horizontally over many different 
industry verticals. The overlaps between legislations 

minimises the likelihood of loopholes in compliance 
requirements. 

NIS 2 DIRECTIVE – HORIZONTAL CYBER 
SECURITY LEGISLATION

The fundamental horizontal cyber security legislation in 
EU is the “Network and Information System” (NIS) 
directive (EU) 2016/1148. It was implemented by EU 
member states into national legislations during 2018. 
Among others, NIS mandated national competent 
authorities to supervise that Operators of Essential 
Services adhere to elementary information security 
management requirements. 

In May 2022, EU reached a provisional agreement on 
NIS2 2020/0359(COD). From businesses perspective, 

CYBER SECURITY IS A 
LEGAL REQUIREMENT IN 
EU BY END OF 2024

// Antti Tolvanen



there are three significant additions related to the above 
specific mandate.

1. Scope of Essential and Important Entities in NIS2 is 
greatly expanded compared with NIS. Important 
Entities now include even raw materials (=chemicals & 
artifacts) and electrical device manufacturers, and in the 
final revision of NIS2 also managed service providers 
(incl. SW lifecycle maintenance services) were added to 
Essential Entities.

2. Top management of Essential and Important entities can 
be personally held liable if their organisations have not 
implemented appropriate cyber security risk manage-
ment measures. 

3. Cybersecurity Risk Management and Reporting Obliga-
tions (Chapter IV) practically require Essential and 
Important Entities to implement Information Security 
Management Systems (e.g. ISO 27001). It is worth to 
notice that these Risk Management requirements 
include appropriate supply chain security, security in 
network and information systems acquisition, develop-
ment and maintenance, and vulnerability handling and 
disclosure. Consequently, device and software manufac-
turers will at some point need to have a formally defined 
Secure Product/Software Development Lifecycle 
process (e.g. IEC 62443-4-1, ISO 27001:2013 A14.2, MS 
SDL, ..) as part of their Quality Management Systems or 
Information Security Management Systems.

Essential and Important Entities will roll down NIS2 
requirements to their supply chains in the form of manda-
tory security-related purchasing requirements. One good 
example of how the supply chain is impacted is the 
automotive industry.

PRODUCT SAFETY – VERTICAL CYBER SECURITY 
LEGISLATIONS

Automotive sector is globally regulated by United Nations 
WP.29, including also cyber security. Since July 1st 2022 all 
new car types need to be been developed and manufac-
tured according to a ISO 21434 compliant Cyber Security 
Management System. This CSMS requirement will 
become applicable also on all cars in general that are manu-
factured after July 1st 2024. The automotive industry is a 
brilliant example of how cyber security regulations change 
a complete industry along with the supply chain – cyber 
security management system requirements rolled down  
the value chain from car manufacturers all the way to 
software and hardware component suppliers in less than 
one year. 

The cyber security of all wireless IoT devices has already 
been regulated by EU. On August 1st 2024, the Delegated 
Regulation (EU) 2022/30 supplementing the Radio Equipment 
Directive on Essential Requirements 3(3)def starts applying:
� 3(3)d: radio equipment does not harm the network or its 

functioning nor misuse network resources, thereby causing 
an unacceptable degradation of service;

� 3(3)e: radio equipment incorporates safeguards to ensure 
that the personal data and privacy of the user and of the 
subscriber are protected;

� 3(3)f: radio equipment supports certain features ensuring 
protection from fraud.

Essential Requirement 3(3)d applies on all wireless IoT device 
sold in EU, except for medical and IVD devices, as they are 
already regulated. 3(3)e and 3(3)f apply for selected intended 
uses listed in the delegated act.

Consequently, CE markings for all wireless IoT devices 
need to be renewed in order to legally continue their sales in 
EU after Aug 1st 2024. Most likely new wireless IoT devices 
need to be created for meeting the applicable new cyber 
security requirements, as building in security functionalities to 
existing devices requires major changes to system architec-
tures. 

The schedule for harmonized European Standards is 
currently unclear - drafts are maybe available in one year. 
Until hENs have been published in EU Official Journal,  
a Notified Body will be needed for the type approval related  
to radio device cyber security. 

Consequently, as a wireless IoT device manufacturer 
intending to stay in business in EU, it is now a good idea to 
contact a Radio Equipment Directive Notified Body to 
understand how cyber security compliance is examined until 
hENs are available, and then start development of new devices. 

As an importer of wireless IoT devices to EU or as a 
business where processes depend data from wireless IoT 
devices, it is now a very good time to contact the legal manu-
facturer and ask if and how they intend to meet new RED 
compliance requirements and eventually continue supplying 
compliant devices to EU.

General Product Safety Regulation 2021/0170(COD) is of 
particular interest as it is expected to start applying in end of 
2023 or early 2024, earlier than RED Delegated Regulation. 
GPSR replaces the GPSD directive from 2001, and it apples on 
all physical products sold in EU, particularly consumer 
products, unless they are already regulated by another EU 
safety regulation. 

GPSR contains one fundamental cyber security require-
ment: “…the appropriate cybersecurity features necessary to 
protect the product against external influences, including  
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malicious third parties, when such an influence might 
have an impact on the safety of the product.”

GPSR also contains interesting clauses related to 
modification of products, as software installations to 
products is also considered as modifications. Consequent-
ly also software manufacturers can end up carrying legal 
manufacturer responsibility for the product where their 
software is installed, in case their software enables a cyber 
security incident that causes a safety incident on humans.

In addition to RED and GPSR, also Machinery Regula-
tion and Artificial Intelligence act are very interesting 
from software and equipment cyber security regulation 
perspectives. Both are expected to be approved shortly 
after NIS2 along with GPSR.

CONCLUSIONS

EU cyber security legislation is evidently moving fastest 
and becoming the strictest on the planet. In USA, Execu-
tive Order 14028 is defining mandatory security purchas-
ing requirements for Federal Government, later also for 
critical infrastructures, and it also aims at consumer IoT 
and software manufacturers to disclose via labelling what 
security requirements they have implemented. It is 
unavoidable that information security management and 
secure development of products and software becomes 
mandatory capabilities, as all companies today depend on 
software and data.

Businesses that are established suppliers in large global 
companies supply chains are in general well prepared for 
NIS2 requirements, as information security management 
systems are already mandatory for suppliers in global 
business involving devices, software and data is involved. 

Leading global businesses in general already have 
much stricter cyber security-related purchasing  

requirements than what is today legally required, and their 
requirements are also well at par or even stricter than 
upcoming legislations. 

NIS2 will be a major issue for organisations that will 
become Essential and Important Entities and their local 
supply chains, as information security management has 
earlier perhaps not been formally required.

The RED Delegated Regulation will be a big issue for 
many companies and consumers, as cyber security-related 
changes to EU product safety legislation is not discussed in 
public. 

Unfortunately many wireless IoT device manufacturers, 
importers and users are still fully unaware of e.g. RED 
Delegated Regulation, and that in less than 2 years these 
devices could be illegal to sell in EU.

Wireless IoT device manufacturers that invest into 
tracking or influencing changes in compliance require-
ments generally keep quiet in order to create competitive 
advantage, and usually they are already going all in on 
cyber security. 

Businesses that are building, or have already built 
information security management and secure development 
lifecycle principles in their operations, can in 2023-24  
look forward to great opportunities to win market share 
from laggard competitors that will face cyber security 
compliance -related issues in their businesses. 

Non-compliance with cyber security legislation, 
combined with a cyber security incident taking place, is a 
significant financial risk: potential effects may include e.g. 
product recalls, criminal charges, administrative fines, and 
even rendering void of cybersecurity and other liability 
insurances.

For businesses that have not yet started the journey, 
now is the right time to start. 

 � Sales Director, Software and Embedded Solutions at Etteplan
 � Antti Tolvanen drives the sales of medical device creation services and 
secure product development lifecycle services at Etteplan, a company 
providing a very wide range of engineering services to global equipment 
manufacturers. Since 2019, Antti has been very closely following how 
both EU and US regulations and critical infrastructure purchasing 
requirements are evolving from a safety-critical device/equipment 
manufacturer’s perspective, and he is regularly speaking about the 
cyber security related market change in conferences and webinars.

ANTTI TOLVANEN
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PORT MANAGEMENT & 
CYBER SECURITY 

// Zama Hlongwane

While the cyber security and protection goes a way 
back, nowadays it has become the most critical 
aspects of every business and it is still the biggest 

rising challenge for many industries due to the 
rise of technology and a significant and continuous 
increase of network users. The same goes for the maritime 

ecosystem which has become an interconnected network 
of systems that involves a number of stakeholders such as 
shipping lines, operators, freight forwarders, and logistics 
systems etc. 

“The world economy is more integrated and provides 
more favourable conditions. The fast-growing international 
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trade has been primarily fuelled by the involvement of 
numerous newly industrialized or rising economies. More 
international trade occurs today than it did in the past. By 
increasing production, bringing down costs, and enhanc-
ing connectivity, containerization has radically trans-
formed the liner shipping industry” Ma (2020)

The industry is in a completely different state if you 
compare it to a couple of years ago and global trade has 
been the driving factor for growth and complexity. 
According to the Organisation for Economic Co-opera-
tion and Development (OECD), 2019 “ocean shipping is 
the main transport for global trade. Around 90% of traded 
goods are carried by sea and this presents many opportu-
nities and challenges” 

Since the first introduction of container transportation 
in the 1950’s shipping lines have strived to enlarge their 
vessels to meet with the global trade demand and take 
advantage of the economies of scale. However, an increase 
of cargo volumes and an increase in vessel’s capacity 
challenges the sea ports and terminals to develop their 
infrastructure, increase their handling capacities and 
storage facilities to meet with the demand. 

Many ports around the world seek modern systems and 
equipment to improve efficiencies. In research from Jiang et 
al. (2021) “Digital technologies have reshaped the maritime 
industry and the ports and transformed how ports operate in 
the global transport system in order to improve productivity 
and to remain competitive. Ports are under pressure to build 
digital capacity to become “smart” ports and due to these 
reasons, ports have become a target of cyber-attacks. 

We have seen many ports in the past suffer illegal 
trafficking, cargo and goods stealing, fraud and money 
stealing, and environmental disasters which has resulted in a 
tarnished reputation and loss of competitiveness. Ports are 
challenged to improve resilience against cyber-attacks as 
there is still a lack of digital culture, training and awareness, 
regulatory requirement in most ports when it comes to cyber 
security.

Even though technology comes with a number of 
advantages to the port, any vulnerabilities to infrastructure, 
processes and people are likely to expose the port to cyber 
threats. This is also a leadership challenge; cyber security 
awareness is needed and improved competencies at all levels 
of the organisations.

FIGURE 1: International seaborne trade and export of goods 1955-2020

International Seaborne Trade and Exports of Goods, 1955-2020

Source: World Bank United Nations, Review of Maritime Transport

One thing that is common between the Maritime 
industry and cyber security is the ever-changing 
world which requires wisdom and expertise in 
order to stay ahead of the game. 
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In research from Senarak (2021) “these factors 
constitute port cybersecurity hygiene but they slightly 
depend on each other. Due to Human factor a container 
port is highly likely to be exposed to cyber threats, 
especially hacktivism and cyber terrorism. Any weakness 
in the port infrastructure will be critical regarding 

hacktivism and cyber criminality and in terms of the 
Procedure factor, exposure of a container port to 
cyber threats, particularly hacktivism and cyber espi-
onage depends on the sharing of information 
between different stakeholders, especially port 
users”. 

Source: Senarak (2021)

Nevertheless, the security threats to the maritime 
industry information system are similar to other indus-
tries in the computer and network technology world. 
Criminals could install key loggers to gain access to the 
computer in a harbour, locate a targeted container 
especially those containing drugs and by means of false 
papers and hacked pin codes, drivers can take the release 
of the container at their preferred time and location. 
Highlighting also the importance of cyber resilience in 
ports or maritime industry as a whole, there have been 
some cases where business had been a target. The cyber-
war in Ukraine and beyond is also underlining the 
importance of cyber security in global logistic chains. 
Critical functions of the societies have been the main 
target of kinetic and cyberattacks.

“In 2017 a ransomed virus attacked Maersk shipping 
line which resulted to $200 to 300 million in 
lost revenue, and 50 000 new serves and user computers. 
Another unfortunate event took place in 
2018 where APTs (Chinese linked) were a target in 2013 
which escalated in 2017. In 2012 hackers 

managed to gain access to the Australian customs and 
border protection service system with an aim 
to track and locate illicit cargo for a shipment that was 
marked for suspicion” Blackwood (2014)

There is always light at the end of the tunnel as most 
companies have resorted from reacting to cybercrime 
instead they have become aware and have decided to take 
action by improving cyber security and seeking strategies to 
improve resilience. Here are a few takeaways on the key 
elements of cyber security; however, for all these areas it is 
wiser to get guidance from a cyber security company and 
have excess to professional guidance and expertise. 

Capacity building- Encrypting data can be a guideline for 
cyber resilience. In this way, the cyber threat actors will not 
be able to interpret data even if they accomplish access. 
Limiting access to port data can eventually prevent insider 
threats. Password hardening, segregation of rights, securing 
the port ecosystem, building a new cyber security plan, 
converging IT and OT, staying up to date, and practice of 
cyber resilience can be some ways of building capacity.

Cyber criminality
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Cyber terrorism

Cyberwar
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Cyber security hygiene 
of container port Cyberthreats

FIGURE 2: Cyber security hygiene & threats for container port
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Cyber security awareness and training – Port 
employees are probably the best defence against cyber 
threats. The focus on human aspects should be consid-
ered. Cyber security is everyone’s responsibility. However, 
it is essential to understand that each port is a unique 
business entity that may have a different governing 
structure as well as different models.

Simulation awareness- Comprehensively, the IMO 
resolution MSC.248 (98) has issued cyber resilience 
guidelines which assure that every maritime industry 
considers cyber security in their management system. So, 
now it is a regular requirement for the maritime industry.

CONCLUSION 
One thing that is common between the Maritime industry 
and cyber security is the ever-changing world which 
requires wisdom and expertise in order to stay ahead of the 
game.

To ensure the highest level of protection of ports and 
maritime stakeholders against cyber-attacks the policy 
makers and the industry should work together as ports and 
terminals remain a critical infrastructure that is essential for 
the growth of the local, regional and global economy.

To enhance cyber security, maritime organizations  
especially ports need to build a comprehensive and integrat-
ed business strategy with Cyber security companies that will 
ensure a long and the continuous partnership. With the 
emergence of new regulations, threats, and increased 
digitization ports face more and more cyber challenges. 

Perhaps it may seem expensive for ports and stakehold-
ers to employ a third-party security team however the 
impact of cyber-attacks can cost the business its reputation 
and millions of dollars. The Cyberwatch Finland is a 
solution as the company offers a strong team of experts that 
can provide maritime stakeholders especially container 
ports with a holistic cyber security strategy, and improved 
situational awareness, providing the basis for better 
decision making. 
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A PASSION 
FOR A SAFE 
CYBER WORLD

FORMULATING A DEPENDABLE 
CYBER SECURITY WITH A 
COMPREHENSIVE APPROACH

Strategic cyber expertise requires a holistic view and understanding
of the interdependencies of people, practices and technology, and
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We are entering the summer holiday season with the Q2 review, which includes four topics. Germany 
has a central position in the development and implementation of European cyber security. The 

operations are guided by the updated cyber security strategy, the industry’s extensive legislation and the 
cyber security agency BSI, which leads the practical implementation. 

Germany also has a central position in NATO’s cyber defence. The cyber forces of the German army 
are concentrated in the Bundeswehr Cyber and Information Domain Service unit, which was established 
in 2017, and approximately 14,500 cyber soldiers serve in it. The Bundeswehr supplements its cyber capa-
bility with reservists and external stakeholders. A virtual operational environment has been developed for 
voluntary cyber defence, which was used by approximately 2,500 cyber defenders outside the military in 
2021.

The United States’ Hunt Forward operations are an excellent example of mutually beneficial cyber co-
operation. In these operations, an American strike team of cyber experts travels to the location at the re-
quest of a partner country and searches for and counters actors threatening the country’s critical infra-
structure and uncovers cyber espionage attempts. Hunt Forward operations not only help the target coun-
try and its organisations, but the operations are also useful for the Americans. In Hunt Forward opera-
tions, the U.S. Cyber Command (USCYBERCOM) has succeeded in finding the enemy’s attack tools that 
would not have been possible to detect from the United States.

NATO member countries and their defence forces have their own cyber forces, the use of which is pri-
marily based on the national warfare strategy. A separate doctrine and operating principles have been cre-
ated for NATO’s joint cyber defence, which are described in the Allied Joint Doctrine for Cyberspace Op-
erations manual. Cyber defence is managed from the cyber operations centre as part of a wider message 
and command system complex. 

NATO’s cyber defence is developed in the CCD COE competence centre located in Tallinn, which cur-
rently brings together cyber experts from around 30 NATO countries or its partners from the administra-
tion, defence forces, industry and academic research fields. Finland will strengthen NATO in terms of cy-
ber defence, but there is also a lot to learn. Finland should openly examine the national cyber defence poli-
cies of other NATO members and evaluate their implementation possibilities in Finland as well.

The last topic of the review examines the effects of the war in Ukraine on cyber security. Western 
countries that support Ukraine have prepared for Russian cyber operations and raised the level of their cy-
ber defence. The effects of the war in Ukraine on cybercrime have been somewhat positively surprising, 
with several sources announcing that since February 2022, the number of ransomware attacks has de-
creased. However, the effect is temporary and crime will continue to grow after the cessation of hostilities 
at the latest. The war situation increases the probability of Russian information operations in Western 
countries. Several countries have accelerated their ongoing projects to identify and combat information 
operations.

CONTENT
1. Country analysis – Germany  

2. Hunt Forward operations 

3. NATO’s cyber operations 

4. The war in Ukraine’s impact on cyber security 
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1 COUNTRY ANALYSIS – GERMANY 

A. Germany’s digitalisation development is of average EU level. Germany guides the development of cyber security 
with a cyber security strategy, the most recent version of which was published last year. 

B. Germany has comprehensive cyber security legislation. The BSI acts as a supplementary body to the legislation in 
Germany. Its role is to create national criteria and good practices for the implementation of cyber security in different 
operating environments.

C. Cybercrime in Germany is of average EU level. With the war in Ukraine, Germany has been targeted by Russian 
hacker groups for its military aid and other support to Ukraine.

D. The cyber force of the German army is centralised in the Bundeswehr Cyber and Information Domain Service, which 
was established in 2017. The cyberwarfare strategy differs from that of many other large EU states, being more 
defensive than offensive. 

E. The Bundeswehr supplements its cyber capability with reservists and external stakeholders. A virtual operational 
environment has been developed for voluntary cyber defence, which was used by approximately 2,500 cyber 
defenders outside the military in 2021.

In Germany, a national cyber security strategy was drawn up for the first time in 2011. The strategy is revised and 
updated every five years, and the latest version was published in 2021. The strategy includes an up-to-date threat 

analysis and an updated overview of the current state of cyber security in Germany. The strategy deals with the future of 
cyber security and its objectives in Germany in four different areas: society, business life, public administration and 
international relations. 

In terms of society, the most important objectives in the next five years are guaranteeing the safety of critical infra-
structure, improving citizens’ cyber security skills, and increasing the use of digital identity in society’s digital services.  
In terms of business life, the emphasis is on improving digital cooperation between public administration and academic 
research. According to the strategy, new technologies such as the use of artificial intelligence and quantum computing in 
digital services of the private sector must be promoted.

The objective of public administration is to improve the resilience of cyber security in all public administration sec-
tors. In addition, the focus is on improving the cyber security of national elections and strengthening cyber defences 
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against cyber espionage and cyber attacks. In international cyber security development work, Germany aims for a leading 
role in both the EU and NATO.

Germany has comprehensive legislation related to cyber security. It defines the requirements for cyber security, for  
example, in critical infrastructure systems, as well as the possibilities and requirements for monitoring data traffic and data 
use in the public sector and business life. Germany has been at the forefront of implementing the requirements of the EU 
and its cyber security agency ENISA into national legislation. 

The Federal Office for Information Security (BSI – Bundesamt für Sicherheit in der Informationstechnik) acts as a supple-
mentary body to the legislation in Germany. Its role includes creating national criteria sets and good practices for the imple-
mentation of cyber security in different operating environments. In addition, the BSI certifies cyber security products and 
services and produces material and services that improve cyber security skills for the public sector, business life and citizens. 
German legislation regarding cybercrime is reasonably strict. Infiltrating and causing harm to information systems is crimi-
nalised and the maximum penalty is five years in prison.

Digitalisation development in Germany is of average EU level. Despite the comprehensive legislation and the BSI’s 
strong role, the public administration has not been able to bring digital services to citizens’ use at the pace of many other 
European countries. On the other hand, Germany is slightly above the EU average when it comes to building fixed and 
wireless Internet connections. 

Cybercrime in Germany is of average EU level. All types of cybercrime occur in equal amounts and German society 
struggles with the same problems as other EU countries. In 2020, Germany allegedly experienced the world’s first human 
victim caused by a ransomware attack, when a German patient could not be given the necessary treatment after the hospi-
tal’s information systems crashed due to malware. 

The war in Ukraine also affects the German cyber security field. At the beginning of June, the German Federal Finan-
cial Supervisory Authority issued a warning regarding a series of cyber attacks threatening banks. At the beginning of 
May, after Germany announced a significant support package for Ukraine containing weapons, the German public admin-
istration and Chancellor Schultz’s party office were targeted by Russian hacker groups.

The cyber forces of the German army, the Bundeswehr, operate in the Cyber and Information Domain Service unit es-
tablished in 2017. It has extensive responsibility for the cyber operations of the German military and its tasks are divided 
into several different areas. One of the main purposes of cyber operations is to secure the cyber defence of the Bunde-
swehr’s IT services and management systems. The unit has established its own cyber security centre for this task. Another 
function of the cyber security centre is training and research and development, which is supported by an institution called 
the Bundeswehr Centre for Software Expertise.

The unit also includes the technical aspects of military intelligence, i.e. signal, image, electronic and cyber intelligence. 
In addition, the Geoinformation Centre of the Bundeswehr is located in this unit. The Cyber and Information Domain 
Service unit operates in 25 different locations and a total of 14,500 people work in it. Germany is part of the international 
14 Eyes intelligence network, which supports the Bundeswehr’s operational capabilities in the area of cyber intelligence. 

In Germany, opportunities have been developed for the participation of reservists and volunteers in the country’s cy-
ber defence. Stakeholders outside the military can use the virtual cyber operations platform developed by the Bundeswehr, 
and through this they can support the cyber unit, for example, in the form of various analysis and support tasks. In 2021, 
approximately a thousand reservists and 1,500 other representatives of stakeholders had participated in the  
Bundeswehr’s cyber security work. 

In order to expand competence and secure resources, the Bundeswehr also promotes the use of unconventional em-
ployment relationships such as consultants in cyber defence tasks. In addition, the Bundeswehr has implemented a virtual 
platform called the Cyber Innovation Hub to engage start-up companies to cooperate with the army’s cyber forces. The 
Bundeswehr’s efforts for cooperation between the military and the private sector are progressive and worth considering in 
other EU countries as well.

SOURCES:
Cyber Defence in Germany: Challenges and the Way Forward for the Bundeswehr. Ludwig Leinhos, Connections QJ 19, no. 1 (2020): 9-19.
Cyber Security Strategy for Germany 2021. Federal Ministry of the Interior, Building and Community
https://www.zurnalai.vu.lt/teise/article/view/25171/24464 
https://www.bsi.bund.de/EN/Home/home_node.html 
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021/@@download/fullReport 
https://www.securityinfowatch.com/cybersecurity/news/21267070/report-russian-hackers-hit-german-sites-after-ukraine-arms-deals 
https://www.bundeswehr.de/en/organization/the-cyber-and-information-domain-service 
https://www.cyberinnovationhub.de/en/ 

Q 2  |  2 0 2 2

5 6  |  C Y B E R W A T C H  F I N L A N D

https://www.zurnalai.vu.lt/teise/article/view/25171/24464
https://www.bsi.bund.de/EN/Home/home_node.html
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021/@@download/fullReport
https://www.securityinfowatch.com/cybersecurity/news/21267070/report-russian-hackers-hit-german-sites-after-ukraine-arms-deals
https://www.bundeswehr.de/en/organization/the-cyber-and-information-domain-service
https://www.cyberinnovationhub.de/en/


2. HUNT FORWARD OPERATIONS

A. US cyber forces broaden their expertise to partner nations through joint cyber operations. In the so-called Hunt 
Forward operations, an American strike team travels to a partner country and searches for and combats actors 
threatening the country’s critical infrastructure and exposes cyber espionage attempts.

B. A few Hunt Forward operations are carried out every year and always at the request of the target country. Most of 
the operations are carried out in Europe and their target is usually either Russian or Chinese cyber activities in the 
target country.

C. Through the operations, the American cyber forces have been able to reveal numerous attack tools and methods 
that would not have been possible to detect by acting from the United States. 

D. Hunt Forward operations are an excellent example of mutually beneficial cyber cooperation. The operations are 
similar to consulting activities in the private sector, where the visiting expert shares their expertise with the organisa-
tion and at the same time develops their own expertise and experience in the new environment. The method of 
operation will increase in the defence sector and the public administration.

The U.S. Cyber Command (USCYBERCOM) has been implementing cyber defence cooperation operations in its partner 
states. These operations are known as Hunt Forward operations and their purpose, together with the cyber forces 

of the partner state, is to identify and combat threats to their information networks. 
By May 2022, the USCYBERCOM has conducted 28 Hunt Forward operations in sixteen countries in four years. The 

operation is always carried out at the target country’s request. A small team of American cyber experts travels to the 
country, working in the same premises with experts from the target country. During the operation, suspicious phenom-
ena such as cyberespionage or its attempts and signs of future attacks are searched for on the Internet, and ongoing at-
tacks are countered.

Hunt Forward operations have been carried out the most in Europe, and their targets have typically been Russian or 
Chinese cybercriminals or state cyber soldiers who have infiltrated government information networks. Operations have 
been carried out at least in Estonia, Montenegro, North Macedonia, Ukraine and most recently in Lithuania in May 2022. 

Ukraine’s Hunt Forward operation started in December 2021 and lasted around three months. When the operation 
started, Ukraine had no information about the start of the war. However, during the operation, Ukraine’s cyber defences 
were significantly strengthened just before the Russian attack. This has possibly contributed to the fact that Russia’s  
cyber attacks have so far not been as successful as expected.

Hunt Forward operations not only help the target country and its organisations, but the operations are also useful 
for the Americans. The operation’s agreement includes mutual information sharing, so both parties can use the opera-
tion’s outcome to develop their own cyber security. The operations are an excellent opportunity for the Americans to 
gain knowledge and experience with cyber attacks on other countries’ data networks. 

Cyber environments and their special features vary between different countries and organisations. The national cy-
ber strategy and the resources used for its implementation vary and, for example, cyber defence can be organised in dif-
ferent ways. In addition, the cyber environment is affected by the operators of the critical infrastructure and the com-
munication technologies used by them. 

The attacker works in different ways in different cyber environments. The planning and implementation of the  
attack is tied to the target environment and its special features. In cyberwarfare, the attacker often develops their own 
tools and methods against a specific target or even for a single attack operation. In the Hunt Forward operations, the 
USCYBERCOM has succeeded in finding such attack tools, which would not have been possible to detect by acting from 
the United States.
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Cyber force operations in different environments also help to develop the skills of operators and the methods used 
for cyber defence in a more versatile way than if the training took place only in a familiar environment of one’s home 
country. In the United States, the knowledge and experience gained during the operations are used especially for the 
protection of critical infrastructure.

There is a strong investment in Hunt Forward operations and their further development. The preliminary defence 
budget of the United States for the year 2023 allocates a total of USD 11.2 billion for cyberwarfare and its development. 
Approximately half of this, or USD 6.6 billion, will be spent on defensive and proactive measures. The biggest areas in 
the cyber defence budget are, for example, the development of new encryption technologies and the implementation of 
zero trust architecture. 

For the implementation and development of Hunt Forward operations, USD 76.4 million have been allocated for the 
year 2023. The number of operations is not expected to increase significantly, but they will be carried out at the current 
level of less than ten operations per year. A large part of the budget is also used for the further development of the oper-
ations, but the costs of one operation can be concluded to be several million dollars. 

Hunt Forward operations are an excellent example of how cooperation can create activities that benefit both sides of 
the operation. The target country’s cyber forces are able to repel cyber attacks that threaten the country or reveal, for 
example, cyber espionage in information networks. The party providing assistance, in this case the USCYBERCOM, gets 
the opportunity to operate in new environments and transfer its experience to protect the critical infrastructure of the 
United States. 

There is really nothing new in the operating principle of Hunt Forward operations. In the private sector,  
it is very common for an organisation to hire a consultant who brings in their expertise to the organisation for a specifi-
cally defined task. In addition, the consultant trains the client organisation’s resources for independent operation. The 
consultant also gains new skills and experience by working in a new environment. The method of operation could be 
utilised more than at present in the defence sector and more widely in public administration in order to expand the 
knowledge and experience and to enhance the exchange of information.

SOURCES:
https://www.cybercom.mil/Media/News/Article/3020430/us-conducts-first-hunt-forward-operation-in-lithuania/ 
https://afsa.org/cyber-diplomacy-strategic-competition 
https://comptroller.defense.gov/Portals/45/Documents/defbudget/FY2023/FY2023_Budget_Request_Overview_Book.pdf 
https://breakingdefense.com/2021/11/cybercoms-no-2-discusses-hunt-forward-space-cybersecurity-china/ 
https://news.sky.com/story/us-military-hackers-conducting-offensive-operations-in-support-of-ukraine-says-head-of-cyber-command-12625139
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3. NATO’S CYBER OPERATIONS

1. The NATO Cooperative Cyber Defence Centre of Excellence (CCD COE) in Tallinn is the world’s leading cyber 
defence expert in Western countries. The Locked Shields exercise organised by the CCD COE is NATO’s most 
important annual international cyber defence exercise.

2. The principles of NATO’s cyber operations are described in the Allied Joint Doctrine for Cyberspace Operations 
manual. Cyber defence is managed from the Cyber Operations Centre as part of a wider message and command 
system complex.

3. Cyber defence is currently seen as part of overall defence and a cyber attack alone does not trigger collective 
defence, i.e. Article 5 of the NATO agreement. The role of cyber defence in the overall defence is constantly re-
viewed and the situation may change in this decade.

4. NATO members strive for uniformity in cyber defence technology, legislation, strategy and operating methods. 
However, cyber defence in different countries has its own national characteristics and the countries differ consider-
ably in different areas.

5. Finland will strengthen NATO in terms of cyber defence, but there is also a lot to learn. Several NATO members have 
implemented various aspects of cyber security in an exemplary manner, and the possibilities of their implementation 
should be openly examined in Finland as well. 

NATO was founded in 1949 and its main task is to safeguard the common values of its members, which are 
democracy, respect for individual freedoms, the rule of law and the peaceful settlement of disputes. The need for 

cyber defence was noted in NATO as early as 2002. Cyber defence began to be seriously organised a few years later, 
when Russia had carried out a cyber attack on Estonia in 2007 and used cyber operations successfully in the war in 
Georgia in 2008. 

In 2008, the NATO Cooperative Cyber Defence Centre of Excellence (CCD COE) was established in Tallinn. The 
CCD COE has quickly grown into a leading cyber defence expert in Western countries. The centre currently brings to-
gether cyber experts or partners from around thirty NATO countries from the administration, defence forces, industry 
and academic research fields. Cyber defence is developed in four priority areas, which are technology, strategy, opera-
tional activities and legislation. The most visible activities of the CCD COE are the annual CyCon conference and one of 
the world’s largest and most comprehensive cyber defence exercises, Locked Shields.

A separtate doctrine and operating principles have been created for NATO’s joint cyber defence. The Allied Joint 
Doctrine for Cyberspace Operations was published in 2020. It is a manual of approximately 30 pages, describing the 
convergence of cyber operations and their effects on other defence functions, as well as the organisation of cyber opera-
tions as part of the overall defence. Cyber operations are managed from the Cyber Operations Centre, which is part of 
the Communication and Information Systems (CIS). 

The manual extensively describes the legal bases of cyber operations in different situations. From this point of view, 
the so-called attribution problem of cyber operations is mentioned as a special challenge, i.e. the possibility of deception 
and the concealment of the perpetrator of the operation with the help of proxies. Since there is often no certainty about 
the origin of a cyber attack, the decision to initiate collective defence, for example, should always be made as part of the 
overall situation. This principle is subject to continuous evaluation. In the future, it is possible that even a simple cyber 
attack alone could trigger the collective defence in accordance with the fifth article of the NATO treaty if the target 
country requests help. 
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NATO member countries and their defence forces have their own cyber forces, the use of which is primarily based 
on the national warfare strategy. The strategies and their priorities vary from country to country. The United Kingdom 
has developed its offensive cyber readiness in particular for a decade and its strategy includes being an active party in  
cyber operations. In Germany and France’s strategy, offensive action is mainly part of cyber defence, and Spain has so 
far only focused on cyber defence.

The difference in strategies and the emphasis on developing defensive and offensive cyber capabilities inevitably lead 
to differences in expertise and resources. In addition, the differences are influenced by national legislation as well as for-
eign and defence policies. NATO aims to unify cyber defence within the limits set by the member countries’ national 
special requirements. 

Another identified development target is cooperation with the private sector. Germany and Spain have implemented 
advanced programmes to initiate innovation cooperation with private companies. Cooperation also essentially includes 
training and the use of human resources. The private sector attracts the best talent with its better benefits, and these re-
sources should also be made available for the needs of cyber defence. Germany has excelled in this area with its 
open-minded personnel policy, which enables the use of private sector labour in cyber defence and its development. 

NATO aims to unify the policies of its member countries in critical infrastructure structures that are vulnerable to 
cyber influence operations or attacks. In recent years, the focus has been on the procurement and supply chains of the 
ICT industry, whose uninterrupted operation is a prerequisite for the maintenance and development of high-quality cy-
ber defence. The security of 5G networks is also high on NATO’s agenda, and efforts are being made to harmonise the 
implementation principles of 5G networks from the point of view of cyber security. With these measures, NATO aims 
to build so-called layered resilience, which refers to the uniform strengthening of all areas of cyber defence and prevents 
the formation of critical weak links.

During Finland’s NATO membership process, there has been extensive discussion regarding what kind of NATO 
member Finland will be, or should be. In terms of cyber defence, Finland strengthens NATO, but there is also a lot to 
learn. Several NATO members have implemented aspects of cyber security in an exemplary manner, one example being 
the German cyber forces with their active cooperation with the private sector and their modern personnel policy.  
Finland should openly examine the national cyber defence policies of other NATO members and evaluate their imple-
mentation possibilities in Finland as well.

Unification of legislation, processes and methods of operation is necessary, taking national characteristics into account.  
In this sector, Finland has taken large steps in recent years, for example with the reform of the intelligence legislation, and is 
able to operate on an equal footing with most NATO members in this sector as well.

SOURCES:
Marrone, A & Sabatino, E. Cyber Defence in NATO Countries – Comparing Models. Istituto Affari Internazionali (2021). 
https://www.gmfus.org/news/natos-role-global-cyber-security 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/899678/doctrine_nato_cyberspace_operations_ajp_3_20_1_.pdf 
https://ccdcoe.org/uploads/2022/03/Horizon_Scanning_v2_170x240_220513.pdf 
https://www.nato.int/cps/uk/natohq/topics_78170.htm?selectedLocale=en 
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4. THE WAR IN UKRAINE’S IMPACT ON  
 CYBER SECURITY 

A. Russia laid the groundwork for its attack with cyber attacks targeting Ukraine’s critical infrastructure. In the early 
stages of the war, the efficiency of cyber attacks did not quite reach the level that had been expected.

B. Western countries that support Ukraine have prepared for Russian cyber operations and raised the level of their 
cyber defence. Operators of critical infrastructure in particular have raised their readiness to a high level.

C. Russia’s attack on Ukraine has temporarily reduced the activity of actual cybercrime. However, the decline is 
temporary and cybercrime will continue to grow as the war drags on and at the latest when hostilities cease.

D. The effects of the war in Ukraine on the world economy are significant. Access to IT equipment and components 
becomes more difficult and slower, which also has negative effects on the development of cyber security.

E. The war situation increases the probability of information operations in Western countries. Several countries have 
accelerated their ongoing projects to identify and combat information operations.

Russia’s attack on Ukraine was preceded by a series of cyber attacks and their preparations. Throughout  
the beginning of 2022, cyber attacks against the public administration of Ukraine were on the rise. Government 

websites were faked and the banking sector was actively targeted by denial of service attacks. Public administration 
agencies and healthcare were targeted by malware campaigns using email attachments. 

After the Russian attack began on February 24, Russia carried out several cyber attacks against Ukraine’s critical in-
frastructure, such as the electricity and water distribution networks. In addition, the attacks targeted the leadership con-
nections of the Ukrainian army and Viasat’s satellite network, which also had an impact elsewhere in Europe. 

Russian cyber attacks were still expected to accelerate, but this did not happen on the scale that had been anticipated. 
One possible reason for the lower-than-expected performance of Russian cyber attacks may be the three-month-long 
Hunt Forward operation carried out by the United States together with Ukraine just before the war. 

The US cyber strike team arrived in Kyiv at the beginning of December 2021 and spent approximately three months 
investigating Ukraine’s telecommunications network as well as cyber attacks and espionage attempts aimed at it. Ac-
cording to the USCYBERCOM, the Hunt Forward operations have significantly improved the cyber defences of partner 
countries and countered ongoing or planned cyber attacks.

Russia’s military forces, including its cyber forces, are almost entirely tied to the Ukrainian front. Despite this, the 
United States has prepared for extensive Russian cyber operations. The commander of the USCYBERCOM, General Na-
kasone, has warned the operators of the critical infrastructure of the United States about a possible wave of Russian at-
tacks against the United States. President Biden has also addressed the issue in his speeches and called on the American 
business sector to improve the level of cyber security of companies. 

Cyber defence readiness has also been increased in Europe. At the end of May, BaFin, the organisation responsible 
for supervising the German financial sector, issued a warning regarding a wave of cyber attacks threatening banks and 
has ordered banks to increase the level of cyber defence. Estonia has recently shared its experiences of Russian cyber at-
tacks and their countermeasures, beginning after the transfer of the Bronze Soldier statue in 2007, and has initiated new 
preparedness measures. 

In addition to the war in Ukraine, the threat of cyber attacks in Finland is increased by Finland’s ongoing application 
process to become a member of NATO. Finnish operators of critical infrastructure have put cyber attack preparedness 
at the top of the priority list of their operations. At the beginning of June, the European Union Agency for Cybersecurity 
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(ENISA) organised an exercise that tested the readiness of the EU healthcare system to react to attacks on its infrastruc-
tures and services. From Finland, in addition to the National Cyber Security Centre, several central hospitals, govern-
ment agencies and ICT operators in the healthcare sector participated.

The effects of the war in Ukraine on cybercrime have been somewhat surprising. Several sources have reported that 
since February 2022, for example, the number of ransomware attacks has decreased and reports of data breaches are on 
the decline. The explanation has been speculated to be the division of the cybercrime field into supporters of Russia and 
Ukraine and their participation in supporting the countries in cyberwarfare, leading to decreased activity in actual cy-
bercrime. Another estimated explanation is the precautionary measures initiated by companies and public administra-
tions, which have raised the level of cyber defence considerably in a short period of time. However, the decrease in cy-
bercrime is temporary and it will continue to grow as the war drags on and especially when hostilities cease.

The effects of the war in Ukraine on the world economy are significant. The Organisation for Economic Co-opera-
tion and Development (OECD) has lowered its growth forecast for the world economy by a third for this year and dou-
bled its estimate of inflation. This is directly reflected in cyber security as a decrease in the availability of IT equipment, a 
shortage of equipment components and a general increase in price levels. Processes, procedures and other non-technical 
areas related to cyber security can be improved despite the war. Instead, all measures that require equipment, such as 
building network components, servers and telecommunications capacity, will slow down and costs will rise. 

Russia’s information operations have reached a new level with the war. Europe has clearly seen the distortion of the 
Russian administration’s communications to its own citizens and the prohibition of free information through legisla-
tion. In Europe, signs of Russia’s information operations towards other countries have also been observed. During the 
war in Ukraine, several Western countries have accelerated their ongoing projects to identify and combat information 
operations. 

In Sweden, at the beginning of 2022, the Psychological Defence Agency (Myndigheten för psykologiskt försvar) was 
established. Its objective is to identify and combat information operations aimed at Swedes and to strengthen national 
resilience. Similar projects are underway in several other European countries. The Finnish National Emergency Supply 
Agency has prepared a preliminary report, and measures to develop national capabilities based on the report have been 
planned for Finland as well. 

SOURCES:
https://www.euronews.com/next/2022/05/26/cyberattacks-likely-to-rise-in-wake-of-ukraine-war-this-is-what-estonia-learnt-from-web-war 
https://www.trendmicro.com/en_us/research/22/c/cyberattacks-are-prominent-in-the-russia-ukraine-conflict.html 
https://www.reuters.com/technology/german-regulator-issues-fresh-warning-banks-cyber-attacks-2022-05-31/ 
https://www.cisa.gov/shields-up 
https://www.mpf.se/ 
https://nordvpn.com/fi/blog/russia-war-ransomware-drop/ 
https://www.huoltovarmuuskeskus.fi/files/bd803c5f6ba0a46ccd9c9e825cf8637e00373907/hvk-informaatiovaikuttamisen-torjunta-esiselvitys.pdf 
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�
Kesälomakauteen laskeudutaan Q2-katsauksen parissa, joka sisältää neljä aihetta. Saksalla on keskeinen 
asema eurooppalaisen kyberturvallisuuden kehityksessä ja toteutuksessa. Toimintaa ohjaavat päivitetty 

kyberturvallisuusstrategia, alan kattava lainsäädäntö ja käytännön toimeenpanoa johtava kyberturvalli-
suusvirasto BSI. 

Saksalla on keskeinen asema myös NATOn kyberpuolustuksessa. Saksan armeijan kyberjoukot on  
keskitetty vuonna 2017 perustettuun Bundeswehrin Cyber and Information Domain Service -yksikköön, 
jossa palvelee noin 14.500 kybersotilasta. Bundeswehr täydentää kyberkykyään reserviläisten ja ulkoisten 
sidosryhmien avulla. Vapaaehtoiseen kyber puolustukseen on kehitetty virtuaalinen toimintaympäristö, 
jonka käyttöön osallistui vuonna 2021 noin 2.500 armeijan ulkopuolista kyberpuolustajaa.

Yhdysvaltojen Hunt Forward -operaatiot ovat erinomainen esimerkki molempia osapuolia hyödyttä-
västä kyberyhteistyöstä. Näissä operaatioissa amerikkalainen kyberasiantuntijoiden iskuryhmä matkustaa 
kumppanimaan pyynnöstä paikan päälle ja etsii sekä torjuu maan kriittistä infrastruktuuria uhkaavia toi-
mijoita ja paljastaa kybervakoiluyrityksiä. Hunt Forward -operaatiot eivät auta pelkästään kohdemaata ja 
sen organisaatioita, vaan operaatiot ovat hyödyllisiä myös amerikkalaisille. U.S. Cyber Command 
(USCYBERCOM) on onnistunut Hunt Forward -operaatioissa löytämään sellaisia vastapuolen hyökkäys-
työkaluja, joita ei Yhdysvalloista käsin olisi ollut mahdollista havaita.

NATOn jäsenmailla ja niiden puolustusvoimilla on omat kyberjoukkonsa, joiden käyttö perustuu ensi-
sijaisesti kansalliseen sodankäyntistrategiaan. NATOn yhteistä kyberpuolustusta varten on luotu oma 
doktriini ja toiminnan periaatteet, jotka on kuvattu Allied Joint Doctrine for Cyberspace Operations -käsi-
kirjassa. Kyberpuolustusta johdetaan kyberoperaatio keskuksesta osana laajempaa viesti- ja johtamisjärjes-
telmäkokonaisuutta. 

NATOn kyberpuolustusta kehitetään Tallinnassa sijaitsevassa CCD COE -osaamis keskuksessa, joka 
kerää yhteen nykyisin noin 30 NATO-maan tai sen kumppanien kyberasiantuntijoita hallinnon, puolus-
tusvoimien, teollisuuden ja akateemisen tutkimuksen alueilta. Suomi tulee vahvistamaan Natoa kyberpuo-
lustuksen osalta, mutta opittavaakin on. Suomen tulisi tarkastella muiden NATO-jäsenten kansallisia 
kyberpuolustuksen linjauksia avoimesti ja arvioida niiden toteutusmahdollisuuksia myös Suomessa.

Katsauksen viimeisenä aiheena tarkastellaan Ukrainan sodan vaikutuksia kyber turvallisuuteen. Ukrai-
naa tukevat länsimaat ovat varautuneet Venäjän kyberoperaatioiden varalle ja nostaneet kyberpuolustuk-
sensa tasoa. Ukrainan sodan vaikutukset kyber rikollisuuteen ovat olleet osin positiivisesti yllättäviä, usei-
den lähteiden ilmoittaessa, että helmikuusta 2022 lähtien esimerkiksi ransomware-hyökkäysten määrä on 
vähentynyt. Vaikutus on kuitenkin tilapäinen ja rikollisuus jatkaa kasvuaan viimeistään sotatoimien lakat-
tua. Sotatilanne nostaa Venäjän harjoittaman informaatiovaikuttamisen todennäköisyyttä länsimaissa. 
Useat maat ovatkin kiihdyttäneet käynnissä olevia hankkeitaan informaatio vaikuttamisen tunnistamiseksi 
ja torjumiseksi.
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1. MAA-ANALYYSI – SAKSA 

A. Saksan digitalisaatiokehitys on EU:n keskitasoa. Saksan ohjaa kyberturvallisuuden kehitystä kyberturvallisuus-
strategian avulla, jonka tuorein versio on julkaistu viime vuonna. 

B. Saksassa on kattava kyberturvallisuuteen liittyvä lainsäädäntö. Lainsäädännön täydentäjänä Saksassa toimii 
Tietoturvallisuusvirasto BSI, jonka rooliin kuuluu luoda kansallisia kriteeristöjä ja hyviä käytäntöjä kyber turvallisuuden 
toteutukseen eri toimintaympäristöissä.

C. Kyberrikollisuus on Saksassa EU:n keskitasoa. Ukrainan sodan myötä Saksa on joutunut venäläisten hakkeriryh-
mien kohteeksi sen annettua aseapua ja muuta tukea Ukrainalle.

D. Saksan armeijan kyberjoukot on keskitetty vuonna 2017 perustettuun Bundeswehrin Cyber and Information  
Domain Service -yksikköön. Kybersodankäynnin strategia poikkeaa monesta muusta EU:n suurista valtioista  
ollen enemmän puolustuksellinen kuin hyökkäykseen perustuva. 

E. Bundeswehr täydentää kyberkykyään reserviläisten ja ulkoisten sidosryhmien avulla. Vapaaehtoiseen kyberpuolus-
tukseen on kehitetty virtuaalinen toimintaympäristö, jonka käyttöön osallistui vuonna 2021 noin  
2.500 armeijan ulkopuolista kyberpuolustajaa.

Saksassa on laadittu kansallinen kyberturvallisuusstrategia ensimmäisen kerran vuonna 2011. Strategiaa tarkistetaan 
ja päivitetään viiden vuoden välein ja viimeisin version on julkistettu vuonna 2021. Strategia sisältää ajankohtaisen 

uhka-analyysin ja päivitetyn katsauksen Saksan kyberturvallisuuden nykytilaan. Strategia käsittelee kyberturvallisuuden 
tulevaisuutta ja sen tavoitteita Saksassa neljällä eri osa-alueella: yhteiskunta, liike-elämä, julkishallinto ja kansainväliset 
suhteet. 

Yhteiskunnan osalta tärkeimpiä tavoitteita seuraavien viiden vuoden aikana on kriittisen infrastruktuurin turvalli-
suuden takaaminen, kansalaisten kyberturvallisuustaitojen parantaminen sekä digitaalisen identiteetin käytön lisäämi-
nen yhteiskunnan digitaalisissa palveluissa. Liike-elämän osalta painotus on digitaalisen yhteistyön parantamisessa jul-
kishallinnon ja akateemisen tutkimuksen välillä. Uusia teknologioita kuten tekoälyn ja kvanttilaskennan käyttöä yksityi-
sen sektorin digitaalisissa palveluissa tulee strategian mukaan edistää.

Julkishallinnon tavoitteena on kyberturvallisuuden resilienssin parantaminen kaikilla julkishallinnon sektoreilla.  
Lisäksi painopisteenä ovat kansallisten vaalien kyberturvallisuuden parantaminen ja kyber puolustuksen vahvistaminen 
kybertiedustelua ja -hyökkäyksiä vastaan. Kansainvälisessä kyber turvallisuuden kehittämistyössä Saksa tavoittelee johta-
vaa roolia sekä EU:ssa että Natossa.

Saksassa on kattava kyberturvallisuuteen liittyvä lainsäädäntö. Se määrittelee vaatimukset kyber turvallisuudelle esimer-
kiksi kriittisen infrastruktuurin järjestelmissä sekä mahdollisuudet ja vaatimukset tietoliikenteen monitorointiin ja datan 
käyttöön julkisella sektorilla ja liike-elämässä. Saksa on ollut etu rintamassa EU:n ja sen kyberturvallisuusvirasto ENISAn 
vaatimusten toteuttamisessa kansalliseen lainsäädäntöön. 

Lainsäädännön täydentäjänä Saksassa toimii Tietoturvallisuusvirasto BSI (Bundesamt für Sicherheit in der Informa-
tionstechnik), jonka rooliin kuuluu luoda kansallisia kriteeristöjä ja hyviä käytäntöjä kyberturvallisuuden toteutukseen 
eri toimintaympäristöissä. Lisäksi BSI sertifioi kyberturvallisuustuotteita ja -palveluja sekä tuottaa kyberturvallisuuden 
osaamista parantavaa materiaalia ja palveluja julkista sektoria, liike-elämää ja kansalaisia varten. Saksan lainsäädäntö 
kyberrikollisuuden osalta on kohtuullisen tiukka. Tietojärjestelmiin tunkeutuminen ja haitanteko on kriminalisoitu ja 
maksimirangaistus on viisi vuotta vankeutta.

Digitalisaatiokehitys Saksassa on EU:n keskiluokkaa. Kattavasta lainsäädännöstä ja BSI:n vahvasta roolista huolimat-
ta julkishallinto ei ole pystynyt tuomaan digitaalisia palveluja kansalaisten käyttöön monen muun Euroopan maan tah-
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dissa. Kiinteiden ja langattomien Internet-liittymien rakentamisessa Saksa puolestaan on hieman EU:n keskiarvon  
yläpuolella. 

Kyberrikollisuus on Saksassa EU:n keskitasoa. Kaikkia kyberrikollisuuden lajeja esiintyy tasaisesti ja saksalainen  
yhteiskunta kamppailee samojen ongelmien kanssa kuin muutkin EU:n maat. Vuonna 2020 Saksassa tapahtui väitetysti 
maailman ensimmäinen ransomware-hyökkäyksen aiheuttama ihmisuhri, kun saksalaiselle potilaalle ei kyetty antamaan 
tarvittavaa hoitoa sairaalan tietojärjestelmien kaaduttua haittaohjelman vuoksi. 

Ukrainan sota vaikuttaa myös saksalaiseen kyberturvakenttään. Kesäkuun alussa saksalainen finanssivalvonnan vi-
ranomainen antoi varoituksen pankkeja uhkaavasta kyberhyökkäysten sarjasta. Toukokuun alussa Saksan julkistettua 
merkittävän aseita sisältävän tukipaketin Ukrainalle, saksalainen julkishallinto ja liittokansleri Schultzin puoluetoimisto 
joutuivat venäläisten hakkeriryhmien kohteeksi.

Saksan armeijan eli Bundeswehrin kyberjoukot toimivat vuonna 2017 perustetussa Cyber and Information Domain 
Service -yksikössä. Sillä on laaja vastuu Saksan armeijan kybertoiminnasta ja sen tehtävät jakaantuvat useaan eri 
osa-alueeseen. Kybertoiminnan yksi päätarkoitus on turvata Bundeswehrin IT-palvelujen ja johtamis järjestelmien 
kyberpuolustus. Yksikköön on perustettu oma kyberturvallisuuskeskus tätä tehtävää varten. Toinen kyberturvallisuus-
keskuksen tehtävä on koulutus sekä tutkimus- ja kehittämistoiminta, mitä tukee Bundeswehr Center for Software 
Expertise -niminen laitos.

Yksikköön kuuluu myös sotilastiedustelun tekniset osa-alueet eli signaali-, kuva-, elektroninen ja kyber tiedustelu. 
Lisäksi Bundeswehrin paikkatietokeskus (Geoinformation Centre) on sijoitettu tähän yksikköön. Cyber and Informati-
on Domain Service -yksikkö toimii 25 eri paikkakunnalla ja siellä työskentelee yhteensä 14.500 henkilöä. Saksa on osa 
kansainvälistä 14 Eyes -tiedusteluverkostoa, mikä tukee Bundeswehrin toiminta mahdollisuuksia kybertiedustelun 
alueella. 

Saksassa on kehitetty mahdollisuuksia reserviläisten ja vapaaehtoisten osallistumiselle maan kyberpuolustukseen.  
Armeijan ulkopuoliset sidosryhmät voivat käyttää Bundeswehrin kehittämää virtuaalista kybertoiminta-alustaa ja he voivat 
tätä kautta tukea kyberyksikköä esimerkiksi erilaisten analyysi- ja tukitehtävien muodossa. Vuonna 2021 noin tuhat reser-
viläistä ja noin 1.500 muuta sidosryhmien edustajaa oli osallistunut Bundeswehrin kyberturvallisuustyöhön. 

Osaamispohjan laajentamiseksi ja resurssien turvaamiseksi Bundeswehr edistää myös tavanomaisesta poikkeavien 
työsuhteiden kuten esimerkiksi konsulttien käyttöä kyberpuolustuksen tehtävissä. Lisäksi Bundeswehr on toteuttanut 
Cyber Innovation Hub -nimisen virtuaalialustan start-up yritysten sitouttamiseksi yhteistyöhön armeijan kyber-
joukkojen kanssa. Bundeswehrin pyrkimykset armeijan ja yksityisen sektorin yhteistyöhön ovat edistyksellisiä ja harkin-
nan arvoisia myös muissa EU-maissa.

LÄHTEITÄ:
Cyber Defence in Germany: Challenges and the Way Forward for the Bundeswehr. Ludwig Leinhos, Connections QJ 19, no. 1 (2020): 9-19.
Cyber Security Strategy for Germany 2021. Federal Ministry of the Interior, Building and Community
https://www.zurnalai.vu.lt/teise/article/view/25171/24464 
https://www.bsi.bund.de/EN/Home/home_node.html 
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021/@@download/fullReport 
https://www.securityinfowatch.com/cybersecurity/news/21267070/report-russian-hackers-hit-german-sites-after-ukraine-arms-deals 
https://www.bundeswehr.de/en/organization/the-cyber-and-information-domain-service 
https://www.cyberinnovationhub.de/en/ 
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2. HUNT FORWARD -OPERAATIOT

A. Yhdysvaltojen kyberjoukot laajentavat osaamistaan kumppanivaltioihin yhteisten kyberoperaatioiden avulla. Niin 
sanotuissa Hunt Forward -operaatioissa amerikkalainen iskuryhmä matkustaa kumppanimaahan paikan päälle ja 
etsii sekä torjuu maan kriittistä infrastruktuuria uhkaavia toimijoita ja paljastaa kybervakoiluyrityksiä.

B. Hunt Forward -operaatioita toteutetaan muutamia vuosittain ja aina kohdemaan omasta pyynnöstä. Useimmiten 
operaatiot toteutetaan Euroopassa ja niiden kohteena on yleensä joko Venäjän tai Kiinan harjoittama kybertoiminta 
kohdemaassa.

C. Operaatioiden avulla amerikkalaiset kyberjoukot ovat pystyneet paljastamaan lukuisia hyökkäystyökaluja ja menetel-
miä, joiden havaitseminen Yhdysvalloista käsin ei olisi ollut mahdollista. 

D. Hunt Forward -operaatiot ovat erinomainen esimerkki molempia osapuolia hyödyttävästä kyberyhteistyöstä. Operaa-
tiot muistuttavat yksityissektorilta tuttua konsulttitoimintaa, jossa vieraileva asiantuntija jakaa osaamistaan organisaa-
tiolle ja samalla itse kerryttää omaa osaamistaan ja kokemustaan uudesta ympäristöstä. Toimintatapa tulee lisäänty-
mään puolustussektorilla ja laajemminkin julkishallinnossa.

Yhdysvaltojen armeijan kyberjoukot eli U.S. Cyber Command (USCYBERCOM) on vuodesta 2018 toteuttanut Yhdys-
valtojen kumppanivaltioissa kyberpuolustuksen yhteistoimintaoperaatioita. Näitä operaatioita kutsutaan nimellä 

Hunt Forward ja niiden tarkoituksena on yhdessä kumppanivaltion kyberjoukkojen kanssa tunnistaa ja torjua näiden 
tietoverkkoihin kohdistuvia uhkia. 

Toukokuuhun 2022 mennessä USCYBERCOM on toteuttanut neljän vuoden aikana 28 Hunt Forward -operaatiota 
kuudessatoista eri maassa. Operaatio toteutetaan aina kohdemaan omasta pyynnöstä. Paikalle matkustaa muutaman 
amerikkalaisen kyberasiantuntijan tiimi, joka työskentelee samoissa tiloissa kohdemaan asiantuntijoiden kanssa. Operaa-
tion aikana etsitään verkosta epäilyttäviä ilmiöitä kuten kybervakoilua tai sen yrityksiä, merkkejä tulevista hyökkäyksistä 
sekä torjutaan jo aloitettuja hyökkäyksiä.

Hunt Forward -operaatioita on toteutettu eniten Euroopassa ja niiden kohteena ovat olleet tyypillisesti valtionhallin-
non tietoverkkoihin tunkeutuneet venäläiset tai kiinalaiset kyberrikolliset tai valtioiden kybersotilaat. Operaatioita on 
toteutettu ainakin Virossa, Montenegrossa, Pohjois-Makedoniassa, Ukrainassa sekä viimeisimpänä Liettuassa touko-
kuussa 2022. 

Ukrainan Hunt Forward -operaatio alkoi joulukuussa 2021 ja kesti noin kolme kuukautta. Operaation käynnistyessä 
Ukrainassa ei ollut vielä tietoa sodan alkamisesta. Operaation aikana Ukrainan kyberpuolustusta on kuitenkin vahvistet-
tu merkittävästi juuri ennen Venäjän hyökkäystä. Tämä on mahdollisesti vaikuttanut siihen, että Venäjän kyberhyök-
käykset eivät toistaiseksi ole olleet niin menestyksekkäitä kuin oli odotettu.

Hunt Forward -operaatiot eivät auta pelkästään kohdemaata ja sen organisaatioita, vaan operaatiot ovat hyödyllisiä 
myös amerikkalaisille. Operaation sopimukseen kuuluu molemminpuolinen tiedon jakaminen, jolloin molemmat osa-
puolet voivat hyödyntää operaation kokemuksia oman kyberturvallisuutensa kehittämiseen. Operaatiot ovat erinomai-
nen tilaisuus amerikkalaisille saada tietoa ja kokemusta kyber hyökkäyksistä muiden maiden tietoverkoissa. 

Kybertoimintaympäristöt ja niiden erityispiirteet ovat erilaisia eri maissa ja organisaatioissa. Kansallinen kyber-
strategia ja sen toteutukseen käytetyt resurssit vaihtelevat ja esimerkiksi kyberpuolustus voi olla järjestetty eri tavoilla. 
Lisäksi kybertoimintaympäristöön vaikuttavat kriittisen infrastruktuurin toimijat ja näiden käyttämät tietoliikennetek-
nologiat. 

Erilaisissa kybertoimintaympäristöissä hyökkääjä toimii eri tavoilla. Hyökkäyksen suunnittelu ja toteutus on sidottu 
kohteena olevaan ympäristöön ja sen erityispiirteisiin. Kybersodankäynnissä hyökkääjä kehittää usein omat työkalut ja 
menetelmät vain tiettyä kohdetta vastaan tai jopa yhtä hyökkäysoperaatiota varten. USCYBERCOM on onnistunut Hunt 
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Forward -operaatioissa löytämään sellaisia vastapuolen hyökkäystyökaluja, joita ei Yhdysvalloista käsin olisi ollut mah-
dollista havaita.

Kyberjoukkojen operaatiot erilaisissa ympäristöissä auttavat lisäksi kehittämään operaattorien taitoja ja kyberpuolus-
tukseen käytettyjä menetelmiä monipuolisemmin, kuin jos harjoittelu tapahtuisi vain tutussa, oman maan ympäristössä. 
Operaatioiden aikana saatua tietoa ja kokemuksia hyödynnetään Yhdysvalloissa erityisesti kriittisen infrastruktuurin 
suojaamiseen.

Hunt Forward -operaatioihin ja niiden edelleen kehittämiseen panostetaan voimakkaasti. Yhdysvaltojen alustava 
puolustusbudjetti vuodelle 2023 varaa yhteensä 11,2 miljardia US dollaria kybersodankäyntiin ja sen kehittämiseen.  
Tästä noin puolet eli 6,6 miljardia dollaria käytetään puolustuksellisiin ja ennakoiviin toimen piteisiin. Suurimpia 
osa-alueita kyberpuolustuksen budjetissa ovat esimerkiksi uusien salaus teknologioiden kehittäminen sekä zero trust 
-arkkitehtuurin toteuttaminen. 

Hunt Forward -operaatioiden toteutukseen ja kehitykseen on varattu 76,4 miljoonaa dollaria vuodelle 2023. Operaa-
tioiden lukumäärän ei odoteta nousevan merkittävästi, vaan niitä tullaan toteuttamaan nykyisellä alle kymmenen ope-
raation vuositasolla. Budjetista suuri osa käytetään myös operaatioiden edelleen kehittämiseen, mutta joka tapauksessa 
yhden operaation kustannusten voidaan päätellä olevan muutamia miljoonia dollareita. 

Hunt Forward -operaatiot ovat erinomainen esimerkki siitä, miten yhteistyöllä voidaan luoda toimintaa, josta  
hyötyvät molemmat operaation osapuolet. Kohdemaan kyberjoukot pystyvät torjumaan maata uhkaavia kyberhyökkä-
yksiä tai paljastamaan vaikkapa tietoverkoissa tapahtuvaa kybervakoilua. Apua tarjoava osapuoli, eli tässä tapauksessa 
USCYBERCOM, saa tilaisuuden toimia uusissa ympäristöissä ja siirtää kokemuksiaan Yhdysvaltojen kriittisen infrastruk-
tuurin suojaamiseen. 

Hunt Forward -operaatioiden toimintaperiaatteessa ei ole varsinaisesti mitään uutta. Yksityissektorilla on hyvin 
yleistä, että organisaatioon palkataan konsultti, joka tuo huippuosaamistaan organisaation käyttöön erikseen määriteltyä 
tehtävää varten. Lisäksi konsultti kouluttaa asiakasorganisaation omia resursseja itsenäiseen toimintaan. Konsultti ker-
ryttää myös itselleen uutta osaamista ja kokemusta työskentelemällä hänelle uudenlaisessa ympäristössä. Toimintatapaa 
voisi aktivoida nykyistä enemmän puolustussektorilla ja laajemminkin julkisessa hallinnossa osaamispohjan ja kokemuk-
sen laajentamiseksi sekä tiedonvaihdon tehostamiseksi.

LÄHTEITÄ:
https://www.cybercom.mil/Media/News/Article/3020430/us-conducts-first-hunt-forward-operation-in-lithuania/ 
https://afsa.org/cyber-diplomacy-strategic-competition 
https://comptroller.defense.gov/Portals/45/Documents/defbudget/FY2023/FY2023_Budget_Request_Overview_Book.pdf 
https://breakingdefense.com/2021/11/cybercoms-no-2-discusses-hunt-forward-space-cybersecurity-china/ 
https://news.sky.com/story/us-military-hackers-conducting-offensive-operations-in-support-of-ukraine-says-head-of-cyber-command-12625139
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3. NATON KYBERTOIMINTA

1. Naton kyberturvallisuuden osaamiskeskus eli CCD COE Tallinnassa on maailman johtava kyberpuolustuksen osaaja 
länsimaissa. CCD COE:n järjestämä Locked Shields -harjoitus on NATOn tärkein kansainvälinen vuosittain järjestet-
tävä kyberpuolustusharjoitus.

2. NATOn kybertoiminnan periaatteet on kuvattu Allied Joint Doctrine for Cyberspace Operations -käsikirjassa.  
Kyberpuolustusta johdetaan kyberoperaatiokeskuksesta (Cyber Operations Center) osana laajempaa viesti- ja 
johtamisjärjestelmäkokonaisuutta.

3. Kyberpuolustus nähdään tällä hetkellä osana kokonaispuolustusta eikä kyberhyökkäys yksinään laukaise kollektiivis-
ta puolustusta eli Naton sopimuksen artiklaa 5. Kyberpuolustuksen roolia kokonaispuolustuksessa tarkastellaan 
jatkuvasti ja tilanne voi muuttua vielä tällä vuosikymmenellä.

4. Nato-jäsenet pyrkivät yhtenäisyyteen kyberpuolustuksen teknologiassa, lainsäädännössä, strategiassa ja toimintata-
voissa. Kyberpuolustuksella on eri maissa kuitenkin omat kansalliset erityispiirteensä ja maat eroavat huomattavasti-
kin eri osa-alueilla.

5. Suomi tulee vahvistamaan Natoa kyberpuolustuksen osalta, mutta opittavaakin on. Useat Nato-jäsenet ovat toteutta-
neet kyberturvallisuuden eri osa-alueita mallikkaasti ja näiden toteutusmahdollisuuksia tulisi avoimesti tarkastella 
myös Suomessa. 

NATO perustettiin vuonna 1949 ja sen päätehtävä on turvata sen jäsenten yhteisiä arvoja, joita ovat demokratia, yk-
silönvapauksien kunnioittaminen, oikeusvaltio ja kiistojen rauhanomainen ratkaisu. Tarve kyberpuolustukselle 

noteerattiin NATOssa jo vuonna 2002. Vakavasti kyberpuolustusta alettiin organisoida muutama vuosi myöhemmin, 
kun Venäjä oli tehnyt kyberhyökkäyksen Viroon vuonna 2007 ja käyttänyt kyberoperaatioita menestyksellisesti Georgi-
an sodassa vuonna 2008. 

Vuonna 2008 Nato perusti Tallinnaan kyberpuolustuksen osaamiskeskuksen (The NATO Cooperative Cyber Defen-
ce Centre of Excellence, CCD COE). Tallinnan osaamiskeskus on kasvanut nopeasti länsi valtioiden johtavaksi kyber-
puolustuksen osaajaksi. Keskus kerää yhteen nykyisin noin kolmenkymmenen NATO- maan tai sen kumppanien kybe-
rasiantuntijoita hallinnon, puolustusvoimien, teollisuuden ja akateemisen tutkimuksen alueilta. Kyberpuolustusta kehi-
tetään neljällä painopistealueella, jotka ovat teknologia, strategia, operatiivinen toiminta ja lainsäädäntö. CCD COE:n 
näkyvimpiä aktiviteetteja ovat vuotuinen CyCon-konferenssi sekä yksi maailman suurimmista ja kattavimmista kyber-
puolustusharjoituksista, Locked Shields.

NATOn yhteistä kyberpuolustusta varten on luotu oma doktriini ja toiminnan periaatteet. Allied Joint Doctrine for 
Cyberspace Operations julkaistiin vuonna 2020. Se on noin 30-sivuinen käsikirja, jossa kuvataan kyberoperaatioiden yhty-
mäkohdat ja vaikutukset muihin puolustustoimintoihin sekä kyberoperaatioiden järjestäminen osana kokonaispuolustusta. 
Kyberoperaatioita johdetaan kyberoperaatiokeskuksesta (Cyber Operations Center), joka kuuluu laajempaan viesti- ja johta-
misjärjestelmäkokonaisuuteen (Communication and Information Systems, CIS). 

Käsikirjassa kuvataan laajasti kyberoperaatioiden laillisia perusteita eri tilanteissa. Tästä näkökulmasta erityisenä 
haasteena mainitaan kyberoperaatioiden niin sanottu attribuutio-ongelma, eli harhautuksen mahdollisuus ja operaation 
tekijän salaaminen sijaistoimijoiden eli proxyjen avulla. Koska kyberhyökkäyksen alkuperästä ei usein ole varmuutta, 
päätös esimerkiksi kollektiivisen puolustuksen käynnistämisestä tulee aina tehdä osana kokonaistilannetta. Tämä  
periaate on jatkuvan arvioinnin kohteena. On mahdollista, että tulevaisuudessa myös pelkkä kyberhyökkäys yksinään 
voisi laukaista NATO-sopimuksen viidennen artiklan mukaisen kollektiivisen puolustuksen, jos kohdemaa apua  
pyytää. 
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NATOn jäsenmailla ja niiden puolustusvoimilla on omat kyberjoukkonsa, joiden käyttö perustuu ensisijaisesti  
kansalliseen sodankäyntistrategiaan. Strategiat ja sen painopisteet vaihtelevat maittain. Iso-Britannia on kehittänyt  
erityisesti hyökkäyksellistä kybervalmiuttaan jo vuosikymmenen ajan ja sen strategiaan kuuluu olla kyberoperaatioissa 
aktiivinen osapuoli. Saksan ja Ranskan strategiaan hyökkäyksellinen toiminta kuuluu lähinnä osana kyberpuolustusta ja 
Espanjassa on keskitytty toistaiseksi vain kyberpuolustukseen.

Strategioiden erilaisuus sekä painotukset puolustuksellisen ja hyökkäyksellisen kyberkyvykkyyden kehittämisessä 
johtavat väistämättä eroihin osaamisessa ja resursseissa. Lisäksi eroihin vaikuttavat kansallinen lainsäädäntö sekä ulko- 
ja puolustuspoliittiset linjaukset. NATO pyrkii yhtenäistämään kyberpuolustusta jäsenmaiden kansallisten erityisvaati-
musten asettamissa rajoissa. 

Toinen tunnistettu kehityskohde on yhteistyö yksityisen sektorin kanssa. Saksa ja Espanja ovat toteuttaneet edistyk-
sellisiä ohjelmia innovaatioyhteistyön käynnistämiseksi yksityisten yritysten kanssa. Yhteistyöhön kuuluu oleellisesti 
myös koulutus ja henkilöresurssien käyttö. Yksityinen sektori vetää parhaat osaajat puoleensa paremmilla eduillaan ja 
nämä resurssit pitäisi saada käyttöön myös kyberpuolustuksen tarpeisiin. Saksa on kunnostautunut tälläkin alueella  
ennakkoluulottomalla henkilöstöpolitiikallaan, mikä mahdollistaa yksityisen sektorin työvoiman käytön kyberpuolus-
tuksessa ja sen kehittämisessä. 

NATO pyrkii yhtenäistämään jäsenmaidensa linjauksia sellaisissa kriittisen infrastruktuurin rakenteissa, jotka ovat 
alttiita kybervaikuttamiselle tai -hyökkäyksille. Viime vuosina painopiste on ollut ICT-toimialan hankinta- ja toimitus-
ketjuissa, joiden häiriötön toiminta on edellytys laadukkaan kyberpuolustuksen ylläpidolle ja kehittämiselle. Myös 
5G-verkkojen turvallisuus on korkealla NATOn agendalla ja 5G-verkkojen toteutusperiaatteita pyritään harmonisoi-
maan kyberturvallisuuden näkökulmasta. Näillä toimenpiteillä NATO pyrkii rakentamaan niin sanottua kerrostettua re-
silienssiä, mikä tarkoittaa kyberpuolustuksen kaikkien osa-alueiden tasaista vahvistamista ja estää kriittisten heikkojen 
lenkkien muodostumista.

Suomen NATO-jäsenyysprosessin aikana on keskusteltu laajasti, millainen NATO-jäsen Suomesta tulee tai millainen 
jäsen sen pitäisi olla. Kyberpuolustuksen osalta Suomi vahvistaa NATOa, mutta opittavaakin on. Useat Nato-jäsenet 
ovat toteuttaneet kyberturvallisuuden osa-alueita mallikkaasti, yhtenä esimerkkinä Saksan kyberjoukot aktiivisella  
yhteistyöllään yksityisen sektorin kanssa sekä modernilla henkilöstöpolitiikallaan. Suomen tulisi tarkastella muiden  
NATO-jäsenten kansallisia kyberpuolustuksen linjauksia avoimesti ja arvioida niiden toteutusmahdollisuuksia myös 
Suomessa.

Lainsäädännön, prosessien ja toimintatapojen yhtenäistäminen on välttämätöntä kansalliset ominaispiirteet huomioi-
den. Tällä sektorilla Suomi on ottanut viime vuosina isoja askeleita esimerkiksi tiedustelulainsäädännön uudistuksen myötä 
ja kykenee tälläkin sektorilla tasavertaiseen toimintaan useimpien NATO-jäsenten kanssa.

LÄHTEITÄ:
Marrone, A & Sabatino, E. Cyber Defence in NATO Countries – Comparing Models. Istituto Affari Internazionali (2021). 
https://www.gmfus.org/news/natos-role-global-cyber-security 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/899678/doctrine_nato_cyberspace_operations_ajp_3_20_1_.pdf 
https://ccdcoe.org/uploads/2022/03/Horizon_Scanning_v2_170x240_220513.pdf 
https://www.nato.int/cps/uk/natohq/topics_78170.htm?selectedLocale=en 
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4. UKRAINAN SODAN VAIKUTUS   
KYBERTURVALLISUUTEEN 

A. Venäjä pohjusti hyökkäystään Ukrainan kriittiseen infrastruktuuriin kohdistetuilla kyberhyökkäyksillä. Sodan alkuvai-
heessa kyberhyökkäysten teho ei yltänyt aivan sille tasolle, mitä oli odotettu.

B. Ukrainaa tukevat länsimaat ovat varautuneet Venäjän kyberoperaatioiden varalle ja nostaneet kyberpuolustuksensa 
tasoa. Erityisesti kriittisen infrastruktuurin toimijat ovat nostaneet valmiutensa korkealle tasolle.

C. Venäjän hyökkäys Ukrainaan on väliaikaisesti laskenut varsinaisen kyberrikollisuuden aktiivisuutta. Lasku on 
kuitenkin väliaikaista ja kyberrikollisuus tulee jatkamaan kasvuaan sodan pitkittyessä ja viimeistään siinä vaiheessa, 
kun sotatoimet lakkaavat.

D. Ukrainan sodan vaikutukset maailmantalouteen ovat merkittävät. IT-laitteiden ja komponenttien saanti vaikeutuu ja 
hidastuu, millä on negatiivisia vaikutuksia myös kyberturvallisuuden kehittämiseen.

E. Sotatilanne nostaa informaatiovaikuttamisen todennäköisyyttä länsimaissa. Useat maat ovat kiihdyttäneet käynnissä 
olevia hankkeitaan informaatiovaikuttamisen tunnistamiseksi ja torjumiseksi.

Venäjän hyökkäystä Ukrainaan edelsi kyberhyökkäysten ja niiden valmistelujen sarja. Koko alkuvuoden 2022 Ukrai-
nan julkishallintoa vastaan suunnatut kyberhyökkäykset olivat kasvussa. Hallituksen verkkosivuja väärennettiin ja 

pankkisektoriin kohdistettiin aktiivisesti palvelunestohyökkäyksiä. Julkisen hallinnon virastoihin ja terveydenhuoltoon 
kohdistettiin haittaohjelmakampanjoita sähköpostiliitteiden avulla. 

Venäjän hyökkäyksen alettua 24. helmikuuta Venäjä suoritti useita kyberhyökkäyksiä Ukrainan kriittistä infrastruk-
tuuria kuten sähkön- ja vedenjakeluverkkoa vastaan. Lisäksi hyökkäyksiä kohdennettiin Ukrainan armeijan johtamisyh-
teyksiin sekä Viasatin satelliittiverkkoon, jolla oli vaikutuksia myös muualle Eurooppaan. 

Venäjän kyberhyökkäysten odotettiin vielä kiihtyvän, mutta näin ei tapahtunut siinä mittakaavassa kuin oli ennakoi-
tu. Yksi mahdollinen syy Venäjän kyberhyökkäysten odotettua heikompaan suorituskykyyn voi olla Yhdysvaltojen to-
teuttama, juuri ennen sotaa tapahtunut noin kolmen kuukauden pituinen Hunt Forward -operaatio yhdessä Ukrainan 
kanssa. 

Yhdysvaltojen kyberiskujoukko saapui Kiovaan joulukuun 2021 alussa ja tiedusteli noin kolmen kuukauden ajan Ukrai-
nan tietoliikenneverkkoa sekä siihen kohdistettuja kyberhyökkäyksiä ja vakoiluyrityksiä. Yhdysvaltojen kyberjoukkojen 
USCYBERCOM:in mukaan Hunt Forward -operaatioiden avulla on kyetty merkittävästi parantamaan kumppanimaiden 
kyberpuolustusta ja torjumaan meneillään olevia tai suunniteltuja kyberhyökkäyksiä.

Venäjän sotavoimat, mukaan lukien sen kyberjoukot, ovat lähes täysin sidoksissa Ukrainan rintamaan. Tästä huoli-
matta Yhdysvalloissa on valmistauduttu Venäjän laajojen kyberoperaatioiden varalle. USCYBERCOM:in johtaja kenraali 
Nakasone on varoittanut Yhdysvaltojen kriittisen infrastruktuurin toimijoita mahdollisesta Venäjän hyökkäysaallosta 
Yhdysvaltoja vastaan. Myös presidentti Biden on ottanut asian esiin puheissaan ja kehottanut amerikkalaista elinkeino-
elämää parantamaan yritysten kyberturvallisuuden tasoa. 

Myös Euroopassa on nostettu kyberpuolustuksen valmiutta. Saksan finanssisektorin valvonnasta vastaava organisaa-
tio BaFin antoi toukokuun lopussa varoituksen pankkeja uhkaavasta kyberhyökkäysten aallosta ja on määrännyt pankit 
nostamaan kyberpuolustuksen tasoa. Viro on viime aikoina jakanut kokemuksiaan vuoden 2007 Pronssisoturi-patsaan 
siirron jälkeen käynnistyneistä Venäjän operoimista kyberhyökkäyksistä ja niiden torjunnasta sekä käynnistänyt uusia 
valmiustoimenpiteitä. 

Suomessa kyberhyökkäysten uhkaa nostaa Ukrainan sodan lisäksi Suomen käynnissä oleva hakemusprosessi NATOn 
jäseneksi. Suomessa kriittisen infrastruktuurin toimijat ovat nostaneet kyberhyökkäyksiin varautumisen omien toimin-
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tojensa prioriteettilistan kärkeen. Kesäkuun alussa Euroopan kyberturvallisuusvirasto Enisa järjesti harjoituksen, jossa 
testattiin EU:n terveydenhuollon valmiuksia reagoida sen infrastruktuureihin ja palveluihin kohdistuviin hyökkäyksiin. 
Suomesta mukana oli Kyberturvallisuuskeskuksen lisäksi useita keskussairaaloita, valtion virastoja ja terveydenhuolto-
alan ICT-toimijoita.

Ukrainan sodan vaikutukset kyberrikollisuuteen ovat olleet osin yllättäviä. Useat lähteet ovat ilmoittaneet, että hel-
mikuusta 2022 lähtien esimerkiksi ransomware-hyökkäysten määrä on vähentynyt ja ilmoitukset tietomurroista ovat 
laskusuunnassa. Selitykseksi on arvailtu kyberrikolliskentän jakaantumista Venäjän ja Ukrainan kannattajiin ja näiden 
osallistumista maiden tukemiseen kybersodankäynnissä, jolloin varsinainen kyberrikollisuus on jäänyt vähemmälle ak-
tiivisuudelle. Toinen arvioitu selitys on yritysten ja julkishallinnon käynnistämät varautumistoimenpiteet, jotka ovat 
nostaneet kyberpuolustuksen tasoa huomattavasti lyhyessä ajassa. Kyberrikollisuuden tasaantuminen on kuitenkin väli-
aikaista ja se tulee jatkamaan kasvuaan sodan pitkittyessä ja varsinkin siinä vaiheessa, kun sotatoimet lakkaavat.

Ukrainan sodan vaikutukset maailmantalouteen ovat merkittävät. Teollisuusmaiden yhteistyöjärjestö OECD on las-
kenut maailmantalouden tämän vuoden kasvuennustettaan kolmanneksella ja kaksinkertaistanut arvionsa inflaatiosta. 
Kyberturvallisuuteen tämä heijastuu suoranaisesti IT-laitteiden saatavuuden heikentymisenä, laitteiden komponenttipu-
lana sekä yleisenä hintatason nousuna. Kyberturvallisuuteen liittyviä prosesseja, toimintatapoja ja muita ei-teknisiä 
osa-alueita voidaan parantaa sodasta huolimatta. Sen sijaan kaikki toimenpiteet, mihin tarvitaan laitteita, kuten verkko-
komponenttien, palvelinten ja tieto liikennekapasiteetin rakentaminen, tulevat hidastumaan ja kustannukset tulevat 
nousemaan. 

Venäjän informaatiovaikuttaminen on sodan myötä noussut uudelle tasolle. Euroopasta käsin on selvästi nähty Ve-
näjän hallinnon omille kansalaisilleen suunnatun viestinnän vääristely ja vapaan tiedottamisen kieltäminen lainsäädän-
nöllä. Euroopassa on myös havaittu merkkejä Venäjän harjoittamasta informaatio vaikuttamisesta muita maita kohtaan. 
Ukrainan sodan aikana useat länsimaat ovat kiihdyttäneet meneillään olevia hankkeitaan informaatiovaikuttamisen tun-
nistamiseksi ja torjumiseksi. 

Ruotsissa aloitti vuoden 2022 alussa psykologisen puolustuksen virasto (Myndigheten för psykologiskt försvar), jon-
ka tehtävänä on tunnistaa ja torjua ruotsalaisia kohtaan kohdistettua informaatiovaikuttamista ja vahvistaa kansallista 
resilienssiä. Useissa muissa Euroopan maissa on käynnissä vastaavia hankkeita. Huoltovarmuuskeskus on laatinut esisel-
vityksen ja sen pohjilta on suunniteltu kansallista kyvykkyyttä kehittäviä toimenpiteitä myös Suomeen. 

LÄHTEITÄ:
https://www.euronews.com/next/2022/05/26/cyberattacks-likely-to-rise-in-wake-of-ukraine-war-this-is-what-estonia-learnt-from-web-war 
https://www.trendmicro.com/en_us/research/22/c/cyberattacks-are-prominent-in-the-russia-ukraine-conflict.html 
https://www.reuters.com/technology/german-regulator-issues-fresh-warning-banks-cyber-attacks-2022-05-31/ 
https://www.cisa.gov/shields-up 
https://www.mpf.se/ 
https://nordvpn.com/fi/blog/russia-war-ransomware-drop/ 
https://www.huoltovarmuuskeskus.fi/files/bd803c5f6ba0a46ccd9c9e825cf8637e00373907/hvk-informaatiovaikuttamisen-torjunta-esiselvitys.pdf 
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1. Introduction

At the end of last century, especially in the United 
States, the development of warfare began to be studied. 
The aim was to find patterns in the progress of wars 
and to assess the development trends of wars. The most 
significant trigger for this development was the 
collapse of the Soviet Union. It has also been affected 
by globalization as well as the rapid development of 
technology, especially communications and informa-
tion technology. 

The theory of fourth-generation warfare was devel-
oped by a U.S. Marine Corps officer group lead by 
historian William Lind in 1989. Another significant 
developer of the theory of fourth-generation warfare 

since 1994 has been U.S. Marine Corps Colonel (retired) 
Thomas X. Hammes. Active discussion on the topic 
waned in the late 2010s as discussion on hybrid warfare 
began to intensify.  

According to the theory developed by Lind’s working 
group, the first three generations of warfare cover the 
development of traditional armed warfare to the present 
day. The core of the theory is fourth-generation warfare, 
which, unlike the previous generations, is characterized 
by unconventional warfare. Its most significant new element 

is the use of information to achieve the objectives of war, and 

fourth-generation warfare can be considered perhaps the most 

significant root of hybrid warfare. 

2. Generations of traditional warfare

2.1. FIRST-GENERATION WARFARE

According to the definition of Lind’s working group, 
first-generation warfare began to develop in 1648 and 
continued until the 1860s. The initial impetus for its 
development was the widespread emergence process of 
European nation-states and national ideas after the Peace 
of Westphalia. As a result of this process, unreliable and 
expensive mercenary armies were replaced by national 

armed forces loyal to the state, and wars began to be waged only 

between states. Because warfare was based on armies using 
line formations and flintlock rifles, the manpower of the 

troops was the most significant factor in winning in first- 
generation warfare. Perhaps the best example of this 
generation is the well-trained army of Prussia.

First-generation war came to an end in the late 19th 
century when new armaments and defensive equipment made 

attacks almost impossible. With the introduction of the 
modern rifle, machine gun and barbed wire, troop 
commanders began to have insurmountable difficulties in 
getting even the most disciplined troops to attack, and the 
number of deserters increased significantly.

2.2. SECOND-GENERATION WARFARE

The core of the development of second-generation 
warfare was to enable attacking an enemy in fortified 
positions. The most essential new tool for accomplishing 

this was artillery, which allowed wearing down the 
enemy without sacrificing manpower on the front line 
using indirect fire for days or even weeks before an 
attack. In addition, artillery fire was used to cover the 

advance of troops to battle. Instead of manpower, the 

most important element was the amount of indirect fire. 
Although the primary tactic of second-generation 
warfare shaped out to be “fire and movement”, it was 
still based on linear tactics. 

Second-generation warfare was culminated by the 

French Armed Forces in World War I, and it is seen to have 
reached its end with the catastrophic large-scale loss of 
men during attrition warfare in World War I. However, 
according to Lind, it remained a tactic of the U.S. Army 
and Marine Corps all the way to the wars in Afghanistan 
and Iraq, the only difference being that the Air Force had 
replaced artillery as a means of indirect fire. 

2.3. THIRD-GENERATION WARFARE 

Because the German military industry and armed forces 
were not strong enough for attrition warfare like World 
War I, they developed a movement-based tactic. In other 
words, the mobility of troops became the most important 

element of warfare. Instead of destroying front line forces 
with long-term artillery fire, the objective of third-gener-
ation warfare was to break through the opponent’s line of 
defense, dislocate the defenders, advance to the back line 
and destroy the targets that are critical for the continua-
tion of battle for the opposing side. Similarly, defense 
tactics evolved and counterattacks were used to defeat the 
enemy. Third-generation war is the first warfare tactic that 

is not based on linear tactics.
Even though third-generation warfare was already 

developed at the end of World War I, it did not 
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flourish until the emergence of battle tanks in World 
War II. The symbol of third-generation war is the 
German lightning war “blitzkrieg” and especially its use 
in the attack on France, where the defense that was 
based on the best doctrines of second-generation 
warfare, the Maginot Line, was completely bypassed. 
The U.S.-led coalition attack against Iraq in 1991 is 

considered to be the last pure third-generation offen-
sive operation. 

The concept of third-generation warfare has not come 
to a dead end at any point and it is still viable in wars 
between states. Fourth-generation warfare emerged from 
completely different premises and it provided a solution for 

non-state actors to fight a technically superior enemy.  

3. Fourth-generation warfare 

3.1. BACKGROUND FOR THE DEVELOPMENT OF 
FOURTH-GENERATION WARFARE 

The driving force behind the development of fourth-gen-
eration warfare stems from the weakened position of Western 

countries after the end of World War II and the Cold War. 
In connection to the independence process of colonies and 
the former republics of the Soviet Union, opponents of 
Western countries developed a new generation of 
warfare, and the majority of fourth-generation wars have 
been directed at a Western country or coalition.

According to Lind’s working group, the two world wars 

and the Cold War can be seen as European civil wars, which 
resulted in weakened European culture and strengthened 
neighboring cultures (Chinese, Hindu and Islamic 
culture). The Cold War in particular benefited neighbor-
ing cultures because they were supported by both sides of 
the war with weapons, funds and other technology. As a 
result of losing their position, Western countries have lost 
faith in their own cause and morals, whereas the faith of 
representatives of other cultures in their cause and 
justification has only grown. As a result of this process, 
western Judeo-Christian culture no longer rules the world 
and its influence continues to decrease while the influence 
of other cultures continues to increase.

In 1994, Lind’s working group saw that the world had 
returned to a state of intercultural struggle in which Western 
countries are subordinate and the multiculturality of the 
United States eventually leads to the abandonment of 
western Judeo-Christian culture and its values. The group 
estimated that the biggest competitor has always been 
Chinese culture, which, fortunately for the West, is not 
expansive and aggressive. However, the most significant 
threat to Western culture, according to Lind’s working 
group, was Islamic culture as it does not seek to challenge 
the West peacefully like China. Instead, it aggressively seeks 
to expand from its current core areas to every direction. 

According to Lind’s group, Europe’s situation was the 
worst. Massive Islamic immigration had changed the 

cultural situation in France and Spain significantly. Lind’s 
second working group also ended up with a very pessi-
mistic assessment for the United States. According to the 
group’s assessment, the Western culture of the United 
States, which is based on Judaism and Christianity, is 
about to collapse. In addition to Islamic culture, the group 
also emphasizes the significant threat of drug smuggling 
to the United States, which the country interprets as a 
direct attack against its culture.

In addition to the deteriorating position of the West, 
the development of fourth-generation war is also affected 
by global political and social changes as well as new technology. 
In addition to new states, various global influencers 
seeking to internationalize national crises had emerged: 
The countries of the world have become increasingly 
dependent on each other economically while the division 
between rich and poor countries has steepened. Economic 
interdependence has reduced the situations where the use 
of armed force is possible. Socially, the world has become 
increasingly fragmented as people are even more net-
worked than before on the basis of ethnicity, religion or 
cultural background, and immigrants retain their net-
works to their old home country. The latter is especially 
affected by the development of communications and 
information technology over the last thirty years.

The collapse of the nation-state status in the colonies was 
significantly influenced by the fact that they were artificially 
established states by the West, and they were often not based 
on nationality. As a result, the majority of people in Africa, 
Asia and the Middle East primarily considered themselves 
members of a clan, tribe or religious group, and various 
supranational and subnational groups began to go to war. 
They were often able to protect the citizens better compared 
to most new states. This situation led to the weakening of the 
position of the new states because people’s loyalty tends to be 
directed toward the party that can protect them. The need 
for protection quickly expands from physical safety to health, 
business, freedom of religion and speech, etc.
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3.2. OVERVIEW OF FOURTH-GENERATION 
WARFARE

In 1989, Lind’s working group had concluded that 
fourth-generation war is intercultural war by nature with 
the opponent being at a technically weaker level. The 
basis of fourth-generation warfare was thus estimated to 
be terrorism. Fourth-generation warfare was regarded as 
a low-intensity war of terrorist organizations. 

The working group estimated that the mobility and 

survivability of forces would become increasingly import-
ant over firepower. This means that small and fast-mov-
ing forces that blend in to the operational environment, 
operate independently and implement mission-type 
tactics are a future development trend. Because access to 
the target to be destroyed is vital, terrorists moving in 
small groups or even individually are ideal for fourth-gen-
eration war. 

As early as 1989, a diminishing dependence on centralized 

maintenance and logistics was seen as a development trend, 
enabling increasingly decentralized operations and a faster 
phase of battle. Fourth-generation war soldiers must be 
able to operate on their own in the operational area. In 
2005, Hammes had come to the conclusion that a 
fourth-generation war attacker would not have to invest in 

weapons systems at all, and therefore investing in logistics 
would also be unnecessary because a fourth-generation 
war attacker could use all possible materials available in 
civil society as weapons. The attacker has to be able to 
move money and ideas only. A fourth-generation attacker 
also has no need for a separate intelligence or command system 
because it can rely on commercial systems and service 
providers with a laptop and credit card. For example, 

commercial satellite images, online banking, email, etc. 
provide an excellent basis for attacks where the attacker is 
difficult to detect. 

According to Hammes, in terms of the tactics of 
fourth-generation war, it should be acknowledged that 
war is waged in low intensity in a very complex environ-
ment and typically in unconventional ways. Despite the 
apparent lack of intensity, fourth-generation war results 
in large-scale losses. Due to information operations, the 
entire civil society is subjected to warfare. As a result, 
well-protected critical military and civilian targets are left 
alone and so-called soft civilian targets are attacked instead. 
One extremely cheap tactical attack, such as a car bomb, 
may reach a strategic objective and cause the opponent to 
yield. 

Compared to previous generations of war, the most 
significant change in fourth-generation war is the rise of 

information as a means of influencing the attacker. Of 
particular importance for winning a fourth-generation 
war is the ability to influence the parties that are involved 
in the state’s political decision-making and those who can 
influence the content of decisions. This is done through 
psychological operations by influencing popular support 
for the government and the ongoing war. 

According to Hammes, the strategic nature of 
fourth-generation wars had changed from an armed 
revolutionary war supported by information operations to 
strategic information warfare supported by guerrilla action and 

terrorist attacks. Information had become the most 
important element of every fourth-generation war. 
However, it should be noted that fourth-generation war is 
typically directed at a Western state or coalition. Once the 

Information operations and the 
following cultural revolution take time, 
which is why fourth-generation wars 
have lasted for 20–30 years. 
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Western state or coalition has been driven out of the 
country, warfare often recedes into a second-generation 
war of attrition, such as in Afghanistan and Gaza.

The objective of the new generation of warfare 
developed for intercultural war was considered to be 
destroying the enemy from the inside mentally to make its 
people resist the war. This would then allow the attacker 
to operate throughout the state, utilize its infrastructure 
and wield all the necessary means at their disposal. This 
type of warfare has blurred almost all rules of warfare, such 
as the boundaries between war and politics, conflict and 
peace, soldiers and civilians as well as battlefield violence 
and security zones. The battlefield of fourth-generation 
war is not limited in any area geographically, and there is 
no backline. Everything is one large global battlefield. 

When attempting to influence the contents of political 
decision-making, attacking the culture of the state in question 
becomes significant. A permanent change in attitudes in 
favor of the attacker often requires the pursuit of a cultural 

revolution, which plays a significant role in fourth-genera-
tion wars. Attackers in fourth-generation war are very 
familiar with the target country’s culture and utilize its 
strength, turning it to their own advantage. The strength of 
Western countries is freedom and openness, which 
terrorist organizations have turned to their own advantage.

Lind’s second group came to a conclusion that the 
biggest threat to the culture of the United States is radical 
cultural reformers. They have succeeded in getting the 
highly educated elite, media and entertainment industry 
to promote moral relativism, militant secularism as well as 
sexual and social freedom. Based on these, a new ideology 

called multiculturalism or political correctness has been 
slowly coded. This new ideology is essentially Marxism, 
where economic terminology has been changed to social 
and cultural terminology.

Information operations and the following cultural 
revolution take time, which is why fourth-generation wars 

have lasted for 20–30 years. The long time span has caused 
insurmountable problems for Western countries, whose 
high-tech third-generation wars’ time span has steadily 
shortened. A typical duration of wars is weeks, or days at 
best. 

Fourth-generation wars, which have often triumphed 
over the occupying Western countries, have been fol-
lowed by a civil war in the liberated country, in which the 
victor has stabilized their position by waging a traditional 
second-generation war. Fourth-generation wars may thus 
involve the simultaneous or subsequent use of previous 

generation warfare tactics. The choice of tactics depends on 
the enemy, its culture and level of technology. 

4. Development of information operations 

Even though Lind’s working group was right about the 
basics of fourth-generation warfare, including the psycho-
logical operations used by attackers, only Hammes saw 
clearly the core of fourth-generation war: information 
operations. According to him, Mao was the first to use 
information operations to support armed combat in the 
Chinese Revolution. Hammes also demonstrated that the 
use of information has developed significantly and that 
fourth-generation war attackers have innovatively adopted 
new technology and utilized the networks brought about by 
globalization. Over the decades, the situation has turned on 
its head, and information operations have become the main tool 

of fourth-generation war, supported by armed operations. 
Utilizing information has evolved with globalization 

and the associated development of free migration and informa-

tion and communications technologies. In the first phase, 
media and television news developed, bringing the 
atrocities of war of the country under attack to the 
knowledge of every Western citizen. The next significant 
phase was the development of social media and the ability 

to make a personal impact through a variety of informa-
tion networks. 

In 1994, Hammes was convinced that cyberwarfare 

based on high-tech weapons was part of third-generation wars, 
whereas a low-intensity “network war” was clearly a new 
element of fourth-generation war. Hammes’s assessment 
was entirely correct. With the development of informa-
tion security, conducting a cyber attack has become so 
difficult that only state actors have the ability to develop 
efficient cyber-attack methods. 

4.1. CHINESE REVOLUTION 

According to Mao, political power was the basic requirement 

of warfare and much more important than military force. 
This, according to Hammes, is the most significant change 
to third-generation war. Mao’s theory identifies three 
phases of revolution: 1) Increasing political power, 
limiting military operations to harassment and political 
assassinations; 2) Developing military power, securing 
control over key areas and increasing military action; 3)  
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A large-scale armed attack to overthrow the government 
when the balance of power is in favor of the rebels. 
According to Hammes, Mao was not a pure representative 
of fourth-generation war because the third and decisive 
phase of Mao’s theory is carried out with a traditional 
third-generation war concept.

Mao saw that he could not win without both the 
support of the outside world and changes in the enemy 
state’s politics, and emphasized the power of propaganda. 
With its help, the rebels had to 1) attack the political will of 

the enemy and its supporters; 2) seek to achieve a neutral 
political opinion that would put pressure on enemy allies to 

give up their support; 3) strive to create a movement in 
friendly and impartial countries that supports the rebels 

materially and financially.

4.2. VIETNAM WAR

In 1965, North Vietnam led by Ho Chi Minh was forced to 
retreat from a strategic balance phase to a defensive phase 
when the U.S. Army came to the aid of South Vietnam. In 
this situation, Ho ended up investing heavily in gaining 

international support and developed a new dimension to 
fourth-generation war. During the rule of Ho, North 
Vietnam strongly encouraged and supported international 
peace movements, charities and even active peace advocates. 
Even though North Vietnam was not in control of these, it 
was able to influence them and benefit from their support.

In 1968, Ho and his chief strategist Võ Nguyên Giáp 
further developed fourth-generation war by transforming 

the failed Tet Offensive into a major strategic victory through 

the media and international networks. The targets of the 
Vietcong forces had especially been the staffs and the U.S. 
Embassy in Saigon, among others. This way the attack 
gained visibility and it undermined U.S. confidence in 
winning the war, even though the military offensive 
operation was a failure for Vietnam. At the same time, 
North Vietnam spread the message that the United States 
under President Johnson did not want peace but, on the 
contrary, wanted to spread the war to North Vietnam. Ho 
was thus able to successfully shift the focus of the war to 
the political will of the United States. President Johnson 
withdrew from the presidential election, the United States 
stopped bombings, and the public opinion of the United 
States turned against the war. After the withdrawal of the 
United States, North Vietnam took over South Vietnam 
using a traditional concept of third-generation war.

4.3. NICARAGUA WAR 

The next significant step in the development of 
fourth-generation war was taken in Nicaragua when the 

Sandinista National Liberation Front (FSLN) overthrew 
the Somozoa family regimen in 1979. The Sandinistas 
assumed that at no point would they be able to achieve a 

military victory, i.e. launch a strategic attack. Instead, the 
FSLN began to seek victory through internal and external 

political pressure targeting the Somoza administration.
A significant insight by the Sandinistas was that they 

did not content themselves with the support of the 
socialist countries, but extended their support requests to 
the objects that influence the opinion of the United States, such 
as: 1) The Catholic Church, taking advantage of the 
theology of liberation and gaining moral legitimacy for 
the efforts of the Sandinistas; 2) influencing the opinion 
of the U.S. and the world through the media; 3) targeting 
the U.S. Congress with the help of public opinion and 
thus minimizing U.S. backlash; 4) setting up PR agencies 
to share the FSNL message around the world to gain 
support and minimize potential U.S. reactions; 5) Sending 
speakers to U.S. universities and non-governmental and 
church organizations so that they would write to their 
congressional representatives in favor of Nicaragua.

In this way, the Sandinistas formed a twofold continu-
ous offensive operation against the Somoza regime. They 
attacked on a broad political, economic and social front and 

waged a low-intensity guerrilla war. On an international 
level, the FSNL skillfully developed relationships with 
U.S. churches, universities, and peace groups by offering 
them tours to Nicaragua and sending speakers to the 
United States, thus creating an image of a democratic 
movement and a clear contrast to the Somoza regime. On 
a national level, the FSNL supported and even guided all 
resistance groups, thus affecting the lives of almost every 
Nicaraguan. 

Hammes highlights two important factors that 
contributed to the success of the FSNL. The first is 
personal connections with the owners and journalists of La 

Prensa, a major Nicaraguan newspaper. Somoza was unable 
to shut down the newspaper due to U.S. pressure, and the 
FSNL was able to publish its message freely within the 
country. Another significant factor in a Catholic country 
like Nicaragua was the recognition of the status of the Catholic 

Church and the encouragement of the theology of libera-
tion popular with younger priests.

In this way, the FSNL was able to defeat the Somoza 
regime without an armed attack. The regime fled the 
country despite its military superiority. The Sandinistas 
clearly developed the theory of warfare by demonstrating 
that at least a weak and unpopular government can be defeated 

purely with fourth-generation war by focusing on political 

operations. 
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4.4. THE FIRST PALESTINIAN INTIFADA
The hallmark of the Palestinian uprising, the intifada, 
which ran from 1987 to 1993, was to bring the crisis to the 

attention of the world in real time via television. The intifada 
began with local demonstrations growing rapidly to cover 
all of the Israeli-occupied Palestinian territories. An event 
significant to the success of the intifada occurred at the 
outset, when three major Palestinian leadership levels 
merged. These were the leaders of the local people’s 
committees, the National Leadership of the United 
Uprising (UNCU) and Palestinian academics, journalists 
and politicians. 

Even though all of the previously mentioned organiza-
tions had existed before the intifada, it was not until their 
unification that the conditions for effective fourth-gener-
ation tactics were created. The local level took care of 
people’s basic needs (food, water and medical care) and 
maintained the morale and performance of the intifada. 
UNCU brought together four major Palestinian organiza-
tions and directed and coordinated activities at the local 
level. The third group used its relations with the United 
States as well as Israel, and pushed for the Palestinian 
cause by emphasizing their reasonable and well-founded 
concerns for peace and justice in the Middle East. 

In this way, the Palestinians developed a strategic 
concept for fourth-generation war, in which battle occurs 

on the political, economic and social front utilizing the media. 
The primary objective was political victory instead of 
military victory. The Palestinian strategy consisted of the 
following elements: 1) Only limited violence is used and 
no firearms or explosives are used. Further contrast was 
sought in an effort to present a struggle between 
stone-throwing Palestinian teenage boys and Israeli 
soldiers armed to the teeth; 2) Seeking maximum media 
visibility for the cause; 3) Divide the “battlefield” into 
battle and safety zones. The former includes occupied 
territories and the latter is the territory of Israel to which 
the intifada is not spread. The goal was to use the carrot 
and stick approach to get Israeli opinion to agree to the 
demands of the intifada.

 

Palestinians created a close local network of volunteer 
work communities, student organizations, refugee camp 
youth groups and other local groups. By gaining interna-

tional and domestic media visibility for this community, 
Palestinians created a situation in which retaliation by 
Israeli security forces against, for example, Palestinian 
medical organizations was unacceptable, despite their 
proven links to the PLO.

The intifada also operated on the economic front. The 
closure of the West Bank caused significant losses to the 
Israeli economy as it caused labor shortages, reduced 
exports to the occupied Palestinian territories and reduced 
tax revenues from the occupied territories. In addition, 
the closure of the West Bank had a social impact, leading to 
the development of the Palestinian’s own production. It 
also united the Palestinians against a common enemy. 

Palestinians used the media in three different direc-
tions: 1) The constant news in the international media 
about the fighting between Palestinian youths throwing 
stones and Israeli soldiers changed Israel’s image from a 

besieged state to an occupier and oppressor of the Palestinians. 
With the help of the international media, the Palestinians 
were even able to neutralize a powerful Jewish lobby 
group in the United States; 2) In the Arab media, the 
Palestinians showed both the Palestinians and the Arab 
world how they challenged Israel every day in the intifada. 
The goal of this type of media was to increase pride and 

solidarity for the intifada; 3) However, the most important 
media arena was the Israeli media, where the Jewish were 
made to question the point of the occupation of the Palestinian 

territories.
Although the Palestinians did not gain independence, 

the intifada resulted in the first left-wing government in 
Israel since 1977. This government entered into negotia-
tions with the Palestinians, which resulted in an agree-
ment in Oslo to establish a Palestinian Authority, i.e. 
Palestinian self-governance in the West Bank. Palestinians 
successfully used the full scale of fourth-generation war tactics 

against Israel, which had used third-generation war 
tactics. Whereas Mao considered political power more 
important than military power, the Palestinians exclusive-
ly used the media and international networks.

4.5. LEBANON WAR 

According to Hammes, the best example of the strategic 
development of fourth-generation war is Hezbollah’s 
actions during and after the war in 2006: 1) On the last 
day of the war, Hezbollah declared that it fired as many 
rockets at Israel as on the first day of the war. Even 
though the impact of the rockets was small, Hezbollah 
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wanted to convey a message about the inability of the Israeli 

Defense Forces to weaken it; 2) As the fighting subsided, 
Hezbollah fighters visibly provided money and physical 
assistance, whereas Western countries were still only 
considering possible assistance to Lebanon. In order to 
maintain its advantage in strategic communications, 
Hezbollah blocked other aid agencies from entering 
Lebanon. This way Hezbollah declared that Lebanon was 

under its control and that it was taking care of its own. It is an 
interesting coincidence that Frank Hoffman’s famous 
definition of hybrid warfare was specifically related to 
Hezbollah’s actions in the war of 2006. 

4.6. NETWORKS

Various information networks play an important role in 
information operations. A fourth-generation attacker 
exploits international, supranational and national networks as 

well as networks belonging to national minorities or factions to 
achieve their political objectives. The attacker’s primary 
objective is to politically paralyze both the international 
organizations that support the state under attack and the 
state itself. Achieving the former objective is typically 
easy, while the latter can be very difficult depending on 
the state.

A fourth-generation attacker seeks to take advantage of 
supranational networks in particular. An essential feature of 
such supranational networks is that they extend beyond 
national borders and have no formal links or loyalty to 
countries in the region. In some cases, such a network is not 
even loyal to its own organization. A supranational network 
can be based on religion (Al Qaeda), nationality (Kurds, 
Palestinians), liberal churches, humanitarian organizations 
(Red Cross), economic structures (stock exchanges), and 
even organized crime (drug and arms smuggling).

According to Hammes, a fourth-generation war 
attacker can take advantage of supranational networks in 

many ways. Typically, supranational networks 1) can 
provide a recruitment base for an attacker; 2) may serve as a 

cover for the transport of personnel and equipment; 3) 
may provide an efficient way to raise funds; 4) can openly 

support the attacker in the final stages of war if it genuine-
ly feels they are advocating the same cause. Such actions 
typically undermine the international position of a 
supranational organization. False support is also possible. 

The evolution of fourth-generation war reflects the 
world’s transition from a hierarchical organization to 
networked organizations. Such organizations may have 
nothing in common other than the same objective. In 
Iraq, for example, Shia and Sunni militias fight each other 
in addition to the war against the United States. Revolu-

tionary organizations are networked, supranational, and 
even multidimensional, i.e. some parts of the organization 

exist in the real world, some in the information dimension 

alone, and some in both.
For concrete operations in fourth-generation war, 

operators from different networks are used in different 

configurations. Some operate violently and some non-vio-
lently. Of particular importance are non-combatants with 
a civilian status who can be used in rallies, demonstra-
tions, media interviews, on the internet to mislead 
security and propaganda organizations, as well as in the 
political arena.

4.7. COMMUNICATION

The objective of fourth generation war is to directly 
influence the minds of enemy decision-makers and thus 

achieve political objectives. Because of this, the attacker 
sends one message to their supporters, another to the 
insecure population, and a third one to decision-makers. 
In Afghanistan and Iraq, defeating the attacker is empha-
sized to supporters, the insecure and impartial are warned 
to stay out of the conflict and the alliance is urged to leave 
at the risk of massive and unnecessary losses. 

The main targets of a fourth-generation war attacker 
include the following in the state under attack: 1) institu-

tions that decide on national policy, such as the United States 
Congress; 2) non-state actors influencing the content of 

national policies, such as churches, ethnic and linguistic 
minorities, business groups and even lobby companies;

A fourth-generation war attacker therefore needs to 
determine 1) the desired message; 2) the most suitable 
network for its transmission; 3) the measures that cause the 
network to transmit the message; 4) finally, a monitoring 

system to monitor the effectiveness of the measure. For 
example, in 1995, Serbs took UN soldiers hostage and tied 
them to the walls of buildings during a NATO bombing of 
the area. The media broadcasted the image of the soldiers, 
and Serbs were able to decide on further action based on 
international reactions.

In order to to influence many different types of net-
works, a fourth-generation attacker must find the right 

pathways for their message. In addition to the traditional and 
still important official and unofficial diplomatic channels, 
the media and various lobby groups have risen alongside 
them. The latest newcomer is the internet. While the 
media is difficult to control, controlling the internet is 
impossible. The advantage of the internet is the ability to 
use it to raise funds. Information operations of fourth- 
generation war are complicated by the diversity of target 
groups, which require a custom message for each group.
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Decision-makers are likely to be influenced by the 

bloodiest and most dramatic pictorial messages possible, and 
the attacker’s tactical military actions (terrorist attacks, 
sabotage operations, and even conventional attacks) have 
been subordinated to serve to convey the attacker’s 
message. They are conveyed through the business and 

academic world, religious communities, artists as well as 
social networks. Strategic messages are conveyed through 
tactical operations, which include guided visits to refugee 
camps, special interviews with revolution leaders, 
kidnappings of prominent figures, beheadings, car bombs 
and assassinations.

5. Conclusion
Fourth-generation warfare has been a successful concept. All 
significant revolutions and changes in the strategic status 
quo have been the result of fourth-generation wars 
against the West. Even wars causing military losses have 
led to significant change and the attacker (partly) achiev-
ing its objectives.

Although fourth-generation war was successfully 
carried out by communist freedom organizations during 
the Cold War, its development into its current form has 
only taken place due to Islamic terrorist organizations after 
the collapse of the Soviet Union. The success of 
fourth-generation warfare is clearly based on an attacker 
with a different cultural background, who is able to make 
optimal use of the weaknesses of the West and who has 
time for long-term information operations. 

A good example of the success of fourth-generation 
war against a Western enemy is the Taliban’s victorious 

fourth-generation war in Afghanistan. The West conquered 

the country in 2001 and left the territory after twenty 
years of rule, training and equipping the major armed 
forces and organizing the administration, etc. After the 
Western countries left, the Taliban who ruled Afghani-
stan before 2001 occupied the country in a few weeks 
using second-generation war tactics. 

Western countries still use of the concept of third-genera-

tion warfare, supplemented by new technology. However, 
third-generation war against traditional national Western 
armed forces is still viable, and Europe is preparing for it. 
However, the situation in Iraq shows that winning the 
war does not guarantee the desired outcome if the states 
belong to different cultures. In civil wars, the tactics of 
second-generation war are also still typically used. 

Clearly, fourth-generation warfare is not yet hybrid 
warfare. However, it has many of the same elements and 
can rightly be considered a significant, if not the most 
significant, ancestor of hybrid warfare. 

 � 1* The author of this special bulletin Colonel (ret.), Juha Wihersaari  
is Doctoral Researcher and  Member of the Russia Research Group  
at the Finnish National Defence University. He has a General Staff  
Officer’s Degree from year 1993 and he served in the Finnish Defence  
Forces until 2015. Wihersaari’s military experience includes positions 
mainly in Military Intelligence, where he served 26 years. During his  
career Wihersaari served two times as Defence Attache: the first time 
in the Eastern Europe (inc. Ukraine) and the second time in the Middle 
East. He also served five years as the Director of the Finnish Signal  
Intelligence. Since 2016 Wihersaari has been the owner and the  
Director of JITINT, small Intelligence and Security Company. His  
Doctoral Research is focused on Hybrid Warfare in the Russian Art  
of War: “Hybridisodankäynti venäläisessä sotataidossa”.  
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(Sources are available from the author if needed)
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SUMMARY 
The use of space and satellites in the area of research and 
telecommunications services is growing. Due to the 
critical nature of the satellite systems, they make an 
attractive target for cyber operations. In particular, objects 
within the earths low orbit have become of particular 
interest. Both states and criminals are searching for ways 
to gain “spacial superiority.” As the number of satellites 
increases it is likely they will be matched with a plethora 

of anti-satellite capabilities. This puts services dependent 
on satellites at greater risk of potential collateral damage. 
Despite threats from both state and criminal actors, the 
cyber security capabilities of satellite systems are at a high 
level and the development is continuous. 

BACKGROUND 

Telecommunications services and research in various 
areas have been utilising space since the mid-20th century. 

VALUE OF THE SATELLITES  
IN THE CYBER SPACE

// Veikko Markkanen

TREND  STRENGTHENING 
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Satellites can be used to provide services that would be 
impossible or difficult to implement without the use of 
space. Satellite calls and television broadcasts are familiar 
examples of services that have made telecommunications 
possible all over the world for decades. Today, GPS and 
other location services are available for every smartphone 
user, and much of the Internet’s intercontinental telecom-
munications pass through satellites. 

On January 1st, 2022, there was approximately five 
thousand active satellites orbiting the Earth, of which a 
majority are operating from the United States. Most of the 
satellites are in commercial use for purposes such as 
telecommunications, positioning, remote sensing, and the 
collection of various measurement data for weather 
forecasts. Less than 10% of satellites are used for purely 
military purposes. Despite being few in numbers the 
importance of satellites in modern wars cannot be 
underestimated. In modern warfare, satellites provide 
valuable information for mobilising troops and location 
services for guided missiles. The dependence of satellite 
services can leave modern militaries vulnerable to cyber 
operations. 

Due to the critical nature of the satellite services, states 
are becoming increasingly concerned by the future 
development and the balance of power within space. 
Particularly the low orbit leveraged by communications 
and military satellites has become the cause of major 
contest. Low orbit is seen as the gateway to space and 
monopoly in the area would effectively cut off other 
challengers. Currently the competition is enhanced by the 
involvement of private actors in the space competition. 
This creates a basis for new innovations and opportuni-
ties, but also for new security challenges. An update  
is required for subjects such as demilitarization and 
overcrowding of the Earth’s orbit in order to address 
modern-day threats. 

IMPACT 
Balance within space consisted of somewhat comparable 
capabilities of satellite services as well as capabilities of 
disrupting them between states. This has now changed 
due to the US Space Development Agency approaching 
control over space through numbers. While quickly filling 
the limited space within the low orbit, multi-point 
satellite networks such as SpaceX’s Starlink are also more 
resistant to attacks such as missiles, lasers, and electronic 
interference, rendering traditional anti-satellite weapons 
ineffective. 

The battle for low orbit will escalate as its strategic 
importance grows. This has been seen in cyber-attacks on 
satellites and their associated ecosystems. In these services 
in the cyber realm, one faulty or damaged back door 
enabling component could compromise it completely. 
With such large-scale impacts, attacks could cause 
unpredictable large-scale and long-lasting multiplier 
effects. 

Developing weapons capable of large-scale interfer-
ence with or intrusion into satellite systems is usually only 
possible for state actors or entities such as APT’s supported 

 � Veikko Markkanen, Junior analyst, Cyberwatch 
Finland
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by them. However, the operational capacity of criminals is 
constantly improving. Satellite systems will be a very 
attractive target in the future, both in terms of cyber 
influencing by states and as a target for cyber criminals. 
Such development would inevitably lead to major spill-
over damages outside the initial goals of these operations. 
Recent example seen in February, as the Russian-linked 
hackers targeted the ground segment of a commercial  
KA-SAT satellite, that provides internet service for some 
clients within Ukraine and Europe. While the attack coor-
dinated with Russian goals of severing Ukraine from the 
internet, disruptions in the KA-SAT satellite internet 
services were felt all over Europe. 

Currently entities dependent on satellite services,  
such as maritime and air transport, mitigate the risk by 
using several parallel systems, so that interference with 
one system or falsification of data does not disrupt 
operations. This is particularly important when several 
different methods are used to influence the function and 
stability of the object. Similar principles should be 
implemented in all information systems dependant on 
telecommunications. 

 

RESOURCES 
Space News. https://spacenews.com/tag/cybersecurity/ 
Aschbacher Josef, “ESA AGENDA 2025”. ESA.  
https://download.esa.int/docs/ESA_Agenda_2025_final.pdf   

https://spacenews.com/tag/cybersecurity/
https://download.esa.int/docs/ESA_Agenda_2025_final.pdf


W E  G I V E  Y O U  A 
L O O K  I N T O  T H E 

D A R K  W I T H 
D A R K S O C ™ . 

What can “they” find out about your 
business that you don’t even know?

www.cyberwatchfinland.fi

By accessing encrypted platforms, data leakage 
platforms and black markets where major discussions 
and trading take place, we can assess your current 
cyber readiness, solves potential problem areas, 

and maintain a continuous cyber shield. 

D A R K S O C


